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Without the prior written consent of ARMATURA, no portion of this manual can be copied or
forwarded in any way or form. All parts of this manual belong to ARMATURA and its
subsidiaries (hereinafter the "Company" or "ARMATURA").

Trademark

ARMATU RA is a registered trademark of ARMATURA. Other trademarks involved in
this manual are owned by their respective owners.

Disclaimer

This manual contains information on the operation and maintenance of the ARMATURA
equipment. The copyright in all the documents, drawings, etc. in relation to the ARMATURA
supplied equipment vests in and is the property of ARMATURA. The contents hereof should
not be used or shared by the receiver with any third party without express written permission of
ARMATURA.

The contents of this manual must be read before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please
contact ARMATURA before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating
and maintenance personnel are fully familiar with the design and that the said personnel have
received thorough training in operating and maintaining the machine/unit/equipment. It is
further essential for the safe operation of the machine/unit/equipment that personnel have
read, understood, and followed the safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract
specifications, drawings, instruction sheets or any other contract-related documents, the
contract conditions/documents shall prevail. The contract specific conditions/documents shall

apply in priority.

ARMATURA offers no warranty, guarantee or representation regarding the completeness of
any information contained in this manual or any of the amendments made thereto.
ARMATURA does not extend the warranty of any kind, including, without limitation, any
warranty of design, merchantability, or fithess for a particular purpose.

ARMATURA does not assume responsibility for any errors or omissions in the information or
documents which are referenced by or linked to this manual. The entire risk as to the results
and performance obtained from using the information is assumed by the user.

ARMATURA in no event shall be liable to the user or any third party for any incidental,
consequential, indirect, special, or exemplary damages, including, without limitation, loss of
business, loss of profits, business interruption, loss of business information or any pecuniary
loss, arising out of, in connection with, or relating to the use of the information contained in or
referenced by this manual, even if ARMATURA has been advised of the possibility of such
damages.

This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ARMATURA periodically changes the information herein which will be
incorporated into new additions/amendments to the manual. ARMATURA reserves the right to
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add, delete, amend, or modify the information contained in the manual from time to time in the
form of circulars, letters, notes, etc. for better operation and safety of the
machine/unit/equipment. The said additions or amendments are meant for improvement /better
operations of the machine/unit/equipment and such amendments shall not give any right to
claim any compensation or damages under any circumstances.

ARMATURA shall in no way be responsible (I) in case the machine/unit/equipment
malfunctions due to any non-compliance of the instructions contained in this manual (ii) in case
of operation of the machine/unit/equipment beyond the rate limits (iii) in case of operation of
the machine and equipment in conditions different from the prescribed conditions of the
manual.

The product will be updated from time to time without prior notice. The latest operation
procedures and relevant documents are available on https://armatura.us/

If there is any issue related to the product, please contact us.

ARMATURA Headquarters

Address:190 Bluegrass Valley Parkway Alpharetta, GA 30005
Phone: +1-650-4556863

Email: sales@armatura.us

Website: www.armatura.us
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About the Manual

This manual introduces the operations of ARMATURA One software.

All figures displayed are for illustration purposes only. Figures in this manual may not be
exactly consistent with the actual products.

Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

For Software

Convention Description

Bold font Used to identify software interface names e.g., OK, Confirm, Cancel.

Multi-level menus are separated by these brackets. For example, File >

Create > Folder.

Symbols

Convention Description

#

This represents a note that needs to pay more attention to.

The general information which helps in performing the operations
faster.

[ B¢

The information which is significant.

C

Care taken to avoid danger or mistakes.

A The statement or event that warns of something or that serves as a
cautionary example.
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1. Overview

The ARMATURA One software brings a unified management platform to help the customers in managing
and integrating security operations with minimal effort. The data processing capacity of the software is very
high such that it can manage 30,000 personnel data at an instance. The user data security is guaranteed
since the software adopts role-based multi-level management. The software also ensures to track the
events and operations in real-time with relevant notifications to the system user.

Features

e It can manage around 300,000 personnel data with its powerful data processing capacity.
e Users’ data are more secured with multi-level management role-based level management.

e It can track events and operations in real-time to ensures prompt feedbacks of data to the
system administrators.

Configuration Requirements

e Quad core processor with a speed of 2.5GHz or above.
e  System Memory of 16GB DDR4 or above.

e Available space of 500GB or above. We recommend using NTFS hard disk partition as the
software installation directory.

e  Monitor Resolution of 1920*1080px or above.

Specifications

Windows 7

Supported Operating Systems Windows 10

Windows Server 2012/2016/2019

PostgreSQL (Default),
Supported Databases
SQL Server & Oracle (Optional).

Internet Explorer 11+

Chrome 33+
Recommended Browser Version
Microsoft Edge 88+

Firefox 27+

Modules

e  The system is divided into 17 modules which are as follows: -
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1.1. Personnel Module

The Personnel Module is used to set person’s details and their respective department. It primarily consists
of two parts: Department Management settings, which is used to set the company’s organizational chart;
Personnel Management settings, which is used to enter the person information, assign departments,
maintain, and manage personnel.

1.2. Access Module

The Access module is a web-based management system which enables normal access control functions,
management of networked access control panel via system, and unified personnel access management.
The access control system sets door opening time and levels for registered users.

1.3. Attendance Module

The Attendance module can achieve cross-regional attendance centralized control through the shift and
shift management. You can apply for Appended Receipt, Leave, Overtime, etc. in Exception Management.
In this module, you can also set the attendance point for access/parking and other functions.

1.4. Elevator Module

The Elevator module is mainly used to set the Elevator parameters (such as the swiping interval for using
elevators and elevator key drive duration), manage personnel's access rights to different floors and elevator
control time, and supervise elevator control events. You may set registered users' rights to floors. Only
authorized users can reach certain floors within a period after being authenticated. And now we support 3rd
brand elevator such as KONE/Mitsubishi/Hitachi.

1.5. Visitor Module

The Visitor module is a web-based management system that implements entry registration, exit registration,
photo capturing, visitor statistics, booking management, and shares information among registration sites. It
is highly integrated with the access control system and elevator control system. It is generally used at
reception desks and gates of enterprises, to manage visitors.

1.6. Parking Module

The Parking module is an automatic and intelligent vehicle management which can effectively and
accurately monitor and manage vehicles at all exits and entrances.
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1.7. Video Module

The Video module is integrated with and Milestone Xprotect, which supports video functions including
preview, playback, and video recording. There are other video applications, such as video patrol.

1.8. Office Module

The Office Module is a space management module where you can manage and configure your meeting
room, check the status of the meeting room, make reservations, and view the meeting. Once you reserve a
meeting room, it will be automatically associated to the corresponding PAD device, and personnel rights will
be immediately issued to the PAD for verification.

1.9. Fire Alarm Module

The Fire Alarm module is designed to dynamically display the system's pre-defined alarm information, in
combination with the multi-dimensional map which provides a clear understanding of what is happening in
the area. It helps the user to better observe and handle alarm situations.

1.10. Entrance Control

This system connects the gate control board through channel Device (such as TDA integrated machine),
and directly controls the relevant parameters of the gate through software, thus controlling the entry and
exit of the gate and realizing the automatic management of the gate.

1.11. FaceKiosk Control

The FaceKiosk module is based on visible light face is used to verify face by uploading and downloading
personnel access level. In addition, advertisement pictures and videos can be sent to the FaceKiosk device
to make full use of the functions of the device in different time periods.

1.12. Temperature Detection Module

The Temperature Detection Module uses near-infrared technology to measure and collect human body
temperature. It can quickly help you to measure and collect the temperature of large number of people and
deny access to unmasked people and whose body temperature status is abnormal. It provides alarm
notifications to ensure the safety of you and others.
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1.13. Defense Module

The Defense Module includes multiple application functions, such as defining the personnel library, vehicle
library, management library and third-party synchronization relationship, performing global target alerts and
monitoring, setting occupancy control, etc. It is an important module for system security defense.

1.14. Data Monitor Module

Data Monitor Module is a data module that integrates system basic data collection, data analysis, it can help
users understand the security situation of the system with intuitive data, and give different data for different
positions, so that the data is more targeted to help and guide users to make judgments on security to
improve system security.

1.15. Building Automation Module

Building automation control uses computerized centralized control, which centralizes decentralized control
for centralized management. Its decentralized controller usually adopts direct digital controller (DDC), which
uses computer for monitoring and management of the screen. Building automation is composed of several
systems including: air conditioning HVAC and ventilation monitoring system, water supply and drainage
monitoring system, lighting monitoring system, power supply monitoring system, and structured integrated
wiring system, and dynamic environmental monitoring system, with the aim of improving occupant comfort,
efficient operation of building systems, reducing energy consumption, and operating costs as well as
improving the service life of utilities.

1.16. Intrusion Module

Intrusion Alarm module Intuition Alarm is an electronic system that uses sensor technology and electronic
information technology to detect and indicate illegal entry or attempted illegal entry into a fortified area
(including subjective judgments when faced with hijacking or robbery or other critical situations, intentionally
triggering an emergency alarm device), process alarm information, and send alarm messages.

1.17. System Module

System module is primarily used to assign system users and configure the roles of corresponding modules,
manage databases such as backup, initialization, and recovery, and set system parameters and manage
system operation logs.
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2. System Operations

2.1. Login to the System

ARMATURA

©2022 ARMATURA LLC. All ight

After installing the software, double-click the ARMATURA One icon to enter the system. You may also
open the recommended browser and input the IP address and server port in the address bar. The IP
address is set as: https://127.0.0.1:8098 by default.

If the software is not installed in your server, you may input the IP address and server port in the address
bar.

= Note:

e The username of the super user is [admin], and the password is [Changeme_123]. After the first
login to the system, please reset the password.

e If you have selected the HTTPS port during software installation, input the server IP address and
port number (for example, https://127.0.0.1:8098) in the address bar and press Enter. The
following prompt may be displayed:

Windows Version:
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There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.
The security certificate presented by this website was not issued by a trusted certificate authority,

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

Server.

o

We recommend that you close this webpage and do not ¢ i to this

@ Click here to close this webpage.

& Continue to this website (not recommended)

® More information

Please click "Continue to this website" as shown. Different browsers may operate differently.

Mac Version:

Safari

Microsoft Edge:

Page 6

W This Connection Is Not Private

This website may be impersonating *104.215.253.72" to steal your persanal or financial
information. You should go back to the previous page.

Shaw Detalls Go Back
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©  Privacy emor x |+

« C A Not Secure A BN B8 -

b=

A

Your connection isn't private

P O YR @& + 0

Attackers might be trying to steal your information from 104.216.263.72 (for example,
passwords, messages, or credit cards).

+

NET=ERR_CERT_INVALID

When show this page, type ‘thisisunsafe’ on keypad

2.2. Alarm Center

After logging in, the home page is displayed as shown below. If you want to go to home page from any
interface, then you can click ‘ARMATURA One’ logo on the upper left corner of the interface to return to the
home page.

Fulton St

Fullon St ___Fulton St

Activating the system

Please refer to the corresponding license document.
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2.3. Modifying Password

2 Account

You can modify the login password in [Account]:

Personal Information

Basic information

Reset Password Email

Password Confirm Password

Authorization configuration

Muttiple Login O Maximum Number

Superuser State = Role
Auth Depariment @ Authorize Area

Enable expiration date O

Extended attributes

Mobile Phone

Check [Reset Password] box to modify the password.
#Note:

Both, super user and the new user are created by the superuser. The username is not case-insensitive, but
the password is case-sensitive.

2.4. Exit the system

Click the [Logout] button on the upper right corner of the interface to exit the system.
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3. Alarm Center

The alarms triggered when the device detects abnormal conditions and meets the alarm conditions are
displayed here, and the displayed alarms can be viewed and processed.

ARMATURA ONE

All Alert v Aup Refresh (1@

General : 0

eqiong v«

ral @ . \ 2 — — g

Prompt: 0 =
Important : 36 {
83 ~J | -
Emergency :.. 5 —
/ \
\

Emergency @ Important @ General @ Prompt

Access Alert Emergency

GRAMG T » 4

B

Emergency

oB w T

Emerpency

Access Alert

Reater offine alarm
10.8.14.312

B d
The operation is as follows:

1. Use the drop-down to switch maps in different areas.

Map |RegionSD
Clear

0 © |Region9D

Emergency

2. Use the drop-down to switch Alerts in different type, Contains four types of alerts: Access Alert,
These alarms come from the pre-sets of your Access module and Video module.
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All Alert
All Alert

Face Alert
Vehicle Alert

Camera Alert
Access Alert

Fire Alert

Target Alert Alarm

3. Auto Refresh turn on/off to switch between focusing on certain alarms or viewing real-time alarm

data.
Auto Refresh [ ]

4. The dashboard not only displays the number of alerts, but you can also use it to filter alerts and
help you find content quickly.

Prompt : 440
General : 1043

Important : 5031

Emergency & Important @ General @ Prompt

5. Lists help you quickly locate alarm devices, view previews and playback, as well as view details
and resolve alarms.

FaceAlert
Baymax
80000000001

Photo Gapture

B B
‘.
Access Alert |
ersonnel Ex 1T

Target Alert Alarm - .
() Preview | ) Playpack | g3 Track
Baden Personnel Expired
2 Alert Time: 2020-3-13 15:15:34

[ MCRON -] Area Name: area123

Alert Source: facecamsss
Face Alert Task Group facetask03131728

tesi01131129 ‘Target Non-hit Alarm Similarity: 85%
ISPteam194

2022-01-1414:18:34 LRORON -]

Trigger Condifion:  Taget Hit Alarm
Report

Face Alert

1est01131129 Target Non-hit Alarm
ISPteam194

2022-01-14 141834 ° ® 3 E

Face Alert

test01131129 ‘Target Non-hit Alarm
ISPteam194

O & D B
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3.1. Personnel Track

Simulate the trajectories of people on the map through the capture of the camera.

Click "Personal Track", upload a picture of the person in the pop-up window or select the employee/guest
and set parameters.

Personnel Track

Select Image Browser MNo file selected
ID / Name Enter the Query Condil Q
Start Date 2020-11-24 14:11:42

End Date 2020-11-25 14:11:42

Confidence Threshold 80

You can Playback the captured images in the right list.

3.2. Vehicle Track

Simulate the trajectories of vehicle on the map through the capture of the camera.

Page 11 Copyright © 2022 ARMATURA LLC. All rights reserved.



ARMATURA ARMATURA ONE User Manual

Wildiife park
‘ 3 frivanie

Dubai e

Emergency @ Important @ General ® Prompt

Vehicle Alert

Vehicle Alert

Vehicle Alert

9, sim0a

Vehicle Alert

9, 1415804
20200601 090411

Vehi

“Click "Vehicle
Track", upload a picture of the vehicle in the pop-up window or select the license plate from Parking and set
parameters.

Vehicle Track
Select Image Browser No file selected
License plate Q
Start Date 2020-11-24 14:1233

End Date 2020-11-25 14:12:33

Confidence Threshold 80

You can Playback the captured images in the right list.

3.3. Batch Door Operations

You can quickly perform batch operations on doors, including remote opening / remote closing / active
lockdown / deactivate lockdown / cancel alarm / remote normally open.
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Click the button to Frame Selection or select all with “Add All”, submit and enter user password to process.

Security Verification

User Password |

3.4. Batch Camera Operations

You can quickly perform batch operations on cameras preview.

DOOIDPOOD

Click the button to Frame Selection or select all with “Add All” and submit.
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3.5. Search Device

Use this function to locate and find the device on the map.

Click "Search Device" and locate the device location by entering the device name or selecting the device
name from the list.

CENTRAL PARK

Click the name of the device, the map will automatically move and focus on the device you selected.

3.6. Browser Notification

Browser Notification function can prevent users from missing software messages. When the software
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authorizes the browser message notification permission, the browser can send pop-up notifications about the

alerts and other notifications even when the software is running in the background.

Enable the browser notification

There are two ways to enable the browser notification:

1. After successfully logging into the system, a pop-up window for browser authorization will appear; click
the [Allow] button to allow notifications, as shown in the figure below.

2. If users have already clicked [Block] and need to restart message notification, click [ the button on the

application's home page, then click &3 the button, there will be a corresponding operation prompt, follow the

prompt to allow the browser notification.
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Follow steps ) and @ to change message notification authorization as shown in the figure below:

ARMATURA DNE
T

A et

Viewing Notification Details

If there is a pop-up notification, you can double-click the message interface to view the event details.
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Gigent | Target Atert Alarm

I Entry Registration

Alarm Time 2022-09-13 17:25:20
Alarm Source TDBO9test

Trigger Condifions Unregistered Personnel
Report

input your remarks

Unregistered Personnel

When the software is running in the background, the browser can also send pop-up messages.

zNote:

When you use it, you need to set up your computer to receive the app notifications.

After then, by clicking the alert button , you can view the List of unread messages.
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ARMATURA ONE

Manufactured(Home

Aub Refresh (T

urgent

Target Alert Alarm
g
2022.10.26 10

Urgent
Target Alert Alarm
Ungent
202 02038
Urgent @ Important @ Genersl
@ [
Target Alert Alarm Urgent urgent
P g 5 Target Alert Al
ar arm
Dupont b
026 10
Urgert
- Urgent

jetraton
Target Alert Alarm

- 5 1
P 22,1026
Urgent

26 102021
Targel Alert Alarm Urgert

Enlry Regsrsion z Ki

NORTHEAST {
s B MONTBELLO

GATEWAY

CENTRAL PARK
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4. System Message

According to the types of events generated by each module, such as the success and approval of the
Visitor module reservation, the Office module meeting room repair report, the meeting room reservation,
etc., the message status and detailed list will be sent to the corresponding system personnel so that the
user can log in and view the message.

4.1. Message notification Bar

Function Description

Each event generated by the system is sent to the corresponding handler, and the handler can click the
message button after logging in (the messages in the notification bar are all unread messages) for
processing. The number of messages of the message button (Bell) The overlay of messages that the
current user has not completed processing.

Preconditions for Normal Use of Function

The current login account has permission to operate the notification bar.

Function Usage Scenarios

Users need to view messages or process certain messages to advance the progress.
Steps:

1. The total number of unread and pending messages will be displayed at the upper right corner.

2. Click on the Icon will display the message bar, the left side of the message bar is the unread
message, and the right side is the read message that need to be processed.
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€y / System / Integration / Message Management Messages (1) Pending Messages (0)

Platform name Q O See All Messages»

workbooth
% Refresh Delete  [# Export
[A-1]Workbooth report audit

[] Piatform name Subject Receiver Person Type Send Status Send Time 2021-10-08 10:2

m] Invite 1905643744@qq.com  Customize staff 2021-09

S0rowsperpage ¥ JumpTo 1 /1Page  Total of 1 records

3. Click the [See all messages] to check all history messages.

All messages

Module name  ——— v E - v Stats

Module name Send Time

[D001Mesting room rep. . 2021093
10001 Mesting room rep

(0001 ]Meeting roo

[0001)Mecting

Meeting room report audi 1]Meeting

Meefing room repair audit  [0001]Meeting

Meeting room re [0001Meeting roo

rvation Audit v 2021.09-29 1755

4. In history, click [View] to check the message details.
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4.2. Messages Management

Function Description

It Integrate messages sent by third-party messaging platforms.
Delete

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

Delete unnecessary or expired data.

Feature Trigger Result

Delete the checked data.

Steps:

1. Check the information that needs to be deleted.
2. Click [Delete] button, and a prompt box will pop up.
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3. Click [OK] button in the prompt box to complete the Delete operation.
Export

Preconditions for Normal Use of Function

The administrator has the export function authority, and there is data in the list.
Function Usage Scenarios

Export the information on the software to the computer.

Feature Trigger Result

Operations ‘ Description

Select Excel Export the message to EXCEL format
Select PDF Export the message to PDF format
Select CSV Export the message to CSV format
Select All Data Export all data of the message
gi:::rttthe Amount of Data Export partial data of the message

Steps:

1. Click [Export] button to pop up the Export box.
2. Select the file format that needs to export in the pop-up box.

Page 22 Copyright © 2022 ABRMATURA LLC. All rights reserved.



ARMATURA

ARMATURA ONE User Manual

3. Select the scope of export.

4. Click [OK] button to complete the Export operation.

4.3. System Message

Function Description

It stores all system messages.

Export

Preconditions for Normal Use of Function

The administrator has the export function authority, and there is data in the list.

Function Usage Scenarios

Export the data on the software to the computer.

Feature Trigger Result

Operations ‘ Description

Select Excel Convert system message export to EXCEL format
Select PDF Convert system message export to PDF format
Select CSV Convert system message export to CSV format

Select All Data

Export all data of system message

Select the Amount of Data Export

Export partial data of system message

Steps:

1. Click [Export] button to pop up the Export box.
2. Select the file format that needs to export in the pop-up box.
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3. Select the scope of export.
4. Click [OK] button to complete the Export operation.
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5. Personnel Management

Personnel system includes these modules: Personnel, Department, Position, Dismissed Personnel,
Temporary Personnel, Custom Attributes, Parameters, Disabled, Face Template Extraction, Personnel Push

Log, Card, Wiegand Format, and Issued Card Record.

Module Function List

Functions Descriptions

Enter basic data such as adding, deleting, editing,

Personnel searching, leaving, synchronization, importing and
exporting of personnel.
Enter basic data such as adding, editing, viewing, deleting,
Department importing, and exporting of departments.
Position Enter basic data such as adding, editing, viewing, deleting,

importing, and exporting of positions

Dismissed Personnel

View the information of resigned personnel and perform
operations such as restoration of resigned personnel.

Temporary Personnel

View and review temporary personnel.

Custom Attributes

Supports custom staff attributes and staff information in a
detailed manner.

Parameters

Set personnel management parameters and choose more
appropriate operation method.

Disabled

View and manage banned list member information.

Face Template Extraction

Record the logs of face templates extraction.

Personnel Push Log

Record the log pushed to the VCM by the recorder.

Card

View all issued personnel cards and perform card loss
reporting operations.

Wiegand Format

View and manage software Wiegand format, adding,
editing, deleting, viewing your Wiegand card format.
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Issued Card Record

It includes the information of Issue Card, Reported Lost
Card, Reactivate Lost Card, Write Management Card, Write
Card, Card Returned, and Card Change.

5.1. Personnel

Function Usage Scenarios

Create new personnel for the system, edit the personnel information, and adjust the organizational
structure and authority of the personnel.

Feature Trigger Result

Operation Description

Check SMS
Notification

Scenario 1: If “Please add SMS notification platform” is
prompted, it indicates that you have not configured the SMS
sending platform. For this, please go to the System-Integration
module to configure it, and then check.

Scenario 2: After checking, when this person triggers an
Access Control Event or Elevator Control Event, the event
notification will be sent to the registered mobile phone number
via SMS.

Check The Email
Information

Scenario 1: The pop-up window is used to set the mailbox
parameters. For configuring your sending mailbox, please
enter the parameters and then check.

Scenario 2: After checking, when this person triggers an
Access Control Event or Elevator Control Event, the event
notification will be sent to registered email account via SMS.

Controller Issuance

Select the reader of the controller through the pop-up window.
After selecting, swipe the card you will send to this person to
the corresponding reader, and the system will automatically fill
up the card number in the text box.

Biological Template-
Fingerprint

Enter the Fingerprint Registration interface through the pop-up
window. You can select the appropriate finger to register.
Before that, connect the corresponding Fingerprint Collector /
Access Control all-in-one to the system and select these
devices for fingerprint collection and registration.

Biological Template-
Finger Vein

Enter the Finger Vein Registration interface through the pop-
up window. You can select the appropriate finger to register.
Before that, connect the corresponding Finger Vein Collector
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or Access Control Integrated Machine to the system and select
these devices for finger vein collection and registration.

Person Avatar-Browse

Click Browse to upload the picture on the local computer as a
person’s profile picture.

Person Avatar-
Snapshot

Click Capture to enter the interface of real-time capture of
people avatars. Before this, please make sure that you are
using a USB camera device and the device is properly
connected to the server. Some browsers (such as Chrome)
require Authorization when calling the camera device, and you
need to click Allow.

Access Control
Settings-Permission
Group Check

Add personnel to the selected Access Levels. When the
Access Levels has device, the personnel information will be
sent to the corresponding module device.

Access Control
Settings-Personnel
Database Check

Push personnel information to the selected personnel list
database. Before that, you need to connect to the and create a
personnel database.

Access Control
Settings-Super User

The super user is not restricted by the access control rules
and has a very high level of authority to open the door.

Access Control
Settings-Extended
Access

For disabled person, opening time of the device can be
extended.

Access Control
Setting-Banned List

The access verification authority of the banned persons is
prohibited.

Set Access Control
Setting-Effective Time

Set the effective period for the person’s access control
authority. After this time, this person will permanently lose his
access control authority, so it is suitable for temporary
personnel.

Attendance Settings-
Check Attendance
Area

Set the attendance area for the person.

Elevator Control
Settings-Check the
Elevator Control
Permission Group

Set the Elevator level for the person.
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License Plate Set the license plate information of this person. Click Add
Registration-License button to add a new group of license plate numbers for this
Plate Number person. One person can have up to 6 license plates.
FaceKiosk Settings- After setting the FaceKiosk attendance, check this option to
FaceKiosk Area assign the area of the FaceKiosk attendance to this person.

Detailed Information is a supplementary record of personnel

Detailed Information . .
information.

5.1.1. Personnel

When using this management program, the user shall register personnel in the system, or import personnel
information from other software or documents into this system. For details, see Common Operations. The
main functions of Personnel Management include Add, Edit, Delete, Export, and Import personnel, and
Adjust Department.

Add Personnel

1. Click [Personnel] > [Personnel Management] > [Personnel] > [New].

« Y /| Personnel / PersonnelManagement / Personnel

) e . Pargonnel ID Name Morev Q O

Personnel — o - -
== £ Bofioch + New [l Delete & Dismissal 2% Adjust Department &2 Change Fosition [4 Bwot ~ [% import ~

Depariment f] Department Name(1)

Backstage
{7 test(1)

[ | PersonnellD | First Name LastName  Depariment Name | PersonType  con il

Card Number  Mobile Credential
Position
[0 2190258 asa Department Name ~ Employee No 5177873
Dismissed Personnel
0O 1007 test Employee No 3891895923
Temporary Personnel
Custom Attributes
Parameters
Disabled

Face Template Extraction

Personnl Push Log

2. On the New interface, enter Personnel ID, Department, First Name, Last Name, and the other details
displaying in the below image.

3. For Personal Permission Settings, click [Access Control], select General and select the value for
Personnel Library, Superuser, Device Operation Rule, Delay Passage, Disable and Set Valid Time.

4. Click [OK] and save the settings.
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Personnel ID Department Department Name
First Name Last Name

Gender Mobile Phone

Cerifficate Type Cerfificate Number

Birthday Email

Hire Date Posifion Name

Device Verification Password Card Number

Person Type Employee Biometric Template Quantify

Threat Level Mobile Credential

1 Access Control Time Attendance Elevator Control Plate Register Channel Settings FaceKiosk Setting More Cards »

Levels Settings dd Personnel Library
B General Select All

@230 Unselect Al Superuser No
Device Operation Role Ordinary User
Delay Passage 0
Block All Access 0

Set Valid Time O

Save and New

The fields description are as follows:

Personal Photo: The image preview function is provided. It supports common picture formats, such as
JPG, JPEG, BMP, PNG, GIF, etc. The best size is 120x140 pixels

° Browse: Click [Browse] to select a local photo to upload.
o Capture: Taking photo by camera is allowed when the server relates to a camera.

Personnel ID: Personnel ID may consist of up to 9 characters, within the range of 1 to 79999999. It can be
set based on actual conditions.

zNote:

° When configuring personnel ID, check whether the current device supports the maximum length of
characters and whether the letters can be used in personnel ID.

° To edit the settings of the maximum number of characters of each personnel ID and to check
whether letters can also be used, click [Personnel ]> [Parameters].

Department: Select from the pull-down menu and click [OK]. If the department was not set previously, then
only one Department Name [Company Name] will appear.

First Name/Last Name: The maximum number of characters are 50.

Gender: Set the gender of personnel.

Mobile Phone: The maximum length is 20, and this is an optional field.

Certificate Type: There are four types of certificates i.e., ID, Passport, Driver License and Others.

Certificate Number: Enter the Certificate Number that matches the Certificate Type.
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Birthday: Enter employee’s actual birthday.

Email: Set the available email address of the personnel. The maximum length is 30. Punctuations, namely,
the “-”,” _” and”.” are supported. If the Event Notification box is checked, the Email is required.

E-mail Notification: After this field is selected, the system will send an Email to the relevant person once
an access or an elevator event occurs. If the Email Server is not set, a settings window will pop up if this
field is checked. Please refer E-mail Management for the setting information.

Hire Date: It is the date on which the personnel are appointed. Click to select the date.
Position: It is the designation of the personnel.
Device Verification Password: Password used to verify on reader

Card number: The maximum length is 10, and it should not be repeated. Click mton to read the
card number directly from the reader.

Person Type: Set Person Type as Employee or Visitor.
Biometric Template Quantity: Calculate the amount of different credential
= Note:

Register Fingerprint/Finger Vein: Enroll the Personnel Fingerprint, Finger Vein, or Duress Fingerprint.
The duress fingerprint is used to trigger the alarm and send the signal to the system in case of
emergency.

How to register fingerprint:

1) Move the cursor to the fingerprint icon position, a registration pop-up or drive download box will appear,
click [Register].

Department Name

Employee

Time Atiendance Elevator Control

Unselect Al

Disabled

Set Valid Time

2)Click Fingerprint Scanner if using fingerprint reader otherwise click Remote Registration for remote
device.
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() Fingerprint Scanner 1 (@ Remote Regisirafion

192168213241

Duress Fingerprint

3) Select a finger, press on the sensor by three times. Once fingerprint is registered, “Fingerprint
registered successfully” message will appear on the screen.

4)Click [OK] to complete registration.

Prompt

Delete the currently selected finger prinis?

2 ok

1) Double Click

5)If you want to delete fingerprint, double click the fingerprint to delete. If you need to register a duress
fingerprint, please check the Duress Fingerprint option.

zNote:

e If the fingerprints are duplicate, “Don’t repeat the fingerprint entry” will be prompted.
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e If the fingerprint sensor driver is not installed, click “Install driver” and the system will
prompt to download and install driver.

e  After installing the fingerprint sensor driver, if the fingerprint register button is grey in IE
browser while it is normal in other browsers (such as Firefox, Google), you can change the
settings of IE browser, as per the following:

1. In IE browser, click [Tools] > [Internet Options] > [Security] > [Credible Sites], add
http://localhost to the credible sites, then restart the IE browser.

2. In IE browser, click [Tools] > [Internet Options] > [Advanced] > [Reset] to open the
Reset Internet Explorer Settings. Click [Reset] to confirm; then restart the IE browser
(you may try when Point 1 does not help).

3. If all the above settings do not work, please execute following operations (take IE11
browser as an example): click [Tools] > [Internet Options] > [Advanced] > [Security].
Select the option [Allow software to run or install even if the signature is ...], and
deselect [Check for server certificate revocation], then restart IE.

4. The system supports access from the Live20R fingerprint device and fake fingerprint
prevention function.

@ Finger Vein Scanner (O Remote Registration

No finger ve cled.

Personnel Threat Level

Set a threat level for personnel, if system threat level change, system will check whether Person is the same
threat level with current system threat level, if personnel do not include current threat level, this person will be
limit for access.
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Mobile Credential

hOrows perpage ~ | JumpTo 1

Related function check Threat Level.
Mobile Credential

Armatura Credential Management System
(Referred to as '"ACMS') is an online system where company admin manages employee's mobile credential.

If checkbox is selected, will add a Mobile Credential tab in below part.
zNote:

Before enabling this function, need to set [System] -> [Integration] ->[Platform Connections], set ACMS
connection, check Platform Connection

Access Control

Set the Access Control parameters for the personnel by clicking on [Access Control].

1 Access Control Time Attendance Elevator Control Plate Register Personnel Detail

Levels Setfings Library List

» General
Superuser No

Device Operation Role Ordinary User

Delay Passage

Disabled

Set Valid Time

The fields are as follows:

Level Settings: Click [Add], then set passage rules of special positions in different time zones.
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1 Access Control Time Attendance Elevator Control Plate Register FaceKiosk Setting Personnel Detail

Levels Sefiings Add (1 Personnel Library

» General Select Al
Unselect All Superuser No

Device Operation Role Ordinary User
Delay Passage
Disabled

Set Valid Time

Add to Levels

Level Name Time Zone Q 9

Alternative Selected(0)

O Level Name Time Zone O Level Name Time Zone

[1 New 24-Hour Accessible

i S0rowsperpage “ !

Library List: Use this feature to push the person to the appropriate list database for functions such as
Personnel Alert, Background Comparison Verification.

Superuser: In access controller device, a superuser is not restricted by the regulations on time zones, anti-
passback and interlock and has extremely high door-opening priority.

Device Operation Role: Set user permission for standalone terminal, can select Ordinary User/
Administrator/ Enroller.

Delay Passage: Extend the waiting time for the personnel through the access points. Suitable for physically
challenged or people with other disabilities.

Disabled: When person is disable, this person will not allow to verify on the system.

Set Valid Time: Set temporary access level. if not set, it indicates person get permanent access.
zNote:

The system will automatically search for the relevant numbers in the departure library during verification.

The Personnel Information List, by default, is displayed as a table. If Graphic Display is selected, photos
and numbers will be shown. Place the cursor on a photo to view details about the personnel.

zNote:
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¢ Not all devices support the “Disabled” function. When a user adds a device, the system will notify
the user whether the current device supports this function. If the user needs to use this function,
please upgrade the device.

¢ Not all the devices support the “Set Valid Time” function of setting the hour, minute, and second.
Some devices only allow users to set the year, month, and day. When a user adds a device, the
system will notify the user whether the current device supports this function. If the user needs to use
this function, please upgrade the device.

e Personnel Background Comparison Verification is supported in the Video module to create lists in
the personnel library.

Time Attendance

Set the Time Attendance parameters for the personnel by clicking on [Time Attendance].

1 Access Control Time Attendance Elevator Control Plate Register FaceKiosk Setting Personnel Detail

Altendance Area Altendance Calculaion  Yes v

4 ¥ 5y Area Name
] B Fujian

Device Operation Role Employee v

1 B Xiamen

The fields are as follows:
Attendance Area: Set the staff attendance area.

Attendance Calculation: Set if the attendance needs to be calculated or not. Select [Yes] for calculating
attendance. Select [No] to not calculate the attendance.

Device Operation Role: It will set the authority for operating the device and send it to the corresponding
device.

Elevator Control

Set the Elevator Control parameters by clicking on [Elevator Control].

1 Access Control Time Attendance Elevator Control Plate Register Personnel Detail

Levels Setiings Superuser

Default Fioor

Open Side

Call Type

Allow Lifis

Set Valid Time

The fields are as follows:

Superuser: In elevator controller device, a superuser is not restricted by the regulations on time zones,
holidays and has extremely high elevator access priority.

Default Floor: Set the default floor that people use for check-ins. Select only one default floor per building.

Open Side: Set up front and back door switches for elevators when arriving at the default floor. There are
three modes: Front Door Open, Back Door Open, Both Door Open.
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Call Type: Set the Call Type. The corresponding call type can be selected according to the elevator control

device connected to each building.

Elevator Type Type of Call

Kone

Normal Call

Handicapped Call

Priority Call

Empty Car Call

Space Allocation Call

Mitsubishi

General

Handicapped Person

VIP

Hitachi

General

Handicapped Person

VIP

Allowed Elevator: Set the elevator which are allowed to use.

Set Valid Time: Set Temporary Elevator Level. Floor buttons can be set to be pressed only within the time
periods. If it is not checked, the time to press the floor button is always active.

=Note:

The Elevator level must be set in advance.

License Plate Registration

Register the license plate numbers for personnel by clicking [Plate Register].

14 Access Control Time Attendance Plate Register

License Plaie
License Plate

License Plate

The fields are as follows:

Personnel Detail

Parking Space Number
Parking Space Number
Parking Space Number

License Plate: The user needs to register the license plate.

Parking Space: Parking space corresponding to the vehicle.
zNote:

Each personnel may register a maximum of 6 license plates.

FaceKiosk Setting

For FaceKiosk registration, click [FaceKiosk Setting].
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4 Access Control Time Attendance Elevator Control Plate Register Personnel Detail

FaceKiosk Setting

Facekiosk Area Device Operation Role Employee ~

4 & W Area Name

Personnel Type Common A

4 OB Xiamen
4 = Jimei

The fields are as follows:
Device Operation Role: Set personnel's device operation authority

Personnel Type: Set the Personnel Type as Ordinary or Block List or VIP.

Personnel Detail

e Click [Personnel Detail] to enter the personal details of the user.

Ac ontrol Time Attendance Elevator Control Plale Register Personnel Detail

Employee Type

Hire Type

Job Title Street

Birthplace Country
Home Phone Home Address

Office Phone Office Address

Any exposure fo suspected ca [] None [] Cough [] Fever

ses

Any symptoms in the last 14 d

ays [] Respiraiory Issues

City visited in past 14 days Remarks on health

After entering the information, click [OK] to save and exit.

Edit Personnel

e Click [Personnel] > [Person]. Then select the desired person and click [Edit].

Personnel ID Department Depariment Name v

First Name Last Name Lin

Gender Mobile Phone

Cerificate Type Cerificate Number

Birinday Email

Hire Date Position Name: ~

Device Verification Password Card Number 1310803488 5

Person Type Employee v Biological Tempiate Quanity @ oo Fo § 0B 1

4 Access Control Time Attendance Elevator Control Piate Register FaceKiosk Setting Personnel Detal

Levels Seffings
¥ General

Add Personnel Library
Select Al

Unseleci Al Superuser No

Delete Personnel

Device Operation Role
Detay Passage
Disabled

Set Valid Time

Ordinary User
(]
[m]
[m]

e Click [Personnel Management] > [Personnel], then select the person.
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Y /| Personnel | Personnel Management / Personnel

O\ Bz Personmel ID Name Moer Q O

Personnel _ N
B O Refresh New Delete S Dismissal S° Adjust Department 9% Change Position Z Export v [ mpont v
=] =) (-}

Department {7] Department Name(1)
m Teat(1) (m} Personnel ID  Fipp¥name Last Name

Biological

Bepanmem Person  Backslage Card Mobile P @i TS
‘Quantity

lame Type ‘comparison  Mumber Credential
Position

aaa Depart..  Employee No 5177873 5 Normal
Dismissed Personnel

L — test Employee 228018095... '0... Normal
Custom Attributes

Parameters.

Disabled

Face Template Extraction

Personnel Push Log

e Click [Delete] > [OK] to delete.

Prompt

Are you sure you want to perform the delete

operation?

= Note:

All relevant information about the person will delete.
Dismissal

e (Click [Personnel Management] > [Personnel]. Then select the desired person and click [Dismissal].

« {|/ Personnel / PersonnelManagement / Personnel

Personnel ID e
& Personnel - ol Name moev Q O

Personnel -
(=] ¥ Refresh —+ New [l Delete & Dismissal 28 Adjust Department 2F Change Position [4 Export v [ mport v

Department {-nepartment Name(1)

ﬂ tesi(1) [m} Personnel ID  First Name™ Last Name

Bioiogical

Departmeni  Person Backstage Card Mobile Tren | G GrrETms
Quantity

Name Type com| Number  Credential
Position

3190258 asa Depart..  Employee  No 5177873 ¥ Nomal £ [0
Dismissed Personnel

O 1007 test Employee  No 3801895 K . Nomal

Temporary Personnel
Custom Attributes
Parameters.

Disabled

Face Template Exiraction

Personnel Push Log

o  Select the date, type, and write a reason and click [OK].
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Input the dismissal information

Dismissal Date 2020-08-19
Dismissal Type Voluntary Redundancy

Dismissal Reason

Adjust Department

1) Click [Personnel Management] > [Personnel]. Then select the desired person, and click [Adjust
Department]:

Y 7| Personnel / Personnel Management / Personnel
B s}
& Personnel hescnpnet Name Morev QO

Personnel
=l < Refresh + New il Delete & Dismissal 28 Adjust Departmeni 22 Change Position [4 Export v [ import ~
Department {J-Department Name(1)
£] test(1)

Biological

Gefarmen! Person  Backslage Card Moble DSOSl s Operalions
Quantity

(o)D) | el e e Type comparison Number  Credential

Position
3100258 aaa Depart.. Employee No 5177873 0. Normal &
Dismissed Personnel

Temporary Personnel 1007 test Employee  No 3801805. ‘n Normal
Custom Attributes
Parameters

Disabled

Face Template Extraction

Personnel Push Log

2) On the Adjust Department interface, enter the Selected Person, New Department and Transfer Reason.

Adjust Department

Selected Person 2547

New Depariment

Transfer Reason

3) Click [OK] to save and exit.

Change Position

e (Click [Personnel Management] > [Personnel]. Then select the desired person and click [Change
Position].
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« { / Personnel / Personnel Management / Personnel

More~ QO

noHDr e
& Personnel o Fomgmo Ras

Personnel

(=] \

G Bapartment Name(1)
f] test(1)

< Refresh

Department

Personnel ID ~ First Name  Last Name,

Name
Position
Depart...

Dism Personnel

Temporary Personnel fest
Custom Atributes

Parameters

Disabled

Face Template Extraction

Personnel Push Log

e On the Change Position interface, enter Selected Person,

Change Position

Selected Person 2547

New Position

Transfer Reason

e Click [OK] to save and exit.

Push to Library

1)
Library].

Mare

(] Depanment Name(

Daparmont Name  En

Depermen:

Page 40 Copyright

=)

+ New I Delete &5 Dismissal

Departm:

22 Adjust Department 2% Change Position [4 Bpot v [ import ~

Biological
Template
Quanity

Fesn - Mabile . .
ype n Number  Credential e BRI

Employee 5177873 Normal

4

Employee 3801805

New Position and Transfer Reason.

Click [Personnel Management] > [Personnel]. Then select the desired person and click [Push to

0 Mo
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2) Select the Group and click OK to save the changes.

Personnel Library

Group Name Q, OK Clear

Il Platform name Group Name Verification Library

Il 1800 1800tesi0209 Yes

50 rows per page ~

3) After the process ends, the selected personnel will save in selecting Tags library.

4) People who are pushed to the Personnel Library will support Personnel Alert or Background
Verification function.

5) Click [OK] to save and exit.
Full Push

e Click [Personnel Management] > [Personnel], then click [Full Push].

e Wait until process completes.
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Processing command

Suspend Close Close

o After the process ends, all staff will push to the library.
¢ Click [Close] to save and exit.

Full Cutout

e Click [Personnel Management] > [Personnel], then select a person, and click [Full Cutout].

¢ On the Full Cutout interface, enter the file path and click OK.

Full Cutout

file path
C:\Program Files\BioSecurity\service\zkbiosecurity'\BioSecurityFile\upload

[] Whether to skip existing maps

e Select whether to skip existing maps to create a new folder.

e After the process ends, all personnel photos will save in a local folder and named after the person ID.
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SN A8 | R thumb - | = [
“ Home Share View (7]

:(-:l * T | . « zkbiosecurity » BioSecurityFile » upload » pers » user » avatar » 2021-08-09 » thumb v C;‘ ‘ Search thumb » |
a
¢ Favorites Mame Date modified Type Size
B Desktop =/ 1003.jpg 111:33AM  JPEG image 16 KB
& Downloads = 1004.jpg I JPEG image 13KB

1=l Recent places

¢ All photos will be encrypted and cannot be opened directly, which could be used for the next time you
need to import people photos into the system.

Export

e Click [Personnel Management]> [Personnel]> [Export] to export personnel information, personnel
biometric templates.

« Y|/ Personnel / Personnel Management / Personnel

rsonnel 1D 3 )
& Personnel a Espoanet’D Name Morev Q O

Personnel N
=l > Refresh —+ New T Deiete & Dismissal &2 Adjust Department e T — [4 export v) [ mpont v
Department {-Department Name(1) Ba EXport Personnel

Personnel ID__First Name taTName | DeparmentName  Person Type

- O le Credential
] test(1) €0 Download Personnel Impert Template

Paosition

Department Name ~ Employee Np Export Biometric Template

Dismissed Personnel Export Personnel Photo

test Employee No 3891395923
Temporary Personnel
Custom Attributes.
Parameters
Disabled

Face Template Exiraction

Personnel Push Log

Export Personnel

Personnel’s basic information will be exported. Select whether to export all data or a certain range.

[# Bxport v [ Import ~ @ Statisti
B Export Personnel

B Download Personnel Import Template
i [# Export Biometric Template
B Export Personnel Photo

On the Export Personnel interface, select personnel’s basic information and custom attributes.
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Export Personnel

« Basic Information Personnel ID # First Name @ Last Name B Depariment ...
Depariment ... « Gender « Birthday + Mobile Phone
Card Number « License Plate « Email « Certificate Type
Certificate Nu. .

W Custom Attributes Employee Type  [j Hire Type W Job Title W Sireet
Birthplace W Country @ Home Phone I Home Address
Office Phone B Office Address

The File Type EXCEL File
Export Mode O All Data (can export up to 30000 data)
@ Select the amount of data to export (Can export up to 40000 data items)

From the aricle 1 Sirip, is derived 100 Data

The selected basic information will look like this in xIsx format as shown in below image.

Person

Depariment
Fersannel ID First Name Last Name b | Depanmentiame | Gender Birtnday Password | Gerificale Type | Cerlcale Number | Card Number Emal Resenvation Code | Mabilz Phane
1 Jery Wang 1 General Vale 1800473 1 1 TPa43500 201258 o 123468 50498484
2 Lucky Tan 3 Development Female 16021208 2 3 784515 6165280 T78@abe.com 122458 225671
Deparment
20 Shery Yang hotsl Hotel Female 1971201 20 1 7741 Tz S553qg.0om 123458 45145145
3 Leo Heu 4 Financisl Male 19961222 3 1 23887 132770 212@q.com 123488 442543
Department
4 Beny Cao 1 General Female 2007-12:05 I ) 7488500 1952341 | QWAgzzeom 123458 74785408
Marketing
5 Neool e 2 Deporment Vale 0170110 5 1 2B 1360070 | 332@aqoom 123488 e515154
[l Amber Lin 4 Financial Female 2017-07-04 [ 1 784525004 4628038 787878 @er.com 123468 4820545
Department
7 Jachy Yiang 1 General 0160105 7 B sest213232 Bazad 4243qg.0om 123458 4222
Warket
[ Glor Liu 2 aneing Female 19851208 8 1 4am14384 8180188 Ga7@abedeom 123458 Trs45358
Department
[ Liian Ve 3 Development Female 1821223 8 1 xs220% 0505030 3080 @pp.com 123488 22
Department

Export the Biometric Template

This option exports the registered biometric details of the users.
Export Biometric Template

The File Type EXCEL File b
Export Mode © All Data (can export up to 30000 data)

Personnel Biometric Template

Personnel ID First Name Last Name Biometric Biometric Biometric Biometric Biometric Biometric Template

TEXTUZIAAAFDXEECAUHC CTOAAAIDITKEAAAAND MM/ IADWLVIANACKAY QCZAB4PFWD2DZ0M 1g
ACAX4HBA/GACGPSOBOABUEBACHAKRLNACID+MMNACTAISMSOBgAVHOACOAMAAAESAVOIPQ
AyD=4PKgABARWGIwBaAAEPKAB+ADMFjwWDhAFILGACWD+QPrgCHANOPEg+SACAFTAAXAFCAQQ
CRANAMNwWCDDSIL+wAQAYMFTwEeAVYH 0w DyAJQASgBAABMPIAATIPDAD +ABOKT Q8w ABIA
CBAFsOIQDCAAQLUWCAI/ALaglABOP3wvADANS gAZADOIBwW CpAJKEBwWBSDwWBPSAASATIERASZ

AJMPEQDYABSKNAADACEPNGA1DSBKEgBFAZBMDABF ACAK2ADIABY FY0Zq0SASTBKTXTWHZGAD
6ENTFBgE38TYBofYhyrO p 1kg+v18IKgBT. yOVphsEKzHZAdTnY zNnbwD
DpyG8+PqgVLhdulyKTd69/Oecw/SMBKRigUGH iPBv4KY BSgVeSXINMmBqLEg3XjeBHVO Y Rix+PW
QpghCratAtIHTTQFINSKbw THAZeX/Y7IBmODaHF 0gy79BB)zBir0iH1KCZZ/3nNWeF oHY CMpEdeg+B6
43aUS001njY {QrQZdARFHACSIS gFOXWINCHSIXPAND+0Pul g/ PLOBDKH+Y O Qdw p2nnaevaCrhtd
Ee114Y08A7OF fLCB+VrQIUGDal SqbadTSPIUAAATCIWIFAAVTQ/I+/gOANAFUZAKAZAF W TRDXRD

1 lJerry Wang 1 Fingerprint 10 4 1 B2wW1iBGaewv0 ccETADY HRIbzdXACFY GAHAYBTLBFODYGl7e3n0c\WpaEACEIYBT2XUACZCHAR

| AeAhLCwWDMM4BFwVMZhcBCETvnTEZSNpCWvAWAQXBAGKHNYhnROW MRV wAWAZIWIqny 08
BKBC1yQwkhngeuwMFlwFvBAOSRFIDRAQIMVXLT ZorCwMKEWHIAWWgHUVDFgB5aY Zgw 4w
MLCOVEYTMEAMRSD4MHBU14YG1ZEgH lepZKw 3dxGBbUZ+ Wt HI/EFa BEWy gwHB/EIRAKpCOBMNwE
F2dnS\1 QD1 I38g4CAWQWEAQMINIT CAB3[BXwW W 7BVX0B042n2F h6eGEIWDIFXH+w cLAQJFNIK
RAXMNCGAD! YZFeY|CwsHCwWLXBXWREDGCCSPAT/S3x0 cA4CADEAZ EzMCkHAEOSVIKeYIAHTBI3
MBXMWEDvBist7+BSnEBTISFCADMSIL+R1 wIAISIABATUF AcuSHC/PAOD2ZBXH Hw TpFDw+NvHDEW
CEHVVDAAAS/DISpOH GTSEQAKPEHIrg+vHA/VAMQ3Fvskmio+/BAN ABV L+ wP+wDJ+SROWAUAS
NSw/INBABO1YPABMODSDhNPSyw QIBQA0BeEISEFCw\Wv4zTS+ 1tFOIFYeLew Pz7/Dng+PDBw 7|
BwP4BWAMPHIBVSRW W DgEDsqwAgQ2MBJRIUGRDVDBPRWIZC]Id=/tx+xNDTHTDSCBEWEPXAULDP
weO7RWDAvw SgU ORyBaBVABHO0ILC: i

1INBPF7 7w+ ZLARDAPVTAZXATV+XBbZ TACSWHNBXVEQ=
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Personnel Import Template

Before exporting personnel template, configure the corresponding fields (including custom attributes fields).
The required fields (Personnel ID, Name, Department ID, Department Name) do not support configuration.

+ Basic Information

I Custom Afiributes

The File Type

Export Personnel Photo

Choose the File Type and click OK.

The File Type

Import

Download Personnel Import Template

@ Personnel ID
@ Department ...
« Card Number
« Certificate Nu._..
B Employee Type
W EBirthplace

W Office Phone

EXCEL File

@ First Name
« Gender

« License Plate

W Hire Type
W Country
W Office Address

~

B Last Name
« Birthday

« Email

W Job Tiile
B Home Phone

Export Personnel Photo

@ Department ...
+ Mobile Phone

« Certificate Type

B Sireet
B Home Address

Click [Personnel Management] > [Personnel] > [Import] to import personnel information and personnel
biometric templates, personnel photo, and personnel photo with large quantities.

& {} I |Personnel | Personnel Managemeni [ Personnel

el ID
& Personnel n Personnel ID_|

Personnel

Department epartment Name(1)

fesi(1)
Pasition

Dismissed Personnel

Temporary Personnel

Custom Attributes
Parameters

Disabled

Face Template Extraction

Personnel Push Log

Import Personnel
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* Refresh

Personnel ID  First Name

O 3190258

O 1007

moev Q O

—+ New 1 Delete

Last Name

aaa
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2 Dismissal

Department Name  Person Type
Depariment Name ~ Employee

test Employee

28 Adjust Department

[4 export ~ [ [ import ~

Import Personnel
Card Nur|
Import Biometric Template

2% Change Position

Backstage
comparison

m 5177g73  Import Personnel Photo

No 3201805023
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e  Click Import > Import Personnel.

[% import ~ @ Statistics

D Import Personnel

' D Import Biometric Template
D Import Personnel Photo

e  On Import Personnel interface, click [Browse] to select excel file and upload.

Import Personnel

File Format O Excel

Select File Browse Not Uploaded

Import Biometric Template

Click [Browse] to select excel file and upload.

Import Biometric Template

File Format © Excel

Select File Browse Not Uploaded

Cancel

Import Personnel Photo

The personnel photo needs to be named same as the personnel ID. The supported common picture formats
are JPG, JPEG, PNG, GIF, etc.
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Import Personnel Photo

(=]  Piease Select Photo

Press Cirl to make multiple selections

Total: O (Please do not delete photo while uploading)

Start Upload Add More

= Note:

You can import the personnel photos in 2 ways: Import distinctive photos and compressed package. While
importing distinctive photos, the user can import a maximum of 3000 photos at a time. While importing the
compresses package, it must be in ZIP format and must not exceed 500MB.

Statistics

Click [Personnel Management] > [Personnel] > [Statistics] to view the number of Personnel, number of
fingerprints, face templates, finger vein enrolled, card numbers, gender, and other statistical information.
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The Statistics interface is shown below: -

Print Card

Statistics

Statistical Type Current Total

Male
Female
Other
Personnel
Fingerprint
Face
Finger Vein
Palm Vein
Card

Face Picture

e Click [Personnel Management] > [Personnel] > [Import] to open the card printing interface.

e Select the desired Personnel ID and click Print Card.

The Print Card interface is shown below: -
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Card Template

Printer

4| Front

Total Progress

int
epartment Na
Department Name

YOUR

Company Name fill in here 260639 BrownDeon 14

zNote:

1. The card template can be defined in [System]> [Basic Management] > [Print Template].

2. The Driver needs to download and install properly through [Personnel Management] > [Personnel] >
[Parameters] > [Registration Client]. The registration code can be added through [System]>
[Authority Management] > [Client Register].

5.1.2. Department

Before managing the company’s employees, it is required to set a departmental organization chart of the
company. On the first use of the system, by default, it has a primary department named [General] and
numbered [1]. This department can be modified but cannot be deleted. The main functions of Department
Management include Add, Edit, Delete, Export and Import Department.

Function Usage Scenario

Create a new department for the system, create a department organizational structure, and manage
the connection of each department.

Feature Trigger Results

Add Operation \ Description

‘!’D

Set your newly added department as a sub-
department of an existing department. The personnel
authority and structure will be integrated into the
configuration of this superior department.

Check the Superior Department

department

1. Click [Personnel] > [Personnel Management] > [Department] > [New].
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« {7 i| Personnel / Personnel Management / Department

an s
L B n Department Name Department Number Q 9

Personnel
B O Refieshy (= New W pelete  [4 Bpot v [ import
o
Department L1 Depariment Name Depariment

Depariment Name Parent Department Number Parent Department Name ~ Creation Date Operations
[ test Number

Position

O 1 Department Name 2022-08-18 10:23:57 r_./
Dismissed Personnel

o 2 test 2022-08-19 17:42:27 ]
Temporary Personnel
Custom Attributes
Parameters
Disabled

Face Template Extraction

Personnel Push Log

2. On the New Interface, enter Department Number, Department Name, Sort and Parent Department.

3. Click OK to save the changes.

Department Mumber
Department Name
Sort

Parent Department

Save and New

The fields are as follows:

Department Number: Alphabets and numbers can be entered. It cannot be identical to the number of
another department. The number shall not exceed 30 digits.

Department Name: Any combination of characters with a maximum of 100 characters. In the case of
different levels, the department names can be repeated.

Rank: The valid range is 1-999999999. The smaller the sort of number in the same level, the higher ranks
the department will have. If this field is empty, it will be arranged in accordance with the increasing order.

Parent department: Select a parent department from the drop-down list. The Parent Department is an
important parameter to determine the company’s organizational chart. On the left of the interface, the
company’s organizational chart will be shown in the form of a department tree.

o e

4 gy Department Name(7)

» I department 2(0)
» I department 3(0)
» I department 6(0)

4. After filling the details, click [OK] to complete the addition process. Click [Cancel] to cancel it or click
[Save and new] to save and continue adding new department.
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5. To add a department, the user can also choose [Import] to import department information from other
software or other documents into this system. For details, see Common Operations.

Edit a department

Click [Personnel] > [Personnel Management] > [Department] > [Edit].

& (Y /| Personnel / Personnel Management / Depariment

& Personnel . Depariment Name || Depariment Number Q O

Personnel
BE > Refresh + New T Delete L7 Expot ~ [ Import

Department {] Department Name Depariment

=] Department Name Parent Department Number Parent Depariment Name ~ Creation Date Operations
ﬂ test = Number

Position
O 1 Department Namg 2022-08-18 10:23:57 4
Dismissed Personnel

o 2 test 2022-08-18 17:42:27 2
Temporary Personnel
Custom Attributes.
Parameters
Disabled

Face Template Extraction

Personnel Push Log

Delete a department

1. Click [Personnel] > [Personnel Management] > [Department] > [Delete].

& {Y 7| Personnel / Personnel Management / Department

& Personnel Department Name- Department Number Q O

Personnel
= > Refresh ~+ New [l Delete [4 expot v [¥ import
Department (7] Department Name
@ [ Deffariment Name Parent Department Number  Parent Department Name ~ Creation Date Operations
] test O Number
Position

O 1 Department Name 2022-08-18 10:23.57 L./
Dismissed Personnel

2 fest 20220819 17:42:27 ]
Temporary Personnel

Custom Attributes

Paramelers

Disabled

Face Template Extraction

Personnel Push Log

Prompt

Are you sure you want to perform the delete

operation’?

2. Click [OK] to delete.
#Note:
If the department has sub-departments or personnel, the department cannot be deleted.

Export

1. Click [Personnel Management ]>[Department]>[Export].
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2. Exportincludes Export Department and Download Department Import Template.

& { /|Personnel / Personnel Management / Depariment

& Personnel ~

Personnel

Department

Position

Disi ersonnel
Temporary Personnel
Custom Attributes
Parameters

Disabled

Face Template Extraction

Personnel Push Log

3. On Export Department interface, choose File Type and Export Mode.

Department Name.

<« Refresh

Department
Number

1

2

File Type

Data to Export

Department Number

+ New 1 Delete

Department Name
Department Name

test

Export Department

EXCEL ~

@ All (max 30000 records)

) Selected (max 30000 records)

From the article 1

[4 Export ~
Export Department

[ 1mport

t Department Name ~ Creation Date
Export Depariment Import Template

Strip, is derived 100 Data

4. The Department details can be exported in EXCEL, PDF, CSV file format.

Operations
2022-08-18 10:23:57 4

2022-08-19 17:42:27

Click [OK].

Department
D& Sl Department Name FEELRE LN Parent Department Created Date
Number Number
17-12-1 [06:
hotel Hotel 20 2-1509:08
51
4 Financial 1 General 2017-12-15 09:06:
Department 48
Development 2017-12-15 09:06:
3 1 General
Department 48
Marketing 2017-12-15 09:06:
2 1 General
Department 48
2017-12-15 09:06:
1 General 48

5.  On Download Department Import Template interface, select EXCEL File option. This Excel template file
can be exported, and the user can use this template format to import department.

The File Type

Download Department Import Template

EXCEL File v
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1. Click [Personnel Management] > [Department] > [Import].

« {Y /| Personnel / Personnel Management / Department

2 Personnel ~ Department Name Department Number Q (9]

Personnel _
O Refresh + New @ Delete 7 Export_~ [ impori

Depariment e Nariie Department

E | Number. Department Name Parent Department Number Parent Department Name ~ Creation Date Operations

Paosition

o 1 Depariment Name 2022-08-18 10:23:57 &
Dismissed Personnel

[m test 2022-08-19 17:42:27 A
Temporary Personnel
Custom Attributes.
Parameters
Disabled

Face Template Extraction

Personnel Push Log

2. Choose the file format as Excel and upload the file. Click [OK].

File Format Q Excel

Select File Erowse Not Uploaded

The department information will be exported in EXCEL file format.

5.1.3. Position

The operator has the account authority of the personnel module. To organize the personnel as per their
competency and skills, you can set a designation as required. This helps in sorting out the personnel easily.

Function Usage Scenario

Create position information for the personnel, manage the connection of each position, and set the
connection for attendance approval.

Feature Trigger Result

Operation Description

Set newly added position as a sub-position of an existing

Che.c k the Superior position and its personnel attendance will remain same just like
Position . "
the superior position.
Steps:

1. Click [Personnel] > [Personnel Management] > [Position] > [New].
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« { /| Personnel / Personnel Management { Position

Position Number Position Name

& Personnel

Personnel — -
= 4> Refresh + New ] Delete

Department _ Parent Position

O Position Number Position Name Faries Parent Position Operations

Position

Dismissed Personnel
Temporary Personnel
Custom Attributes.
Parameters

Disabled

Face Template Extraction

Personnel Push Log

2. On the New interface, enter Position Number, Position Name, Sort and Parent Position.

3. Click [OK] to save the settings.

Position Number
Position Name
Sort

Parent Position

Save and New

Fields are as follows:

Position Number: Set the value of the position number. It can be letters or numbers, or combination of
both. Special characters are not allowed. The length shall not exceed 30 digits.

Position Name: Set the name for the position. It can be any character of a maximum 100 characters. The
Position names should not be repeated.

Sort: Supports only numbers. The valid range is 1-999999999. The smaller the number of departments sort
in the same level, the higher ranking the department has. If it is not filled in, it will be arranged in accordance
with the added order.

Parent Position: By default, there is no position. It is an important parameter to organize the personnel as
per their skills and competency.

5.1.4. Dismissed Personnel

Preconditions for Normal Use of Functions

The operator has the account authority of the personnel module.
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Function Usage Scenarios

Save the identity information of the resigned personnel, export the message of the resigned personnel,
and reinstate the departed personnel.

Feature Trigger Result

Operation Description

Reconfirm the personnel information before reinstatement.
Reinstatement Operation | The user can edit the personnel’s information and
permissions again.

Steps:

1. Click [Personnel]> [Personnel Management]> [Dismissed Personnel]>[Reinstatement].

« 1Y 1| Personnel / Personnel Management / Dismissed Personnel

el ID e =
A Personnel ~ Personnel ID Nam Department Nami

Personnel -
¥ Péfresh [l Delete U Exporl

Department —

C Personnel ID First Name Last Name Reparlmem

e Hire Date Dismissal Date Dismissal Type = Dismissal Reason Operations

Position

Dismissed Personnel

Temporary Personnel

Custom Attributes

Parameters

Disabled

Face Template Extraction

Personnel Push Log

2. The user can re-employ personnel by selecting the required employee and clicking on [Reinstatement]
below operations tab.

3. Once the details are updated, click [OK] to save.

5.1.5. Temporary Personnel

Preconditions for Normal Use of Functions
The operator has the account authority of the personnel module.

In the Personnel-Parameter Setting, turn on the Personnel Self-Service Appointment function, and turn off
the Automatic Review function of temporary personnel.

Function Usage Scenario

This parameter will display the list of personnel who are added by scanning the QR code of the facial
recognition time and attendance device (E.g.: uFace WG100). The temporary personnel have the right to
enter a specific area.

Feature Trigger Result
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Operation Description

Review the information of temporary personnel and

Review Operation grant permissions to them.

Steps:

1. Click [Personnel] >[Personnel Management] > [Temporary Personnel]. Then select temporary
personnel and click [Review].

ARMATURA ONE

2. On the Review interface, the user can review Personnel Information. Click [OK] to save the changes.

Personnel

Personnel 1D 123321
First Name Deon

Last Name Brown

Mobile Phone 13225947878

3. The person will be automatically added to the list of Personnel.

Delete: It is used for deleting the selected temporary personnel.

5.1.6. Custom Attributes

Some personal attributes can be customized or deleted to meet different customers' requirements. When
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the system is used for the first time, the system will initialize some personal attributes by default.
Customized personal attributes can be set for different projects according to requirements.

Preconditions for Normal Use of Functions
The operator has the account authority of the personnel module.
Function Usage Scenarios

There are special description requirements for personnel information, such as “Personal Religion” and
other fields that are not in the default personnel information, which can be manually added here.

Feature Trigger Result

Operation Description
Select to Display in the If you select “yes”, the personnel information in this
Personnel List field will be displayed in the personnel list.

Steps:

For Creating New Custom Attribute:

1. Click [Personnel] > [Personnel Management] > [Custom Attributes] > [New]. Then edit the
parameters and click [OK] to save and exit.

{} I Personnel / Personnel Management / Custom Attributes

& Personnel o~ Display Name: Aftribute Value

Personnel -
¥ Refresh -+ New [ Delete

LEpanent [ Display Nafle  Adtribute value Input Type Column  Display in Person List Operations

Paosition _ X

Employee Type  Official Staff,Probation ... Pull-down List 3 1
Dismissed Personnel

Hire Type Contract Worker,Non _ Pull-down List 3 X
Temporary Personiiel

Job Title Text 1
Custom Attributes.

Parameters iz =

Disabled O Birthplace

Face Template Extraction
Country

Personnel Push Log
Home Phone

2. On the New interface, enter Display Name, Input Type, Attribute Value, Row, Column and choose the
option for Display in Person List.
3. Click OK to save the changes.
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Display Name

Input Type Pull-down List

Attribute Value

Row 10
Column 1

Display in Person List O Yes @ No

Display Name: The display name should not be repeated, and the maximum length is 30.

Input Type: Select the display type from “Drop-down List” Multiple Choice”, “Single Choice” and “Text”.

Attribute Value: Suitable for lists displaying as “Pull-down List' "Multiple Choice” and “Single Choice” lists.
Use a “;” to separate the multiple values. If the input type is “Text”, the attribute value is not suitable.

Row/Column: The column and row of a field are used together to control the display position of the field.
Numerals are supported. The column number cannot exceed 99, and the row number can only be 1 or 2.
The combination of the column and row must not be duplicated.

ARMATURA ONE

As shown in the following figure, Employee Type, is in the first column and first row, and Hire Type is in the
first column and second row.
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4 Access Control Time Attendance Plate Register Personnel Detail

Employee Type — - Hire Type

Job Title Sireet
Birthplace Country

Home Phone Home Address
Office Phone Office Address

test

Edit a Custom Atiribute

Click [Edit] to modify the corresponding attributes.

{y i | Personnel | Personnel Management / Custom Attributes

; 7] Display Name Aliribute Value

Personnel .
< Refresh -+ New [ Delete

Deyariren O Dizplay Name Altribute Value Input Type Column Display in Person List Operations

Paosition . .

Employee Type  Official Staff,Probation ~  Pull-down List 1 No (0]
Dismissed Personnel

Hire Type Contract Worker;Non . Pull-down List
Temporary Personnel

JobTtie
Custom Attributes

Parameters

Disabled O Birthplace

Face Template Extraction
Country

Personnel Push Log
Home Phone

Home Address

Delete a Custom Attribute

Click [Delete] to delete an unused attribute. If the attribute is in use, the system will pop up confirmation
before confirming to delete.

zNote:

The custom attribute will not be recovered once deleted.

5.1.7. Parameters

Preconditions for Normal Use of Functions

The operator has the account authority of the personnel module. Corresponding licenses are required for
document identification and card issuing functions.

Function Usage Scenario

Some preferences for personnel management, such as Personnel Number, Card Number, Certificate
Identification, depends upon the usage habits.

Feature Trigger Result
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Personnel ID Setting

Operation Description

The Maximum Length It is the maximum length for a Personnel ID.

Click Yes to set the Personnel ID in form of alphabets

Support Letters otherwise click No.

This item cannot be turned on when the personnel number
Personnel ID-Auto supports letters. When new person is added after it is
Increment turned on, it will be automatically incremented by 1 unit
based on the previous personnel number.

Card Setting

Operation Description

After turned on, the personnel will support adding up to 16

Multiple Cards per person secondary cards in the personnel authority.

Steps:

Click [Personnel] > [Personnel Management] > [Parameters].

@© 1"_\rf Personnel [/ Personnel Management [ Parameters

; Personnel Personnel ID Setting

The Maximum Length:

Personnel
Support Letters:

Department Personnel ID Auto-increment:

Position Card Setting

Dismissed Personnel Multiple Cards per Perso

Temporary Personnel Pending personnel settings

Enable Temporary Personnel Auto-audit:
Custom Attributes

nchronize VCM Settings
Parameters Sy =

Number of threads used for full push: 3
Disabled

. Crop Face Set
Face Template Extraction
MNumber of thread pools: 3

Personnel Push Lo
- Number of drawings per batch: 200

Staff self-appointment

OK

B2 Card Management
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Personnel ID Settings:

1. Set the maximum length for a Personnel ID and whether it will support alphabets or not. If the

Personnel ID Auto increment is selected as Yes, then while adding personnel one by one, the ID in the field
automatically increments by one.

Bits(Binary)

@ Hexadecima
per Person@) Yes O MNo

onnel Auto-audit: @ Yes ONe

Registration Client

Device Driver

Certificate Recognition Driver Instaliation Status: Detected Certificate Recognibon Driver is not installed
‘Card Printer Driver Installation Stalus: Detected Card Printer Driver is not installed

Certificate Recognition
O OCR @ |DReader
Registration Code Register’| @ Download OCR V1.0 Driver © Download OCR V2.0 Driver
Certificate No. Automalic Backdill Type
Q Document No. @ Personal No.
Card Printing

Registration Code ~ | Register | Download Driver

Card Settings

Set whether “Multiple Cards per Person” will be allowed. i.e., multiple cards issued to the same person.
More Cards

Enabled the “Multiple cards per person” function, you can set multiple cards on the personal info page.
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Personnel ID 9794 Department Depariment Name
First Name: kang9794 Last Name

Gender Mobile Phone

Certificate Type R Cerfificate Number

Birthday Email

Hire Daie Posilion Name:

Device Verification Password Card Number 9794

Person Type Employee v Biological Template Quantty S 0§ o Jo § 021

4 Access Control Time Attendance Elevator Control Piate Register More Cards Personnel Detail

‘Secondary Card Q ﬂ +

#Note:
Not all devices support this function. For details, please consult the technical support.
Temporary Staff Setting

Set whether the temporary personnel uploaded and registered by scanning the QR code of the facial
recognition time and attendance device need to review.

Synchronize VCM Settings
The VCM Settings define the concurrency of push.
Crop Face Set

This function is used to remove the information other than face image to make it clearer for successful
access verification.

Self-service Registration

Use the QR code for staff to self-registration, update their personal information.

Registration Client

Use this function to perform functional service registration such as OCR document recognition.

If no driver has been installed, the [Download Driver] link is displayed on the screen. Click the link to
download and install the driver.
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Regisirafion Client

Device Driver
Certificate Recognition Driver Installation Stalus: Detected Cerlificate Recognition Driver & not installed

Card Prinier Driver Installation Sialus: Detected Card Printer Driver is not installed

Certificate Recognition
O OCR @ IDReader

Regisiration Code ~ Regisier @ Download OCR V1.0 Driver ¢ Download OCR V2.0 Driver

Ceriificate No. Automatic Backiill Type
© Document No. @ Personal No.
Card Printing
Regisiration Code v | Register | Download Driver

1. Select the corresponding Registration Code and click [Register].
#Note:
Click [System] > [Authority Management] > [Client Register] to view the registration code.

2. Click [OK] to save the settings and exit.

5.1.8. Disabled

Preconditions for Normal Use of Functions

The operator has the account authority of the personnel module.

Function Usage Scenarios

When a person is added as Disabled, all his/her access rights will also get disabled.

Feature Trigger Result

Operation Description

Staff Editing-Check the Banned | Add person to the Disabled and disable all access
List rights for the person.

Steps:
Add as Disabled

In the Personnel list, check the person you want to add to the Disabled. Go to Access Control settings and
check the Disabled option.
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&« {Y ! Personnel /

Pes el ID
& Personnel 1sonnel ID

Personnel

=

f] Department Name(1)
£] test(1)

Department

Position

Temporary Personnel
Custom Attributes
Parameters

Disabled

Face Template Extraction

Personnel Push Log

Personnel |D 3190258

First Name aaa
Gender

Certificate Type

Birthday

Hire Date

Device Verification Password
Person Type

Employee

Threat Level

Access Control

Levels Setii
General

Ba

Name

Elevator Control

Personnel Management / Personnel

Morev QO

Refresh + New T Delete 2 Dismissal 2% Adjust Department &° Change Position [4 epoi v [¥ import v

Biological
Template
Quanlity

Department
Name

Person
Type

Mobile

Backstage
i Credential

comparison Card Number

Personnel ID  First Name  Last Name Status Operations

Departme... Employee  No

@4 W

Employee 3891895923

Depariment Depariment Name
Last Name

Mobile Phone
Cerlificate Number
Email

Position Name
Card Number 5177873
Biological Template Quantity

Mobile Credential

Plate Register Channel Settings FaceKiosk Sedti Personne *

Personnel Library
Superuser

Device Opelation. Role
Delay Passage
Disabled

‘Set Valid Time

Click [Personnel]> [Personnel Management ]> [Disabled] to view all the people who have been added as

“Disabled”.

{}|/ Personnel | Personnel Management [ Disabled

& Personnel Department Name

Personnel
B

{1 Depapment Name

] test u}

Department
Position

Dismissed Personnel
Temporary Personnel
Custom Attributes
Parameters
Disabled

Face Template Extraction

Personnel Push Log
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Refresh

Personnel ID ~ First Name Last Name Department Name ~ Person Type Whether Pushed  Card Number ‘?;l‘."a‘:“—:;;“”e"“’
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5.1.9. Face Template Extraction

Face Template Extraction will record the above-mentioned "Full cutout" function log. The user can check
whether the Full Cutout function is used successfully, and the number of times of execution.

{ /| Personnel / Personnel Management / Face Template Extraction

& Personnel

Time From  2022-05-23 15:43:32 To 2022-08-23 23:50:59 Q O

Personnel
< Refresh

Department O  Operator Start Time End Time Number of Processing Failures Time (ms) Operations
Position

Dismissed Personnel

Temporary Personnel

Custom Attributes

Parameters

Disabled

Face Template Extraction

Personnel Push Log

5.1.10. Personnel Push Log

Personnel Push Log will record the log of the "Personnel Full Push Function”. It also records the result of
staff pushing to the staff database.

« ﬁf Personnel / Personnel Management / Personnel Push Log
N — Time From  2022-05-23 15:44:20 To 2022-08-23 23:59:59 Q O
Personnel

¥ Refresh

Department — . . _

O Stafl Time End Time Number of Processing Failures Time (ms) Operations
Position
Dismissed Personnel
Temporary Personnel
Custom Attributes
Parameters

Disabled

Face Template Extraftion

Personnel Push Log

5.2. Card Management

The card is one of the important vouchers for the passage. It can help you view and manage all the cards
you issued. It supports the management of Wiegand format cards to meet your higher security
requirements.

There are three functions in Card management: Card, Wiegand Format, and Issue Card Record.
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5.2.1. Card

Preconditions for Normal Use of Functions
The operator has the account authority of the personnel module.
Function Usage Scenarios

Check the personnel information corresponding to all issued cards and card numbers and perform reported
lost card and reactivate lost card.

Feature Trigger Result

Operation Description

Check the Card Number-Report | When a card is reported as lost, it will lose the
Lost original access control authority.

Once the lost report is resolved, the card number

Resolve Lost Report gains the original access control authority.

Steps:
To check the card status review, click [Personnel] > [Card Manage] > [Card].

{} 7/ |Personnel / CardManagement / Card

& Personnel Card Number || Personnel ID Department Name More v Q L9}

B8 Card Management

> Refresh EZ Reported Lost Card EE Reactivate Lost Card

ST O Card Number Personnel ID First Name Last Name Depariment Name Issue Card Date Card State

Wiegand Format _ N
O 5177873 3190258 aaa Department Name 2022-08-22 15:44:17 Effective

Issued Card Record
O 3891895923 1007 test 2022-02-19 17:42:56 Effective

Reported Lost Card

1. Click [Personnel]> [Card]. Then choose the Card Number and click [Reported Card Lost].

« 1Y /| Personnel / CardManagement / Card

Capd- el ID il
O Fermrme " ard-Number Personnel ID Department Nam: More v Q (9]

B8 Card Management
9 ~ +_* Refresh Fﬂ Reported Lost Card Eﬁ' Reactivate Lost Card

Cad O Card Numbegy Personnel ID First Name Last Name Department Name Issue Card Date Card State

Wiegand Format'

O 5177813 3190258 aaa Department Name 2022-08-22 15:44:17 Effective

Issued Card Record
3891895923 1007 test 2022-08-19 17:42:56 Effective
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Prompt

Are you sure you want to perform the Reported

Lost Card operation?

2. Click [OK] to confirm that card is lost. After this all permissions on this card will be invalidated.

Reactivate Lost Card

1. Click [Personnel]> [Card]. Then choose the Card Number and click Reactivate Lost Card.

D ! Personnel / Card Management [ Card

Personnel Card Number Personnel ID Department Name moev Gy O
-

B8 Card Managemssit
d' ¥ Refresh EZ Reported Lost Card EZ Reactivate Lost Card

= O Card Number Personnel 15 First Name Last Name Department Name Issue Card Date Card State

Wiegand Formiai . 5
= (] 5177873 3190258 aaa Department Name 2022-08-22 15:44:17 Effective

Issued Card Record
3891895923 1007 test 2022-08-19 17:42:56 Effective

Prompt

Are you sure you want to perform the Reactivate

Lost Card operation?

2. Click “OK” to reactivate invalidated card and restore card access permissions.

5.2.2. Wiegand Format

Wiegand Format is the card format that can be identified by the Wiegand reader. The software is embedded
with 9 Wiegand formats. You may set the Wiegand card format as needed.

Function Usage Scenarios

Check the personnel information corresponding to all issued cards and card numbers and perform reported
lost card and reactivate lost card operation.

Feature Trigger Result

Operations Description
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Check The Card Number-Report Then Ilost criard_ numt:éerhloses the %rlgmalbacces_,s
Loss/Resolve Loss Report control authority, and the new card number gains
the original access control authority.

Steps:
Click [Personnel]>[Wiegand Card Format].

£} 7 [ Personnel / Card Management | Wiegand Format

<> Refresh -+ Mew W Delete EZ card Formats Testing

& Personnel
Ndme Mode Site Code Operations
B8 Card Management P

Card O  Wiegand Format26 Mode One 0 =
Wiegand Format 0  Wiegand Format26a #iode One 0 A

Issued Card Record P Mode One 0 &

Wiegand ormat3da Mode One ]
Wiegand Format36 Mode One
Wiegand Formiat37 Mode One
Wiegand Format37a Mode One
Wiegand Format50 Mode One

Wiegand Format66 Mode One

Wiegand Format64 Mode One 0

1-10 : S0rowsperpage v | JumpTo 1 /1 Page | Total of 10 records

Card Formats Testing

When the card number does not match with the one which is displayed on the system, the user can use the
Card Formats Testing function to calibrate the Wiegand format. The page is explained as follows:

Card Formats Testing

Device * Click to select Read Card Clear Card Information

Site Code Card Number Onginal Card Number
@® Card 1
O Card 2

O Card 3

[[] Auto calculate site code while the site code is left blank

Card Formats

Odd-Even Panty Format
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1. Select the device that supports the card format test function and fill the card number and the site
code.

2. Click [Read Card] and swipe the card on the reader. The original card number will be displayed on
the Original Card Number text box.

3. Click [Recommended Card Format] and the recommended Wiegand card format will be
displayed on the screen.

4. Click [Auto calculate site code while the site code is left bank] and the software will calculate
the site code according to the card format and card number.

5. Click [OK] and the page will jump to the Wiegand format page to save the new Wiegand format.

#Note:
The card format testing function is only supported by few devices.

This software supports two modes for adding the Wiegand Format: If mode 1 does not meet your setting
requirements, you may switch it to mode 2.

Take Wiegand Format 37 as an example:

Name Wiegand Format37

Total Bit ar
Site Code
Auto
© Mode One
First Parity Check(p)
Second Parity Check(p)
Odd Parity Check{o) Even Parity Check(e) ClD{c) Site Code(s) Manufaciurer Code(m)

The Maximum The Maximum The Maximum The Maximum The Maximum

Start Bit Length Start Bit Length Start Bit Length Start Bit Length Start Bit Length

20 18 1 18 18 19 2 16 0 0
@ Mode Two
Card Check Format PS555555555555555CCCCCCOCCCCCOCCOCoep

Parity Check Format eeceeeeeeeeseeeceebo00000000000000000

Format Explanation

“P” indicates Parity Position; “s” indicates Site Code; “c” indicates Cardholder ID; “m” indicates Manufactory
Code; “e” indicates Even Parity; “O” indicates Odd Parity; “b” indicates both odd check and even check; “x”
indicates parity bits no check.

The previous Wiegand Format 37: the first parity bits (p) check “eeeeeeeeeeeeeeeeee”; the second parity
bits check “0000000000000000000”. Card Check Format can only be set “p, x, m, ¢, s”; Parity Check
Format can only be set “x, b, o, €”.

5.2.3. Issued Card Record

The issued card record displays the history of the card and displays the operations performed on the card.
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Function Usage Scenario

View historical card issuance, report loss, reactivate, write management card, write card, card retuned, and
card change records.

Feature Trigger Result

Operation Description

It displays record results of different operation

Switch Operation Type types.

Steps:

Click [Personnel]> [Card Management]> [Issued Card Record]. Then choose the action as “Issue Card
Record” from the drop-down.

« Qf Personnel [ Card Management /[ Issued Card Record

& Personnel Card Number Action v moev Q O
B Card Management Issue Card
g +_¥ Refresh
Reported Lost Card
Card Card Number Perspaiel ID First Mame Reactivate Lost Card Action Operator Change Time

Write management card
BITT8ES 3190253 @aa Wite Card ssue Card admin 2022-08-22 15:44:17

Wiegand Format

Issued Card Record Card Returned

3891895923 ssue Card 2022-08-19 17:42°56

Card Change

zNote:

The cards and card issuing records of an employee will be deleted altogether when the employee’s account
is deleted completely
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6. Access Control Management

The system needs to be connected to an Access Controller to provide access control functions. To use
these functions, the users must install the access control devices and connect them to the network first,
then set corresponding parameters, so that they can manage devices, upload access control data,
download configuration information, output reports, and achieve digital access management of the
enterprise.

6.1. Device

Function List

Functions ‘ Operation Instructions

Device Addition, Deletion, Editing and Search
Control-Clear Administrator

Control-Set Login User Password
Control-Upgrade Firmware
Control-Restart Device
Control-Synchronize Time
Control-Enable & Disable
Control-Synchronize All Data
Control-Reset Device Data

Set Background Verification Parameters
Set Device Time Zone

Set Registration Machine

Set Daylight Saving Time

Modify Fingerprint Comparison Threshold
Set Machine Access Status

Set Echo Parameters

Set Authentication Server Parameters
Set Access Control Parameters

Set Data and Time

Set Access Control Records

Set Face Parameters

Temperature Management

Set Timing Sleep Time

Set Temperature Measurement Parameters
Set Extended Parameters

Obtain Device Parameters

Obtain Personnel Information

Obtain Event Records

Obtain Device Logs

View Devices Medium Access Control Rules
Download Device Logs

Query Device Capacity

Query Device Information

Device
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Query Firmware Information

View Time and Data

View Access Control Record Settings
View Device Temperature

View Access Control Parameters
View System Parameters

Modify IP Addresses

Modify Communication Passwords
Modify RS485 Address

Switch Network Connection.

I/0 Expansion Board

Add, edit, view, delete I/O expansion board.

Edit, remote open, remote close, enable, disable, cancel
alarm, remote normally open, remote lock, remote unlock,

Door enable the day’s normally open time, disable the day’s
normally open time.
Reader Edit reader, bind/unbind camera.

Auxiliary Input

Edit auxiliary input, bind/unbind camera.

Auxiliary Output

Edit, remote open, remote close, remote normally open.

Event Type

Edit and set event type.

Daylight Saving Time

Add, edit, delete, set daylight saving time.

Device Monitoring

Clear command, view command, clear all command.

Remotely open and close the door, auxiliary input, and output,
cancel alarm, remote lock, remote unlock, remote normally
open, enable the day’s normally open time zone, and disable
the day’s normally open time zone.

Real-Time Monitoring

Alarm Monitoring Confirm the alarm.

Map Configuration Add, edit, delete map.

6.1.1. Device

Function Description

Add a device, and then set the communication parameters of the connected device, including system
settings and device settings. After the communication is successful, the user can view the information of the
connected device, and perform remote monitoring, upload, and download, etc.

New Device
Preconditions for Normal Use of Functions

Log in to the system with the current account and have the authority. The device supports adding to the
Access Control module.
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Function Usage Scenarios

Operations such as Personnel Issuing, Setting Parameters, Synchronizing Data, and Opening & Closing
Doors are required for the device.

Feature Trigger Result

After adding a new device, the data in the device is automatically synchronized to the software, including
Personnel Information, Access Control Settings, Device Version Number, etc. After adding the device, the
personnel data can be operated through the software, and then sent to the device.

There are two ways to add Access Devices.

OmniAC Series Standalone Terminal

Follow these steps to search the access controllers in the Ethernet: -

e Click [Device] > [Device] > [Search Device], to open the Search interface.
e Click [Search], and it will prompt [Searching...... 1.
o  After searching, the list and total number of access controllers will be displayed.

Search

Total Progress

IP Address
IP Address
192

192 168.

192 168

zNote:

MAC Address

00:17-61:12-

00:17-61:10-.

00:17-61:12-

00:17:61:12:

00:17:61:12:c.

Device Type

Subnet Mask

255 255 2550

255 255 2550

255 255 2550

255 255 2550

255 255 2550

255255 255.0

No device found? Download Search Tools o | ocal Disk

Searched devices count6
Number of devices added:2

Senial Number

Gateway

T Serial Number

192 DFJf 57

0000

1921

1921

Device Type

DU

TF1700

Elite Conirole.

inBIO260 Pro

ProCapture-X

Set Server

mgti//192.16¢

hitps=//192 168

http:/1192 168

https:/[192 168

Operations

5 Add Modify IP Address

Add Modify IP Address

This device has been added

This device has been added

Add Modify IP Address

Add Modify IP Address

UDP broadcast mode will be used to search access device. This mode cannot perform Cross-Router
function. IP address can provide cross-net segment, but it must be in the same subnet, and needs to be

configured the gateway and IP address in the same net segment.

e Click on [Add] in the search list.

If the device is a pull device, you may input a device name, and click [OK] to complete device adding.
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Add

Device Name 192 168!

Communication Password

lcon Type Door

Area Area Name
Add to Level e

Clear Data in the Device when Adding [

Cancel

Clear Data in the Device when adding: Select this option, after adding device, the system will clear all
data in the device (except the event logs).

If the device is a OmniAC Series device, the following windows will pop-up after clicking [Add]. If IP Address
in [New Server Address] is selected, then configure IP address and port number. If Domain Address in
[New Server Address] option is selected, then configure domain address, port number and DNS. Device
will be added to the software automatically.

Add

Device Name 192.168
Mew Server Address 192 . 168 .
New Server Port 2088
Communication Password

Icon Type Door

Area Area Name

Add to Level —

Switch to Two-door Two-way O

Clear Data in the Device when Adding |
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Add

Device Name 192.168.

New Server Address O IP Address @ Domain Address

New Server Port

DNS

Communication Password

Icon Type Door

Area Area Name

Add to Level _

Clear Data in the Device when Adding O

New Server Address: Devices can be added to the software by entering the domain address or IP
address.

New Server Port: Set the access point of system.
DNS: Set the DNS address of the server.

Clear Data in the Device when Adding: If this option is selected, then after adding device, the system will
clear all data in the device (except the event logs). If you add the device merely for demonstration or testing,
there is no need to select it.

=Note:

When using either of the above three device adding methods, if there exist residual data in the original
device, please sync original data to it after adding a new device to the software by clicking [Device] >
[Synchronize All Data to Devices], otherwise these original data may conflict with normal usage.

The default IP address of the access device may conflict with the IP of a device on the Local network.

You can modify its IP address: click [Modify IP Address] beside the [Add] and a dialog box will pop up in
the interface. Enter the new IP address and other parameters (Note: Configure the gateway and IP address
in the same net segment).

zNote:

Some OmniAC Series Device support SSL. To use this function, select the HTTPS port during software
installation and ensure that the device firmware supports SSL.

Horizon Series Controller

Horizon Series Controller include AHSC-1000/AHDU-1160
Security Level

Now System support three security level for adding Horizon Series Controller
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® Low Security Level: MQTT without SSL authentication
Only Verify pre-shard keys which does not use certificate at all.

® Normal Security Level: MQTTs, One-Way SSL authentication
Server (broker) only authentication. In this case the client connects to the server (broker), the broker
sends its certificate to the client. The client checks the certificate is issued (signed) by somebody the
client trusts, this proves the server (broker) is who it claims to be and can be trusted. The client and
server (broker) then do key negotiation to set up an encrypted tunnel. The act of checking that the
server certificate is issued by a trusted party is to check it is signed by a known CA (certificate authority)
certificate, this means the client needs to keep a list of trusted certificates.

® High Security Level: MQTTs, Two-Way SSL authentication
Mutual authentication of both client and server (broker). This is pretty much the same as before except
the client also sends its own unique certificate to the server (broker) this is also checked to see that it is
issued by a known CA and the CN field is used as the user id of the client.

#Note:

System Default is use Normal Security Level. Low and High Security Level need to change some settings
for software, need contact technical support for help. Manual Below is about Normal Security Level.

Device Model

® AHSC-1000: Primary Controller

® AHDU-1X60: Distributed Controller

Management Mode

® Master-Slave Mode

There are two types of connection, one is TCP/IP, another is RS-485.

Armatura
One

|
AHSC-1000

]
T 1 1
AHDU-1160AHDU-1260AHDU-1460

» Connect AHDU-1X60 to AHSC-1000 via TCPIP

Step 1 Add Primary Controller

1.

Add a product

In [System] > [Communication Management] > [Product], Click New Button.
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2. Add a device

In [System] > [Communication Management] > [Authorized Device], Click New Button

Product name

Protocol mode

Serial Number

Remarks

Select Product just now created, then input serial number
3. Export Key File

In [System] > [Communication Management] > [Authorized Device], Click ‘Export Key File’ Button
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Export Key i ile

Number of selected devices P

Active Time hour(s)(1-72)

Active time Key file validity, value can be 1-72 Hours
After click Export Button, browser will download a .zip file.
#Note:

This function support selects multiple devices and click icon, it will generate all controllers .co file and server
certificate in a .zip package, just upload this .zip package to controller webserver.

© auth_20221025092215 zip - Bandizip (Standard) — a e
Fle Edit Find Qptions View Tools Help
y J; . JE . H Lt = ,«
Open Extract New Add Delete Scan Columns  Code page
£3 auth 20221025092215zip  Name B Compressed Original Type
L] 7440213 = 165 160 CO T
301z .o 165 160 €O =i
7 302 o 165 160 CO i
Flservercrt 946 1,344 =2EH
< >
= | B File: 4, Folder: 0, Archive Size: 190 KB .

4. Import Key file to controller

Open https:// [controller's IP address] in browser
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ARMATURA

Conquestor Series, Mistrbuted Controller

First time login username and password are armatura. When login will require to change the password for
admin.

Change Password X

First time login Armatura Access Controller, you are required to set up an administrator
for future device management.

-The password shall be no less than 8 characters in length and must contain at least a
combination of the following three character types

-At least 1 Lowercase Letter

-At least 1 Uppercase Letter

-At least 1 Special Character

-At least 1 Number

-Allowed special characters are |@#5%&*(-_+.?/;:

User Name: armatura
# New Password

+ Confirm New Password:

Save Cancel

Open [Network] > [Connection]

ARMATURA (3) e =

=] Connection

Network
Secondary Cortroller
- \
10.8.14.132

+ Server

+ Port

Key File Upload

ProductKey Lhy2uFeEZM2kWURTVVE
DeviceName CN30122200004

DeviceSecret Y300uCqBuoFirgRLAsT
Host Certificatg
Please downlfhd the certificate and upload it to "Davice Management” menu on scftware

Software

After upigfiding the key file, the servers certificate will be automatically imported

Click ‘Server Tab
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Server Default is MQTTs protocol, address is the server address

Port Default is 1884, this port can check by [System] > [Communication Management] >
[Communication Monitor], [ADMS Service Settings] >[MQTT Service Port]

e EE System

{} / System [/ Communication management / Communication Monitor

Adms Service Settings

Adms Service Port

Project control file version

Tum on encrypted fransmission
O No @ Yes
Server Side Network Condition

Whether the Internet -
es
connection is normal

Key File This file is exported from [System] > [Communication Management] > [Authorized Device]
e i53 system

» { / System [ Communication management / Authorized device

Device Name Q O

¥ Refresh —+ New r_).' Export Key File

Device Serial Whether to

Protocol mode oo Device secret Product name Product code Module authorize Remarks

best-mait cox (Y

best-mait o ~NETE = (]

best-matt

best-matt

After controller connect to MQTT successfully, Column Module will show ‘acc’. Because device has not

authorized to Access Module, will show
5. Add Controller in [Access] Module

In [Access] > [Device] > [Device], Click Search Button
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ARMATURA ONE

« {Y I Access ! Device [ Device

Device Name Serial Number IP Address Morev QO

& Device ~

Device p

O Reffesn S vew == o Q seacn| %% conwol v {33 setup v & Viewand Get Device Info v

1/0 Board — Network Connection
Mo

O  Device Name Serial Number Area Name IP Adaress Status | Device Model Register Device  Firmware Version Operations

Door
(m] u CN30" Amatura Aus...  Wired Online  AHSC-1000 AC Ver 10.0.9 Oct 10 2022

Reader
— Amatura Glo... “ Online ACDU-1460 AC Ver 10.0.9 Oct 10 2022

Auxiiiary Input

Auxiiiary Output

Event Type

Daylight Saving Time

Device Monitoring

In [Search] Window. Click search

Search ‘o device found? Download Search Tools fo Local Disk

Searched devices count:3
‘Total Progress Number of devices added:2

IP Address Device Type Serial Number

Gateway

IP Address MAC Address Subnet Mask Address

Serial (vemher Device Type Set Server Operations

0.0.00 dc995e00:0... 2552552550 192.168.0.1 CN30422260005 AHDU-1a00 This device has been added
108514 dc997e00:0... 2552552550 10.8511 CN30422170003 ACDU-1460 +

192.168.0.99 dc99fe00:0... 2552552550 1592.168.01 CN30122200020 AHSC-1000 This device has been added

In [Add] window

Device Name Test
Icon Type Door
Area Ammatura Global

Add io Level

Clear Data in the Device when Adding

= Note:
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Suggest select [Clear Data in Device when Adding] to clear device data.

Step 2 Set Secondary Controller Communication Port
In [Network] > [Connection]

@) crm =

Select TCPIP radio button in Comm

Ethernet Select ‘Eth O’ or ‘Eth 1’

Address Will show IP address to confirm after select

Port This is a port for secondary controller to use WSS protocol to connect.

Primary Controller: Download [Host Certificate] and Upload in Secondary Controller Page [Primary
Controller Certificate]

ARMATURA

Connection

Server Secondary Controller

Comm ® TCPIP RS485
Ethemet
* Ethernet ETHO
Address 10814226
* Port . Download and import Secondary
Controller[Primary Controller

Host Certificate Certificate]

Please download the certificate and upload it to the 'Secondary Controller menu in the secendary V.
controlle

Secondary Controller Certificate

——
Please download from the "Secondary Contraller” menu in the secondary controller and upload it here Upload td
—

Get from Secondary Controller
m [Host Certificate] and Upload

Page 82 Copyright © 2022 ABRMATURA LLC. All rights reserved.



ARMATURA

ARMATURA ONE User Manual

Secondary Controller: Download [Host Certificate] and Upload in Primary Controller Page [Secondary
Controller Certificate]

ARMATURA

18: Network

Gonnection

Server/Primary Contrcllsr Sstting

Connect

Comm

to

* Address

* Port

Host Certificate

Please download the cerl

controlle:

Server

@® TCPIP

6660

Primary Controller Certificate

Please download the certificate from the *Secondary Controller” menu in the primary controller and r o

upload it here

(@) Primary Controller

RS485

10.8.14.226

Download and import Primary
Controller[Secondary Controller
Certificate]

fcats and vpload 0 the “Secondry Canirallec” menu i the prinary ”

Get from Primary Controller
[Host Certificate] and upload

After upload certificate each other, then add secondary controller.

Step 3 Add Secondary Controller

ARMATURA ONE

«
& Device S
Device
1/0 Board
Door
Reader
Auwiliary Input

Auxiliary Output

B Access

Y | Access [

Device Name

> Refresh

Device Name

Test

+ New

Device / Device

Serial Number

@ Delete

Serial Number

[7 Ewort
Area Name

Ammatura Aus

Armatura Glo.

Q, Search

Nework
Mode

Wired

Wired

IP Address moev QO

ntrol v £33 Setup v &3 View and Get Device Info v munication v
Device Model Register Device  Fimware Version Operations

AHSC-1000 AC Ver 10.0.9 Oct 10 2022

Add Sub-Device
ACDU-1460 AC Ver 10.0.9 Oct 10 2022
View child devices

Webserver

» Connect AHDU-1X60 to AHSC1000 via RS-485

Step 1 Add Primary Controller

1. Add a product

In [System] > [Communication Management] > [Product], Click New Button.
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2. Add a device

In [System] > [Communication Management] > [Authorized Device], Click New Button

Product name

Protocol mode

Serial Number

Remarks

Select Product just now created, then input serial number
3. Export Key File

In [System] > [Communication Management] > [Authorized Device], Click ‘Export Key File’ Button
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Export Key i ile

Number of selected devices P

Active Time hour(s)(1-72)

Active time Key file validity, value can be 1-72 Hours
After click Export Button, browser will download a .zip file.
#Note:

This function support selects multiple devices and click icon, it will generate all controllers .co file and server
certificate in a .zip package, just upload this .zip package to controller webserver.

© auth_20221025092215 zip - Bandizip (Standard) — a e
Fle Edit Find Qptions View Tools Help
y J; . JE . H Lt = ,«
Open Extract New Add Delete Scan Columns  Code page
£3 auth 20221025092215zip  Name B Compressed Original Type
L] 7440213 = 165 160 CO T
301z .o 165 160 €O =i
7 302 o 165 160 CO i
Flservercrt 946 1,344 =2EH
< >
= | B File: 4, Folder: 0, Archive Size: 190 KB .

4. Import Key file to controller

Open https:// [controller's IP address] in browser
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ARMATURA

Conquestor Series, Mistrbuted Controller

First time login username and password are armatura. When login will require to change the password for
admin.

Change Password X

First time login Armatura Access Controller, you are required to set up an administrator
for future device management.

-The password shall be no less than 8 characters in length and must contain at least a
combination of the following three character types

-At least 1 Lowercase Letter

-At least 1 Uppercase Letter

-At least 1 Special Character

-At least 1 Number

-Allowed special characters are |@#5%&*(-_+.?/;:

User Name: armatura
# New Password

+ Confirm New Password:

Save Cancel

Open [Network] > [Connection]

ARMATURA (3) e =

=] Connection

Network
Secondary Cortroller
- \
10.8.14.132

+ Server

+ Port

Key File Upload

ProductKey Lhy2uFeEZM2kWURTVVE
DeviceName CN30122200004

DeviceSecret Y300uCqBuoFirgRLAsT
Host Certificatg
Please downlfhd the certificate and upload it to "Davice Management” menu on scftware

Software

After upigfiding the key file, the servers certificate will be automatically imported

Click ‘Server Tab
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Server Default is MQTTs protocol, address is the server address

Port Default is 1884, this port can check by [System] > [Communication Management] >
[Communication Monitor], [ADMS Service Settings] >[MQTT Service Port]

e EE System

{} / System [/ Communication management / Communication Monitor

Adms Service Settings

Adms Service Port

Project control file version

Tum on encrypted fransmission
O No @ Yes
Server Side Network Condition

Whether the Internet -
es
connection is normal

Key File This file is exported from [System] > [Communication Management] > [Authorized Device]
’“&?‘ EEE System

{} / System / Communication management / Authorized device

Device Name Q O

O Refresh + New r_;,' Export Key File

Device Serial I Whether to -
Protocol mode o oot Device secret Product name Product code Module e Remarks

best-magtt acc Q

best-mgtt o o E Q

best-matt

best-magtt

After controller connect to MQTT successfully, Column Module will show ‘acc’. Because device has not

authorized to Access Module, will show
5. Add Controller in [Access] Module

In [Access] > [Device] > [Device], Click Search Button
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ARMATURA ONE

« {Y I Access ! Device [ Device

Device Name Serial Number IP Address Morev QO

& Device ~

Device p

O Reffesn S vew == o Q seacn| %% conwol v {33 setup v & Viewand Get Device Info v

1/0 Board — Network Connection
Mo

O  Device Name Serial Number Area Name IP Adaress Status | Device Model Register Device  Firmware Version Operations

Door
(m] u CN30" Amatura Aus...  Wired Online  AHSC-1000 AC Ver 10.0.9 Oct 10 2022

Reader
— Amatura Glo... “ Online ACDU-1460 AC Ver 10.0.9 Oct 10 2022

Auxiiiary Input

Auxiiiary Output

Event Type

Daylight Saving Time

Device Monitoring

In [Search] Window. Click search

Search ‘o device found? Download Search Tools fo Local Disk

Searched devices count:3
‘Total Progress Number of devices added:2

IP Address Device Type Serial Number

Gateway

IP Address MAC Address Subnet Mask Address

Serial (vemher Device Type Set Server Operations

0.0.00 dc995e00:0... 2552552550 192.168.0.1 CN30422260005 AHDU-1a00 This device has been added
108514 dc997e00:0... 2552552550 10.8511 CN30422170003 ACDU-1460 +

192.168.0.99 dc99fe00:0... 2552552550 1592.168.01 CN30122200020 AHSC-1000 This device has been added

In [Add] window

Device Name Test
Icon Type Door
Area Ammatura Global

Add io Level

Clear Data in the Device when Adding

= Note:
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Suggest select [Clear Data in Device when Adding] to clear device data.

Step 2 Set Secondary Controller Communication Port

In [Network] > [Connection], Secondary Controller Tab

ARMATURA

B Overview Connection

@ Network
Secondary Controller

Select RS-485 radio button in Comm

Port This is RS-485 port for secondary controller to connect. This depends on which port is set Armatura
RS-485 in RS-485 Port Settings.

Baudrate This is parameter for RS-485 communication. This depends on which port is set Armatura RS-
485 in RS-485 Port Settings.

Click Save to save options.

In software [Access] > [Device] > [Device], select a device and click ‘Set up’ button in operation bar, click
‘RS-485 Port Setting’
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Access

{y I Access | Device / Device

Device Name

+_* Refresh -+ New w
Device Name

CN3G

Serial Number

Serial Number IP Address

r_;,' Export

Q Search

Neks
Mode

Delete fﬁ Control

r.wonnection

Area Name IP Ag

Armatu Is...  Wired 192.1

Armatura Glo... Wired

RS-485 Port Setting

RS-485 Port 1
Protocol Ammaiura R5-485
Baudrate 9600

RS-485 Port 2
Protocol

Baudrate

RS-485 Port 3
Protocol OSDP

Baudrate 115200

Device has three physical interface, RS-485 Port 1/Port 2/Port 3

Morev O O

E& View and Gel Device Info

{E} Sefup v

Set Bg-Verification Options
Register Device  Fil
Set Device Time Zone
Sel as Regisiration Device AC
Modify the Fingerprint [dentification Threshold
Set Device In/Out State
Set echo parameters
Set cloud server parameters
Set access parameter
Set date time
Set accass record
Set face saram
Temperali re management
Set the tim 1g sleep time
Set Hep par meters
Set Extended Parameters
Sat

MTD

RS-485 Port Sefting

Armatura RS-485 is the Protocol used for primary-secondary connection.

Step 3 Add Secondary Controller

Page 90

Copyright © 2022 ARMATURA LLC. All rights

reserved.



ARMATURA

ARMATURA ONE User Manual

ARMATURA ONE £iE Access
« ) ! Access | Device / Device

Device Name Serial Number

= Device ~

Device

3> Refresh [ Delete [ Export

+ New

C
110 Board O  DeviceName Serial Number Area Name

Door )
Armatura Aus ‘Wired

Reader
Armatura Glo_..  Wired

Auxiliary Input

Auxiliary Output

e Master Mode

Armatura
One

I—Iﬁ

AHSC-1000 pAHDU-1X60

Step 1 Add Primary Controller

6. Add a product

IP Address

Control

{3 Setup v

fatus___Device Model

@® ® @

More~ QO

&3 View and Get Device Info v ommunication v

Register Device  Firmware Version Operations

AHSC-1000 AC Ver 10.0.9 Oct 10 2022 o Wieee
Add Sub-Device

ACDU-1460 AC Ver 10.0.9 Oct 10 2022

View child devices

‘Webserver

In [System] > [Communication Management] > [Product], Click New Button.

7. Add a device

In [System] > [Communication Management] > [Authorized Device], Click New Button
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Product name

Protocol mode

Serial Number

Remarks

Select Product just now created, then input serial number
8. Export Key File

In [System] > [Communication Management] > [Authorized Device], Click ‘Export Key File’ Button

Export Key | ile

Number of selected devices 2
Aciive Time hour{s){1-72)

Active time Key file validity, value can be 1-72 Hours
After click Export Button, browser will download a .zip file.
= Note:

This function support selects multiple devices and click icon, it will generate all controllers .co file and server
certificate in a .zip package, just upload this .zip package to controller webserver.
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© auth 20221025092215 zip - Bandizip (Standard) - o x
Fle Edit Find Options View Teols Help

B B B

New Add Delete

£3 auth_20221025092215.zip Name Compressed Original Type
[] 7440212 o 165 160 CO Sz
[ 30 ) 165 160 COZé
[ * spe o 165 160 CO3ZT#
Slserver.crt 946 1344 E2EH
< >
& | B File:4, Folder 0, Archive Size: 190 KB

9. Import Key file to controller

Open https:// [controller’s IP address] in browser

First time login username and password are armatura. When login will require to change the password for
admin.

Change Password X

First time login Armatura Access Controller, you are required to set up an administrator
for future device management.

-The password shall be no less than & characters in length and must contain at least a
combination of the following three characier types

-At least 1 Lowercase Letter

-At least 1 Uppercase Letter

-At least 1 Special Character

-At least 1 Number

-Allowed special characters are @#8%8&()-_+, 7/

User Name: armatura
# New Password.

+ Confirm New Password:

Open [Network] > [Connection]
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ARMATURA O amats ~

Connection

B Maintenance

After upidfiding the key file, the servers certificate wi

be automatically imported

Click ‘Server’ Tab
Server Default is MQTTs protocol, address is the server address

Port Default is 1884, this port can check by [System] > [Communication Management] >
[Communication Monitor], [ADMS Service Settings] >[MQTT Service Port]

{Y / System / Communication management / Communication Monitor
Adms Service Seftings

Adms Service Port

A The

MQTT Service Port

A The

Project control file version

Turm on encrypted transmission

QO No @ Yes

Server Side Network Condition

Whether the Internat
Yes

connection is normal

Key File This file is exported from [System] > [Communication Management] > [Authorized Device]
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::E System
{Y / System / Communication management / Authorized device

Device Name Q O

¥ Refresh —+ New r_).' Export Key File

Device Serial
Mumber

Whether to

Protocol mode authorize

Device secret Product name Product code

best-matt

best-magit

best-matt

best-matt

After controller connect to MQTT successfully, Column Module will show ‘acc’. Because device has not

authorized to Access Module, will show
10. Add Controller in [Access] Module

In [Access] > [Device] > [Device], Click Search Button

ARMATURA ONE HE Access

« {) I Access ! Device / Device

o E ss Fe
& Devica . Device Name erial Number 1P Addre: More v Q, 9]

Device ., - - —
e N ot O, Scach|  5E Conrol v {5 Setup v (5 Viewand Get Device Ino e -

1/O Board — Network Connection
Mode

O  Device Name Serial Number Area Name IP Address Status | Device Model Register Device  Firmware Version Operations

D
oor (w] W CN30" Armatura Aus_..  Wired Online  AHSC-1000 AC Ver 10.0.9 Oct 10 2022

Reader

a ] =" Armatura Glo. Wired - O e ACDU-1460 AC Ver 10.0.9 Oct 10 2022
Auxiliary Input
Auxiiiary Output

Event Type

Daylight Saving Time

Device Monitoring

In [Search] Window. Click search
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Search ‘o device found? Download Search Tools fo Local Disk

Searched devices count:3
Total Progress Number of devices added.2

IP Address Device Type Serial Number

Gateway

IP Address MAC Address Subnet Mask Address

Senal nemher Device Type Set Server Operations

0000 dc995e00:0. 2552552550 19216801 CN30422260005 AHDU-1au0 This device has been added

108514 dc:99:5e00:0... 2552552550 10.8511 CN30422170003 ACDU-1460 +

192.168.0.99 dc997e00:0... 2552552550 192.168.0.1 CN30122200020 AHSC-1000 This device has been added

In [Add] window

Add

Device Name Test
Ilcon Type Door
Area Ammatura Global

Add fo Level —_—

Clear Data in the Device when Adding O

zNote:

Suggest select [Clear Data in Device when Adding] to clear device data.

Delete Device

Preconditions for Normal Use of Functions

Log in to the system with the current account and have permission to delete the device.
Function Usage Scenarios

The data of the device configuration is wrong and needs to be added again

Feature Trigger Result
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If Spada Protocol device, when delete from [Access] > [Device], Device in [system] > [Authorized
Device] will also delete.

If primary controller deletes from [Access] > [Device], secondary controller will also delete.
Limit

If device participate in anti-passback/interlock rules, will not allow to delete.

Steps:

Click [Access Control Module] > [Device] > [Delete], the delete page is displayed:

Prompt

Are you sure you want to perform the delete

operation?

Export Device

Preconditions for Normal Use of Functions

Log in to the system with the current account and have permission to operate the device. The device has
been added successfully and is online.

Function Usage Scenarios
Need to view the information of have been added or added device in the device list.
Feature Trigger Result

1. Export files in Excel/PDF/CSV format. The exported content includes device name, serial number, area
name, network connection mode, |IP address, status, device model.

Steps:

Click [Access Control Module] > [Device] > [Export] to display the export page:
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File Format EXCEL v

Data o Export @ All (max 30000 records)

» Selected (max 30000 records)
From the article 1 Strip, is derived 100 Data

Device

Ci licatie MNetwork
Device Name | Serial Number Area Name SrmResen " IP Address | RS486 Parameter Enable Device Model | Register devioe | Firmware Version
Type Connection Mode

AC Ver 4.7.7.3033
Jun 18 2017

192.162.218.60 20100501290 Area Name HTTP Wired 102.188.218.60 Enable C32-400Pro

Control

Clear Administrator

Preconditions for Normal Use of Functions

Log in to the system with current account. Make sure that the device is online and supports clearing
administrator permissions.

Function Usage Scenarios

The device does not require an administrator.
Feature Trigger Result

Delete the administrator from the device
Steps:

1. Click [Access Control Module] > [Device] > [Control] to display the control page.
2. Click [Clear Administrator] to clear the administrator.
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ARMATURA ONE £ Access
{Y { Access | Device / Device
& Device Device Name Serial Number IP Address s

Device

O Refresh + New [ Delete  [4 Export @y Search 5% Control v {3} Setup v [ viewand GetDevicenfo v (@) communication ~  [] PadManagement v

VO Board Clear Adminisirator Permission
[m} Device Name arialHGinoer Area Name IP Address. Register Device Firmware Version Operations.
Upgrade Firmware
Door

Reboot device

108 14200 AJY5183160082 Area Name 10.8.14.200 AC Ver 57.8.3033 Feb 7 2021

Reader Synchronize Time

Enable

1081459 CKJX201460013 Area Name 10.8 1459 ZAM170-NF-Ver1 5 40

Ausiliary Input Disable
; 10814207 CKJF201260077  AreaName 10.8.14. 207 B A ZAMATO-NF-Ver1 .12
Auwiiliary Output
Event Type O 1085194 CN30122200002  Aea Name 1085194 AHSC-1000 AG Ver 10.0.9 Aug 29 2022
Daylight Saving Time 108.14.240 6312203500002 Area Name 10.8.14.240 Elite Controler40 AC Ver 5.7.7.hw Dec 21 2020
Device Monitoring

10814226 CN30122200004  AreaName 10.8.14.226 Online  AHSC-1000 AC Ver 10.0.9 0ct 9 2022
Alarm Monitoring

Real-Time Monitoring

Topology Management

Upgrade Firmware

Precondition for Normal Use of Functions

Log in to the system with current account and have the right to upgrade the firmware. Select a device which
want to upgrade.

Function Usage Scenarios
The function needed in the software is not supported in the device and needs to be upgraded again.
Feature Trigger Result

After the upgrade, the firmware version in the device list will also be updated. It can support the functions
required by the software.

Steps:

e Click [Access Control Device] > [Device] > [Control] to display the control page.

e Click [Upgrade Firmware], click to pop up a window

e Click [Browse] to add the upgrade package to be upgraded. Rename firmware package as
crtlfw.ar.

e Enter the [Package Check Code] if needed

e Click [Upgrade]

e Wait for the progress bar run to end once process get complete.
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ARMATURA ONE £ Access
« | {Y | Access / Device | Device

[ Tete o Device Name Serial Number IP Address Morev QO O

Device

O Refresh + New M pelete  [{Ewot Q seow 5 Control v 83 Setup v ©F Viewand Get Device Info ~ () Communication v [ Pad Management v

1/0 Board Clear Administrator Parmission
(] Device Name Serial Mumiel Area Name IP Address Register Device  Firmware Version Operations
Upgrade Firmware:
Door

Hebool device

10.8 14200 AJY5183160082 Area Name 10.8 14 200 AC Ver 5.7.8 3033 Feb 7 2021

Reader Synchronize Time

Enable

O 1081459 CKJX201460013 Area Name 10.8 14 59 ZAMITO-NF-Ver1 5.40

Auxiliary Input Disable

ArrmEET 10814207 CKJF201260077  Area Name 10.8.14 207 I R En el ZAM1TO-NF-Ver1.8.12

Event Type [m] 10.8.51.94 CN30122200002 Area Name 10.8.51.04 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Daylight Saving Time: O 10.8.14.240 6312203500002 Area Name 10.8.14.240 Elite Controlerd0 AC Ver 5.7.7.fw Dec 21 2020

Device Monitoring
10.8.14.226 CN30122200004 Area Name 10.8.14.226 AHSC-1000 AC Ver 10.0.9 Oct 92022
Alarm Monitoring

Real-Time Monitoring

Topology Management

Upgrade Firmware:
)]

Select Fil2  Broy Nat Uploaded
Upgrade package check code

Total Progress
.~ ]

zNote:

The user shall not upgrade firmware without authorization. Contact the distributor before upgrading firmware
or upgrade it following the instructions of the distributor. Unauthorized upgrade may affect normal
operations.

Reboot Device

Preconditions for Normal Use of Functions

Log in to the system with current account. The device is online and has the right to upgrade the firmware.
Function Usage Scenarios

Device data error, re-upgrade, etc. need to restart the device.

Feature Trigger Result

Restart the device: The software cannot operate when the device restarts. After the restart, the device will
automatically connect to the software and go online.
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Steps:

e Click [Access Control Module] > [Device] > [Control] to display the control page.
e Click [Reboot Device], click the start device interface.
e Click [OK] to restart the device.

ARMATURA ONE £ Access
{Y I Access [ Device

&= Device Device Name
Device
{3 Refresh —+ New

/O Board
Device Name

Door
i0.8.14.200

Reader

10.8.1459
Awiary Input

Awdiiary Output 10814207
Event Type O 1085194

Daylight Saving Time 10314240

Device Monitoring
103814226
Alarm Monitoring

Real-Time Monitoring

Topology Management

Device

Serial Number

W Delete
Serial Numiser

AJYS5183160082
CKJX201460013
CKJF201260077
CN30122200002
6312203500002

CN30122200004

[4 expont

Area Name

‘Area Name

Area Name

Area Name

Area Name

Area Name

Area Name

IP Address

Qg 55 control v {2} Setup v

Clear Adminisiralor Permission
1P Address

Upgrade Firmware
10814200 Reboot device
Synenronize fime
1081459 | Enable

Disable

10.8.14.207 Synchronize All Data fo Devices

10.8.51.94 AHSC-1000

10.8.14 240 Elite Controler40

10.8.14.226 Online AHSC-1000

Prompt

Moey QO

&, view and Get Device Info v mmunication ~  [] PadManagement

Register Device ~ Firmware Version Operations

AC Ver 57.8.3033 Feb 7 2021 Z W

ZAM170-NF-Ver1.5.40

ZAM170-NF-Ver1.8.12

AC Ver 10.0.9 Aug 29 2022

AC Ver 577 hw Dec 21 2020

AC Ver 10.0.9 Oct 9 2022

Are you sure you want to perform the Reboot

Synchronize Time

Preconditions for Normal Use of Functions

device operation?

Log in to the system with current account. With this authority, the device is online.

Function Usage Scenarios

When the time between the software and the device is inconsistent.

Feature Trigger Result

The software is consistent with the time of the connected device

Steps:

1. Click [Access Control Device] > [Device] > [Control] to display the control page.
2. Click [Synchronize Time], click to pop up the synchronization time interface.
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ARMATURA ONE HHEE

€Y | Access | Device / Device

& Device Device Name Serial Number IP Address Moev QO

Device

< Refresh + New M oeete [Fepot  Q awli %55 comol v {3} Setup v B viewand Get Device Info v @) Communication v [] Padmanagement v

110 Board Clear Adminisirator Permission
[m] Device Name Serial Numbey Area Name 1P Address Register Device  Firmware Version Operations
Upgrade Firmware
Door Rebool devi
10.8.14.200 AIYS183160082  Area Name 10.8.14.200 Rebool device AC Ver 5.7.8.3033 Feb 7 2021 = @
Reader Synchronize Time

Enable

(m] 10.8.14.50 CKJX201460013 Area Name 10.8.14.59 ZAM1T0-NF-Ver1.5.40

Auliary Input Disable
" 10.8.14.207 CKIF201260077  Avea Name 10.8.14 207 m e L P ZAMATO-NF-Ver1.8.12
Ausdliary Output
Event Type O 1085194 CN30122200002  Area Name 1085104 AHSC-1000 AC Ver 10.0.9 Aug 29 2022
By LS, T2 O 10814240 6312203500002  Area Name 10.8.14 240 Elite Gontroler4d AG Ver 5.7.7 hw Dec 21 2020
Device Monitoring

10814226 CN30122200004  Area Name 10.8.14.226 Oniine  AHSC-1000 AC Ver 10.0.9 Oct 9 2022
Alarm Monitoring

Real-Time Monitoring

Topology Management

3. On Synchronize Time interface, click Synchronize and wait until process completes.

Synchronize Time

Selected Device
Elite Controlerd0 : 192 168.213.240

Total Progress

Hidden Info Synchronize Close

#Note:

If [NTP Server Time Sync] is enabled, the device sync time from the NTP server.

Secondary controller will not get time from Software/NTP server, only from Primary Controller.
Enable

Preconditions for Normal Use of Functions

Log in to the system with current account and have the authority.

Function Usage Scenarios

The device needs to be connected and operated.

Feature Trigger Result

Restore device communication, you can use the device, and perform operations on the device list.
Steps:

e Click [Access Control Device] > [Device] > [Control] to display the control page.

e Click [Enable], click to pop up the interface of enabling the device.
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o Click [Start] to enable the device.

ARMATURA ONE £ Access

£} I Access | Device I/ Device

= Device Device Name Serial Number IP Address moev Q. O

Device .

< Refresh + New 0 peete  [FEpon  Q osaln 5 control v {5} setup v O viewand GetDeviceinto v @) Communication v [] PadManagement v

110 Board Clear Administrator Permission
Device Name LAY Area Name 1P Addrest Register Device  Firmware Version Operations
Upgrade Fimmware
Doar Reboot devi
10.8.14.200 AJYS183160082  Area Name DHGTE Gy Revcdt device AC Ver 5.7.8.3033 Feb 7 2021 [
Synchronize Time

Enable

Reader
1081459 CKJX201460013 ‘Area Name 1081459
Ausiliary Input Uisanie

ZAM170-NF-Verl 540

. 10814207 CKJF201260077  Area Name 10814207 [ Lol ZAM{70-NF-Ver1 8.12
Augiliary Oulput

Event Type O 10.8.51.94 CN30122200002 Area Name 10.8.51.94 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

By Sy U O 10.8 14 240 6312203500002 Area Name 10.8 14240 Elite Controler40 AC Ver 57.7 hw Dec 21 2020

Device Monitoring
108 14 226 CN30122200004 Area Name 10814226 Online AHSC-1000 AC Ver 10.0.9 Oct 9 2022
Alarm Monitoring

Real-Time Monitoring

Topology Management

Enable

Selected Device

The following devices are online, please operate!
192.168.213.240

Total Progress

Hidden Info

Disable

Preconditions for Normal Use of Functions

Log in to the system with the current account and have the authority.
Function Usage Scenarios

When the communication between the device and the system is interrupted or the device fails, the device
may automatically display in a disabled state.

Feature Trigger Result
After disabling, the communication between the software and the device will end.
Steps:

e Click [Access Control Module] > [Device] >[Control] to view the control page and select
[Disable].
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ARMATURA ONE B Access
Y | Access | Device / Device

&= Device Device Name Serial Number IP Address Morev Q O

Device

O Refresh - New WM pelete [fEwot  Q owli 58 Contiol v 3} Setup v & View and Get Device Info munication ~ (] Pad Management

110 Board Clear Administrator Permission
O Device Name rak-y Area Name 1P Address Register Device ~ Firmware Version Operations
Upgrade Firmware
Door Reboot devi
10814200 AJYS183160082  Area Name 1081420  Rebootdevice AC Ver 5783033 Feb 7 2021 2 m
Reader Synchronize Time

[} 1081459 CKIX201460013  Area Name 10.8.14 59 Enable ] ZAM170-NF-Ver1 5.40
Auxiliary Input Disable

" 10.8.14.207 CKJF201260077  Area Name 10814207 R ZAM170-NF-Ver1.8.12
Ausiliary Output
Event Type O 1085194 CN30122200002 ‘Area Name: 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Daylight Saving Time 10814240 6312203500002  Area Name 10.814240 Elite Controler40 AC Ver 5.7.7.hw Dec 21 2020

Device Monitoring
108 14226 CN30122200004 Area Name 10814226 Online AHSC-1000 AC Ver 10.0.9 Oct 92022
Alarm Monitoring

Real-Time Monitoring

Topology Management

e Click [Start] to disable the device you select.
Disable

Selected Device

The following devices are online, please operate!
192.168.213.240

Total Progress

Hidden Info

Synchronize All Data

Preconditions for Normal Use of Functions

Log in to the system with current account and have the authority.

Function Usage Scenarios

It is necessary to synchronize all the data and parameters set on the software to the connected device.
Feature Trigger Result

All data on the software is synchronized to the device.

Steps:

e Click [Access Control Module] > [Device] > [Control] to display the control page.
e Click [Synchronize All Data to Devices], click to pop up the interface of synchronizing all data.

Page 104 Copyright © 2022 ABRMATURA LLC. All rights reserved.



ARMATURA ARMATURA ONE User Manual

ARMATURA ONE iE Access

« | {y [ Access ! Device / Device

& Device N Device Name Serial Number IP Address Moev QO

Device _

O Reiresh + New ) Delete  [F Bxpot O Search, 5T Control v {5 Setup v & View and Get Device Info v mmunication v [] Pad Management v

/0 Board Clear Administrator Permission
Device Name Serial Numbas Area Name IP Address' Register Device  Firmware Version Operations
Upgrade Firmware
Door Rebool devi
10.8.14.200 AJYS183160082  Area Name 10814200 "ebootdevice AC Ver 5.7.8.3033 Feb 7 2021 Z 0

S nchronize Time
Reader nchronize Tim

10.8.14.59 CKJX201460013 Area Name 10.8.1459 En: ‘e ZAM170-NF-Ver1.5.40
Auxiliary Input Disable

10814207 CKJF201260077  Area Name 10814207  Synchronize All Data fo Devices - ZAMATO-NF-Ver1 8.12
Auxiliary Output

Event Type O 10.8.51.94 CN30122200002  Area Name 10.851.94 AHSC-1000 AG Ver 10.0.9 Aug 29 2022

ey s aving lline 10814240 6312203500002 Area Name 10.8.14.240 Elite Controler40 AC Ver 5.7.7.hw Dec 21 2020

Device Monitoring
10.8.14.226 CN30122200004 Area Name 10814226 Online AHSC-1000 AC Ver 10.0.9 Oct 9 2022
Alarm Monitoring

Real-Time Monitoring

Topology Management

e Click [Synchronize] to synchronize data to the device.

Synchronize All Data to Devices

Selected Device
@Device Control : 192.168.213.240

W Access Authority #TimeZone, holidays ¥Linkage
Winterlock ¥ AntiPassback ¥ First-Person Open Door
#Multi-Person Open Door ¥Wiegand Format ¥ Auxiliary Output Settings
¥Bg-Verification Options ¥ Auxiliary Input Setting ¥ \Verification Mode Rule

Unselect All

Total Progress

Hidden Info Synchronize Close

Set Up

Background Verification Parameters

Preconditions for Normal Use of Functions

Log in to the system with current account and have authority. When the device is offline, the device has
standard access permissions or the function of denying users’ access.

Function Usage Scenarios
The device connected to the software needs to be verified in the background.
Feature Trigger Result

Enable or disable the background verification function of the device and the permissions when the controller
is offline.

Limit
This feature only available when device is online. If offline will not allow to modify.

Steps:
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e Click [Access Control Module] > [Device] > [Settings] to display the setting page.
e Click [Set BG-Verification Options] and fill in the parameters.

ARMATURA ONE £E Access

« | {y | Access ! Device [ Device

Device A Device Name:

Device

< Refresh

/O Board

Device Name

Door
Reader

Auwsliary Input
Auwsiiary Output
Event Type

Daylight Saving Time
Device Monitoring
Alarm Monitoring
Real-Time Monitoring

Topology Management

10.2.14.200

108 1459

10.8.14.207

1085194

10.8.14.240

108 14226

—+ New

Serial Number IP Address Moev Q O

I Delete

Ser

AJYS183160082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

[F ewot Q Seart ™ Tu Control v {8} Setup v &7 View and Get Device Info ~ (@ Communication ~  [] Pad Management v

‘Set Bg-Verification Options
Area Name IP Address Statul; e Version Operations
Set Device Time Zone

AeaName  10.8.14.200 BIRE  Sotos Regbirfion Dovice S783033Fe072021 4 [
Modily the Fingerprint Idenification Threshold

Area Name 10.8.14.59 S BIELEED CNF-Ver1 5.40

Set Extended Parameters

Area Name 10.8.14.207 S MIP Gz CNF-Vert 812
RS-485 Port Setting

AcaName 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Area Name 10.8.14.240 Elite Controlera0 AC Ver 5.7.7.hw Dec 21 2020

Area Name 10.8.14. 226 AHSC-1000 AC Ver 10.09 Oct 9 2022

e Click [Start] to set up successfully and synchronized to the device.

Set Device Time Zone

Set Bg-Verification Options

‘Set Bg-Verification Oplions
Disable

Standa

Tolal Progress

Preconditions for Normal Use of Functions

Log in to the system with current account.

Function Usage Scenarios

The device time zone configuration is incorrect. The device supports setting the time zone, and the device
time zone is not in the same time zone as the server.

Feature Trigger Result

Synchronize the modified time zone to the device
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Steps:

e Click [Access Control Device] > [Device] > [Set up] to display the setting page.
e Click [Set Device Time Zone], select the time zone.
e Click [Start] to set the time zone and synchronize to the device.

ARMATURA ONE
€Y 1 Access / Device [
& Device Device Name

Device
< Refresh =+ New

110 Board
[J  Device Name

Door
10.8.14.200

Reader

1081459
Auxiliary Input

Auwsdiiary Output 10814.207
Event Type 0 1035194
Daylight Saving Time 10814240
Device Monitoring

108 14 226
Alarm Monitoring

Real-Time Monitoring

Topology Management

e Select the Time Zone

Device

Serial Number

M Delete

Serial Number,

AJYS183160082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

[4 export

Alea Name

Area Name

Area Name

Area Name

Area Name

Area Name

Area Name

Selecied Time Zone
UTC+B:10.851.26

Q search

IP Address

10.8.14.200

1081459

10.8.14.207

1085194

10.8 14 240

108 14 226

TimeZone

IP Address

T v

Status

Online

Online

Set Daylight Saving Time

Total Progress
.

Morev Q O

{83 setup ~ | O3 View and Get Device Info v (@) Communication ¥  [J Pad Management

Set By Verification Options
Set Device Time Zone
Set as Registration Device

e Version Operations

5.7.8.3033 Feb 7 2021 2 W
Modify the Fingerprint Identification Threshold

Set Device In/Out State
Set Extended Parameters

FNF-Verl 540 L‘/

Setup NTP server
RS-485 Port Setting

-NF-Ver1.8.12

AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Elite Controler40 AC Ver 577 hw Dec 21 2020

AHSC-1000 AC Ver 10.09 Oct 9 2022

Set Device Time Zone

(UTC+8)Beijing, Chines

No DST for this Time Zone

e Select [Daylight Saving Time] if Time Zone support
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Set Daylight Saving Time

e Click OK
e  Start to start the process.

Set as Registration Device

Preconditions for Normal Use of Functions

Log in to the system with current account and have the authority.
The connected device supports the registration machine function.
Function Usage Scenarios

Need to automatically upload device data to the software
Feature Trigger Result

Data such as personnel entered by the device and parameters set can be automatically uploaded to the
software.

Steps:

e Click [Access Control Module] > [Device] > [Set up] to display the setting page.
e Click [Set Up Registration Device] to jump to the setting interface.
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ARMATURA ONE iE Access
« |{Y I Access / Device / Device

= Device 4 Device Name Serial Number IP Address moev QO

Device
O Remesn 4 New [ Delete [ Ewon O searcn %% contwi {83 Setup v O viewana GetDeviceino v (@) communication v [J Pad Management v

1/0 Board Set Bg-Verfication Options
[1  Device Name Serial Number recaame IP Address 3 £ Version Operations
Set Device Time Zone

Door o
10814200 AJYS183160082  AreaName  10.8.14.200 g SEIOE I 57.8303Feb72021 4 @

Reader Modify the Fingerprint Identification Threshold

[m} 1081459 CKJX201460013  Area Name 1081459 Sn el B LNF-Ver1 5.40

Auxiliary Input Set Extended Parameters

10.8.14.207 CKJF201260077  Area Name 10.8.14.207 SnLTIP EEEr -NF-Ver1.8.12

Auwliary Output g
wdliary Outpu RS-485 Port Sefting
Event Type O 1085194 CN30122200002 Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022
D iy s O 108 14 240 6312203500002 Area Name 10.8.14 240 e Elite Controler40 AC Ver 57 7.hw Dec 21 2020
Device Monitoring
10814206 CN30122200004  Area Name 10.814.226 e AHSC-1000 AC Ver 10.0.9 Oct 9 2022
Alarm Menitoring

Real-Time Monitoring

Topology Management

Modify Fingerprint Comparison Threshold

Preconditions for Normal Use of Functions

Log in to the system with the current account and have the authority.
Function Usage Scenarios

The fingerprint threshold is wrong or needs to be adjusted.

Feature Trigger Result

Modify the fingerprint threshold, and the fingerprint comparison will be compared according to the fingerprint
threshold.

Steps:

e Click [Access Control Module] > [Device] > [Set up] to display the setting page.
e Click [Modify the Fingerprint Identification Threshold] to exit the setting interface.
e Click [Start] to modify the latest comparison threshold and synchronize to the device.

ARMATURA ONE E2i Access
« |{Y i Access / Device / Device

= Device o Device Name Serial Number IP Address morev QO

Device
O Refresh + New [ pelete [ Bxpot  Q Search = ) setup v & viewand Get Device Info v @) Communication v [] Pad Management

/0 Board Set Bg-Verification Options
Device Name Serial Number Aiea Name 1P Address e Version Operations
£+ Device Time Zone
Door s i )
10814200 AJYS183160082  Area Name 10.8.14.200 Sel 25 Reaisirafion Device 57.8.3033 Feb 7 2021
e Modify the Fingerprint Identiication Threshold
O 1081459 CKIX201460013  Area Name 1081459 TEWE BN i “NF-Ver1 5.40
Auxiliary Input Set Extended Parameters
Aufary Output ) 10.8.14.207 CKJF201260077  Area Name 10814207 e “NF-Ver1.8.12
Y RS-485 Port Setting

Event Type O 1085194 CN30122200002 Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Dy BubsiS o Ee o 108 14 240 6312203500002 Area Name 10.8.14.240 Online  Elite Gontroler4d AC Ver 577 hw Dec 21 2020

Device Monitoring
108 14 226 CN30122200004 Area Name 10.8 14226 Online AHSC-1000 AC Ver 10.0.9 Oct 9 2022

Alarm Monitoring

Set Device In/Out Status

Preconditions for Normal Use of Functions

Log in to the system with current account and have the authority.
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Function Usage Scenarios
In the anti-passback function of the device, the access status of the device needs to be set.
Feature Trigger Result

In the anti-passback zone, strictly abide by the “one in, one out” rule before the verification will open.
Steps:

e Click [Access Control Device] > [Device] > [Set up] to display setting page.
e Click [Set Device In/Out State] to exit the setting interface.

ARMATURA ONE E5i Access
&« | {Y I Access [ Device / Device

e A Device Name Serial Number IP Address moe~ Q. O

Device

O Refresh + New W@ peete  [FEqon  Q searcn 5 Conmatne €03 Setup v O3 viewand GetDeviceinfo ~ (B communication ~  [] Pad Management v

110 Board Set By Verification Options
[0  Device Name Serial Number recaiame IP Address s & Version Operations
3et Device Time Zone

Door .
10.8.14200 AIYS183160082  Area Name 10.8.14.200 Oniinel| S)gs Registration Device 5783033Feb 72021 4
Moty the Fingerprint Identfication Threshold

Set Device In/Out State “NF-Ver1 5.40

Reader

] 10.8.1459 CKJIX201460013  Area Name 10.8.1459
Auiliary Input Set Extended Parameters

Set up NTP server lrennm
RS-485 Port Setting

10814207 CKJF201260077  Area N 10.8.14.207
Auiliary Output 10814200 rea Name

Event Type O 10.8.51.94 CN30122200002  Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 20 2022

Diyicte S gl ] 10814240 6312203500002  AreaName  10.8.14240 Online  Elite Controler40 AC Ver 5.7.7.hw Dec 21 2020

Device Monitoring
10.8.14.226 CN30122200004 Area Name 10.8.14.226 Online AHSC-1000 AC Ver 10.0.9 Oct 9 2022
Alarm Monitoring

Real-Time Monitoring

Topology Management

Set Extended Parameters

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenario

Some data of the device is wrong and needs to be modified.
Feature Trigger Result

You can set the Device Serial Number, Device Type, Firmware Version Number, Auxiliary Input Number,
Auxiliary Output Number, Door Number, Device Fingerprint Version, Number of Readers, etc.

Steps:

e Click [Access Control Device] > [Device] > [Set up] to display the setting page.

e Click [Set Extended Parameters] to jump out of the setting interface and set the corresponding
parameters.

e Click [OK] to synchronize the settings to the device.
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Access

ARMATURA ONE

« |{"y I Access [/ Device / Device

&= Deviee Device Name

Device

—+ New

> Refresh

170 Board
[0  Device Name

Door
30814200

Reader

10.8.14.59
Ausliary Input
Ausiliary Output IS 22

Event Type 185194
Daylight Saving Time 108.14240
Device Monitoring

10.8 14226
Alarm Monitoring

Real-Time Monitoring

Topolagy Management

Set NTP Server

Serial Number

i Delete

Serial Number

AJYS5183160082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

[ Export

sraaine

‘Area Name

Area Name

‘Area Name

Area Name

Area Name

‘Area Name

Preconditions for Normal Use of Function

Q, search

1P Address

10.8.14.200

10.8.14.59

10.8.14.207

1085194

10.8.14.240

10814226

IP Address

—
2
5% Con

Status

Online

Mmoe~ QO

{3} Setup v 7 Viewand Get Device Info v @) Communication +

et Bg-Verification Options

B Version Operations

Se Device Time Zone

Set ¢ ; Regisiration Device e e e 20
Modify e Fingerprint Identification Threshold
Set Device In/Out State lrrem
Set Extended Parameters
Set up NTP server

RS-485 Port Setting

~NF-Ver1812
AHSC-1000 AC Ver 10.0.9 Aug 29 2022
Elite Controler40 AC Ver 5.7.7.nw Dec 21 2020

AHSC-1000 AC Ver 10.09 Oct 9 2022

Log in to the system with the current account and have the authority.

Select target device. Now only AHSC-1000 and AHDU-1X60 support.

Function Usage Scenario
Set the time server for device.

Feature Trigger Result

Device will get time from NTP Server

Steps:

e Click [Access Control Device] > [Device] > [Set up] to display the setting page.
e Click [Set up NTP Server] to interface and set the corresponding parameters.

ARMATURA ONE
« | Y I Access [ Device [

& Device Device Name:

Device

—+ New

< Refresh

110 Board
[  Device Name

Door
10.8.14.200
Reader
1081459
Auwdliary Input
- 10814207
Auxiliary Output

Event Type

Daylight Saving Time

10.8.14.240

Device Monitoring
Alarm Monitoring
Real-Time Monitoring

Topology Management
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Device

Serial Number

M Delete

Serial Numher.

AJYS5183160082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

Export

Area Name

Area Name

Area Name

Area Name

Area Name

Area Name

Area Name

Q, search

1P Address

10.8 14 200

10.8.14.59

10.8.14.207

10.8.51.94

10.8.14.240

10.8 14 226

Copyright © 2022

IP Address

Morev Q. O

{83 setup v & View and Get Device Info mmunication

Set Bg-Verification Options

e Version Operations:

Set Device Time Zone
<et as Regisiration Device
M. dity
Set ‘evice In/Out State

5.7.8.3033 Feb 7 2021 Z W

Fingerprint Identification Threshold
-NF-Ver1.5.40

Set Extended Parameters
S TTPEEE LNF-Ver! 8.12
RS-485 Port Sefting

AHSC-1000 AC Ver 10.0.9 Aug 29

Elite Controlera0 AC Ver 5.7.7.hw Dec 21 2020

AHSC-1000 AC Ver 10.0.9 Oct 32022
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Set up NTP server

Selected Device
@ Not Set : Test

Set up NTF server
Siatus Disable

Server Address Enable
Disable

Total Progress

e Check device setting parameters in selected device window, now it shows not set, it means
Device named Test has not set NTP Server.

e Set [Status] to Enable.

e Set[Server Address], Enter multiple server addresses separated by commas (,) or semicolons (;).

e Click Start

Set RS-485 Port Setting

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Select target device. Now only AHSC-1000 and AHDU-1X60 support.

Function Usage Scenario

Set the Rs-485 Port Parameter for Device Connecting via RS-485

Feature Trigger Result

Secondary Controller/Reader/Expansion Board connect via RS-485 using specific protocol and Baudrate
Steps:

e Click [Access Control Device] > [Device] > [Set up] to display the setting page.
e Click [RS-485 Port Setting] to interface and set the corresponding parameters.
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ARMATURA ONE £ Access
« Y I Access / Device ! Device

&= Device ~ Device Name Serial Number IP Address More v Q [e)

Device

O Refresh =+ New [ Delete [ Expot  Q Search %= ooy {8} Setup v CF View and Get Device Info v mmunication v [] Pad Management

110 Board 3et Bg-Verification Options
Device Name Serial Number Arzeaine IP Address & Version Operations
evice Time Zone

Door .
10245200 AJYS183160082  Area Name 10.8.14.200 & 5.7.8.3033 Feb 72021

Reader Mo ify the Fingerprint Identification Threshold

1081459 CKJX201460013  Area Name 10.8.1459 e “NF-Ver1.5.40
Auwdliary Input SetF tended Paramelers

P — 10.8.14.207 CKJF201260077  Area Name 10.8.14.207 SellviNIERavey CNF-Ver1 8.12
2 P RS-485 Port Seiting

Event Type O 1085184 CN30122200002  Area Name 10.8.51.04 AHSC-1000 AC Ver 10.0.9 Aug 29 2022
D i W 10.8.14240 6312203500002 Area Name 10.8.14.240 Elite Controler40 AC Ver 5.7.7.hw Dec 21 2020
Device Monitoring

10814226 CN30122200004 Area Name 10.8.14.226 Online AHSC-1000 AC Ver 10.0.9 Oct 9 2022

Alarm Monitoring

Real-Time Monitoring

Topology Management

RS5-485 Port Setting

RS-485 Port 1
Protocol Armatura RS-485

Baudraie 9600

RS-485 Port 2
Protocol

Baudraie

RS-485 Port 3
Protocol 0sSDP

Baudraie 115200

Port Introduction

Parameter ‘ Introduction

Protocol Armatura RS-485/0SDP/Aperio

Baudrate 4800/9600/19200/38400/57600/115200
Protocol Armatura RS-485/0SDP/Aperio
Baudrate 4800/9600/19200/38400/57600/115200
Protocol Armatura RS-485/0SDP/Aperio
Baudrate 4800/9600/19200/38400/57600/115200
Protocol Introduction

RS-485 Port 1

RS-485 Port 2

RS-485 Port 3

Protocol Purpose Supported Device

OSDP For Reader/Expansion Board AHSC1000, AHDU1X60
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For primary and secondary
Armatura RS-485 controllers AHSC1000, AHDU1X60
Aperio For ASSA ABLOY Aperio AH30 AHSC1000
e Click OK

View and Get Device Info

Get Device Option

Preconditions for Normal Use of Function
Log in to the system with current account and have the authority.

Function Usage Scenarios

Check whether the device parameters are correct or not. The user needs to view the parameter information

of the device.

Feature Trigger Result

Get the parameters commonly used in the device. For example, after upgrading the firmware, you can use
this operation to update the firmware version of the device in the software.

Steps:

e Click [Access Control Device] > [Device] > [View and Get Device Info] to display the view
page.

e Click [Get Device Option] to jump out of the setting interface, select [OK].

22 Access

ARMATURA ONE

Y / Access [ Device / Device

& Device Device Name Serial Number IP Address

Device

0 Delete

—+ New

[4 export

O Refresh Q search %5 Contret & Setup v

170 Board

Device Name Serial Number Jued Name IP Address Status  Device Model

Door

10.8.14.200 AJYS183160082 Area Name 10.8.14 200 Online inBI0O260 Pro

Reader

1081459 CKJX201460013 Area Name QUE:RER ] SpeedFace-V5L

Auxiliary Input

10.8.14.207 CKJF201260077 Area Name 10.8.14.207

Auxiliary Output

Event Type 1085194 CN30122200002 Area Name 1085194 AHSC-1000

EavRouLar s T Ens) 10814240 6312203500002 Avea Name 10:8.14.240 Elite Controler40

Device Monitoring

10.8.14.226 CN30122200004 Area Name 10.8.14.226 AHSC-1000

Alarm Monitaring
Real-Time Monitoring

Topology Management

Get Personnel Information

Preconditions for Normal Use of Function
Log in to the system with current account and have the authority.

Function Usage Scenarios
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SpeedFace-V5LI..

Copyright © 2022 ARMATURA LLC.

moev Q. O

{7 View and Get Device Info ~ @ Communication v [ Pad Management v
Get Device Option

Get Personnel Information

re Version Operations

Cell e 57.6.3033 Feb 7 2021

View Rules of Devices

View Device Capacity e

ZAM1T0-NF-Ver1.8.12
AC Ver 10.0.9 Aug 29 2022
AC Ver 577 hw Dec 21 2020

AC Ver 10.0.9 Oct 9 2022
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Query the overall personnel information of the device, including personnel personal information.

Feature Trigger Result

Obtain personnel, fingerprints, finger veins, and facial data in the device or obtain the corresponding

number.

Steps:

e Click [Access Control Device] > [Device] > [View and Get Device Info] to display the view

page.

e Click [Get Personnel Information] to exit the interface.
e Click [Start] to get the corresponding data from the device to the software.

ARMATURA ONE £ Access

« (! Access | Device |
Device . Device Name
Device

< Refresh =+ New

/O Board
Device Name

Door
10.8.14.200

Reader

1081459
Audliary Input

Auwdiiary Output 10.814.207
Event Type O 10.8.51.94
Daylight Saving Time TR
Device Menitoring

10.8.14 226
Alarm Monitoring

Real-Time Monitoring

Topology Management

Get Transactions

Device

Serial Number IP Address moew Q O

i Delete

Serial Number

AJYS183160082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

[4 Bpot  Q Seach 58 Control v 3 xR Viewand Get Devicelnio ¥ @) Communication ~  [] Pad Management ~

Get Device Oplion
Area Mere 1P Address Status  Device Model re Version Operations
Get Personnel Information

Area Name 10.8.14.200 Onine  inBIO260Pro | St Transactions 5.7.6.3033 Feb 7 2021
View Rules of Devices

Area Name 10.8.1459 SpeedFace v5L, View Device Capacity 0-NF-Ver1 5.40

Area Name 10.8.14.207 SpeedFace-V5L[ ZAMITO-NF-Vert 812

Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Area Name 10.8.14 240 Online Elite Controler40 AC Ver 57.7 hw Dec 21 2020

Area Name 10.8.14.226 Online  AHSC-1000 AC Ver 10.0.9 Oct 9 2022

Get Personnel Information

Selecied Device
(®ADU1460 - 10.8.16.49

(® Obtain personnel information (C Obtain fingerprint information
Obtain Face Piciure Information
() Obtain Palm information

Total Progress
. _________________________________________5 ]

Preconditions for Normal Use of Function

Log in to the system with current account and have the authority.
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Function Usage Scenarios

Need to obtain a new record or all records of the events of the connected device
Feature Trigger Result

Obtain the event records in the device to the system

Steps:

e Click [Access Control Device] > [Device] > [View and Get Device Info] to display the view
page.

e Click [Get Transactions] to exit the interface.

e Click [Start] to get the corresponding data from the device to the software.

ARMATURA ONE HE Access
« |{Y 1 Access f Device / Device

= Device £ Device Name Serial Number IP Address moev QO

Device

O Reresn + New ] Delete [fEpont  Q searen %8 contol v {83 smanie ) viewand Getpevice info v @) communicaton v [] PadManagement v

1/0 Board Get Device Option
Device Name Serial Number Atea o 1P Address Status | Device Model re Version Operations
Gut Personnel Information
oy Get Transactior
10814200 AJYS183160082  Area Name 10.8.14.200 Online  inBIO260 Pro ELTansactions 57.8.3033 Feb 7 2021 [

- View Rules of Devices
10.8 1450 CKIX201460013  Area Name 10.8.14.50 SpeedFace vl View Device Capacity )-NF-Verd 5.40

Ausiliary Input

" 10.8.14.207 CKIF201260077  AreaName 10.8.14.207 SpeedFace-VSLI. ZAMTO-NF-Ver1.8.12

Auxiliary Output

Event Type 5] 10.85194 CN30122200002  Avea Name 1085104 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Daylight Saving Time 10.814240 6312203500002 Area Name 10.8.14.240 Online  Elite Controler40 AC Ver 5.7.7.1w Dec 212020

Device Monitoring
10814226 CN30122200004 Area Name 10814226 Online AHSC-1000 AC Ver 10.09 Oct 9 2022
Alarm Monitoring

Real-Time Monitoring

Topology Management

e On Get Transactions interface, click Get All Transactions> Start.

Get Transactions

DU1460 - 10.8.16.49

@ Get New Transactions (O Get All Transactions

Total Progress
. _______________________________N ]

1)  When the network is in good condition and the communication between the system and the device
is normal, the system will obtain the event record in the device in real-time and save it in the database.)
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2) When the communication is interrupted, the event record in the device is not uploaded to the
system in real-time. At this time, you can perform this operation to manually obtain the event record in the
device. By default, the system will automatically obtain event records from the device at 00:00 every day.

zNote:

The access control device can store up to 100,000 event records, and if the record exceeds 10,000, the
device will automatically delete the earliest saved records (by default, 10,000 records will be deleted).

View Rules of Devices

Preconditions for Normal Use of Function
Log in to the system with current account and have the authority. Ensure the device is online.
Function Usage Scenarios

When the software needs to use the Access Control function, it needs to obtain the access control settings
in the device.

Feature Trigger Result
View device access control rules.
Steps:

e Click [Access Control Device] > [Device] > [View and Get Device Info] to display the setting
view page.
e Click [View Rules of Devices] to exit the Access Control rules interface in the device.

ARMATURA ONE HHECE

Y I Access / Device / Device

(Y T Device Name Serial Number 1P Address Morev Q O

Device
O Refresh - New W peiete  [fEwon  Q search 5T contol v fStawi’v | B viewand GetDeviceinfo v (@ communicaton v [J PadManagement v
110 Board Get Device Option
O  Device Name Serial Number Ateadiene 1P Address Status  Device Model Te Version Operations
C °t Personnel Information
Doar

Get Transactions

iug 14200 AJYS183160082 ‘Area Name 10.8.14 200 Online inBIO260 Pro 5783033 Feb 7 2021

Reader View Rules of Devices
O 10.8.14.59 CKJX201460013  Area Name 10.8.14.59 SpeedFace-vsl, View Device Capacity D-NF-Verl 5.40
Auwliary Input

- 10.8.14.207 CKJF201260077 Area Name 10.8.14.207 SpeedFace-V5LI.. ZAM170-NF-Ver1.8.12
Auxiliary Output
Event Type O 1085194 CN30122200002 Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Daylight Saving Time 10.814.240 6312203500002  Area Name 10.8.14.240 Online  Elite Controler40 AC Ver 5.7.7.Iw Dec 21 2020

Device Monitoring
10.8.14.226 CN30122200004 Area Name 10.8.14.226 e AHSC-1000 AC Ver 10.0.9 Oct 9 2022
Alarm Monitoring

Real-Time Monitoring

Topology Management

View Device Capacity

Preconditions for Normal Use of Function
Log in to the system with current account and have the authority.
Function Usage Scenarios

It is necessary to check whether the data of the device and the software are consistent.
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Feature Trigger Result

Query the capacity of each data of the device, such as the number of personnel, the number of fingerprints,
etc.

Steps:

e Click [Access Control Device] > [Device] > [View and Get Device Info] to display the view
page.

e Click [View Device Capacity] to pop out the interface.

e Click [View] or [View All] to get the corresponding data from the device to the software.

ARMATURA ONE i Aecess
« | {Y I Access | Device | Device
&= Device - Device Name Serial Number IP Address More v Q 0

Device

O Refresh =+ New [ Delete  [F Expot O, Search %= Control v st~ &Y View and Get Device Info. v Communication v [] Pad Management v

110 Board Get Device Option
Device Name Serial Number Area Mame 1P Address Status Device Model re Version Operations
Ge. Personnel Information
Door

Get Ti. nsactions

200 AJYS183160082 Area Name 10.8.14.200 Online inBI0260 Pro 5783033 Feb 7 2021 L‘/ m

- View Rules of Devices
10.8 1450 CKJX201460013  Area Name 10.8.1459 SpeedFace V5L View Device Capacity 0-NF-Verd 5.40

Ausillary Input

) 10814207 CKJF201260077  AreaName 10814207 SpeedFace-V5L]. ZAMI70-NF-Ver! 8 12

Auiliary Output

Event Type O 1085194 CN30122200002  AreaName  10.8.51.04 AHSC-1000 AC Ver 10.0.9 Aug 202022

L e W 10.8.14.240 6312203500002  Area Name 1048.14.240 Elite Controlerd0 AC Ver 5.7.7.hw Dec 212020

Device Monitoring
10.8.14.226 CN30122200004 Area Name 10.8.14.226 Online AHSC-1000 AC Ver 10.0.9 Oct 9 2022
Alarm Monitoring

Real-Time Monitoring

Topology Management

View Device Capacity

(=]

108 16.49

Communication

Modify IP Address

Preconditions for Normal Use of Function
Log in to the system with the current account and have the authority. The device is online.
Function Usage Scenarios

The software needs to modify the IP address.
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Feature Trigger Result
Modify device IP address.
Steps:

e Click [Access Control Device] > [Device] > [Communication] to display the view page.
e Click [Modify IP Address] to jump out of the interface.

ARMATURA ONE £E Access

« | {} I Access |/ Device / Device

& Device -~ Device Name Serial Number IP Address morev QO

Device
O Reesh 4+ New [ Delete  [] Bpon  Q search %8 convol v {8} setup v O viewanacoinenewic v @ communicaton ~  [J Pad Management v
110 Board Modiy IP Address
O  Device Name Serial Number Area Name P Addzass Sialus  Device Model Register Device  Firmware Ve
Modity Communication Password
Modily RS485 Address

Switch Network Connection

Door
108 34200 AJYS183160082  Area Name 10.8.14.200 Oniine  inBIO260 Pro AC Ver5.7.¢

Reader

[m} 1081459 CKJX201460013 Area Name 1081459 SpeedFace-V5L[P] ZAM170-NF-Ver1 540
Awliary Input

10814 207 CKJF201260077 Area Name 10.8.14 207 SpeedFace-V5L].. ZAM170-NF-Ver1 8.12
Awdliary Output
Event Type O 1085194 CN30122200002 Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Dyt avaw Ens) 10.8.14240 6312203500002 Area Name 10.8.14.240 Oniine  Elite Controler40 AC Ver 5.7.7.nw Dec 21 2020

Device Monitoring
10814226 CN30122200004 Area Name 10.8.14226 Online AHSC-1000 AC Ver 10.0.9 Oct 9 2022
Alarm Menitoring

Real-Time Monitoring

Topology Management

#Note:
Gateway and IP address must be in the same network segment

Modify Communication Password

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. The device is online.
Function Usage Scenarios

Software needs to view system parameters.

Feature Trigger Result

Get system parameters.

Steps:

e Click [Access Control Device] > [Device] > [Communication] to display the view page.
e Click [Modify Communication Password] to jump out of the interface.
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Y 1| Access / Device / Device

= Devic . Device Name Serial Number IP Address Moev Q O

Device

i Refresh __ —+ New [ pelete [ Ewot  Q Search 1= Contol v {8} Setup v &7 Viewand Get Device Info ~ (&) Communication v

0 Modify IP Address
D ERE O  Device Name Serial Number Area Name Nz‘x’"‘ OB =P Kaarees Qitun i Reqi

Modify Communication Password
Door i
10.8.51.26 7440213800010 Area Name Wired 10.851.26 ADU1460 Modily RS485 Address 2

Switch Network Connection
Reader

m} 10.8.16.49 7440213800050 Area Name 10.8.16.49 ADU1460 AC Ver 10.0.8 Aug 15 2022
Auxiliary Input
10816217 CN30422200018 test 10816217 AHDU-1460 AC Ver 10.0.8 Aug 2 2022
Auxiliary Output

Event Type O 10816130 CN30422290022 Area Name 10.8.16.130 AHDU1460 AC Ver 10.0.8 Aug 2 2022

Daylight Saving Time ] 10.8 16.205 7440213800046 Area Name 10.8.16.205 ADU1460 AC Ver 10.0 6 May 18 2022

Device Monitoring

1081621 CN30422260001 Area Name 1081621 AHDU1460 AC Ver 10.0.8 Aug 19 2022

Modify RS485 Address

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

Software needs to view system parameters.

Feature Trigger Result

Get system parameters.

Steps:

e Click [Access Control Device] > [Device] > [Communication] to display the view page.
e Click [Modify RS485 Address] to jump out of the interface.

« {3 1| Access / Device / Device

) e . Dovice Name: Serial Number IP Address More~ Q O

Device = —
2 Refresh + New [ Detete [ Expot  Q Sea %% contol v {83 Setup v & View and Get Device Info ~ ¢ @) Communication v
0 Bos - - Modify 1P Address
/0 Board Device Name Serial Number Area Name : ection___, s Status  Device Model Regi
Modify Communication Password
Door i
1085126 7440213800010 Area Name 1085126 ADU1460 Modily RS485 Address
Switch Network Connection
Reader
108.16.49 7440213800050 Area Name 10.8.16.4 ADU1460 AC Ver 10.0.8 Aug 15 2022

Awdliary Input

10816217 CN30422200018 test 10816217 Onling AHDU-1460 AC Ver 10.0.8 Aug 2 2022
Awdliary Output

Eventiiyne) 0 10.2.16.130 CN30422200022  Area Name 10.8.16.130 AHDU1460 AC Ver 10.0.8 Aug 2 2023

Daylight Saving Time O 10.8.16.205 7440213800046 Area Name 10.8.16.205 Online  ADU1460 AC Ver 10.0.6 May 18 2022

Device Monitorin
g 10816211 CN30422260001  Area Name 10.8.16.211 AHDU1460 AC Ver 10.0.8 Aug 19 2022

Only the devices that use RS485 communication and with no DIP Switch can modify RS485 address.

Switch Network Connection

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. The device is online.
Function Usage Scenarios

Software needs to view system parameters.

Feature Trigger Result
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Get system parameters.
Steps:

e Click [Access Control Device] > [Device] > [Communication] to display the view page.
e Click [Switch Network Connection] to jump out of the interface.

« Y [ |Access [ Device ! Device

= Device N Dévice Name Serial Number IP Address morevy QO

Device

O Refresh - New [ Delete  [F Bxpot  Q Search 5% Contol v {8} Setup v &3 View and Get Device Info v “f8) Communication_~

C Moy IF Address
V0 Board O  Device Name Serial Number Asoaiane Network Comection - p pggress Status  Device Model Regit
- Modify Communication Fassword
Door .
1085126 7440213800010  Area Name Wired 1085126 ADIIH460 Modily RS485 Address 2

‘Switch Network Connection
Reader
a 1081649 7440213800050 Arga Name 10.8.16.49 ADU1460 AC Ver 10.0.8 Aug 15 2022
Auxiliary Input
a 10816217 CN30422200018 test 10.8.16.217 Online AHDU-1460 AC Ver 10.0.8 Aug 2 2022
Auxiliary Output

Event Type 10.8.16.130 CN30422290022  Area Name 10.8.16.130 AHDU1450 AC Ver 10.0.8 Aug 2 2022

Daylight Saving Time O 10.8.16.205 7440213800046 Area Name 10.8.16.205 Online  ADU1460 AC Ver 10.0.6 May 182022

Device Monitoring

10316211 CN30422260001  Area Name 10.8.16.211 AHDU1460 AC Ver 10.0.8 Aug 19 2022

This function is applicable to InBio5 series access control panels, which is used to switch among different
network connection modes of the control panel.

Pad Management

Set the Login User Password

Preconditions for Normal Use of Functions

Log in to the system with the current account and have the operation authority for this function. Only
selected devices have this function.

Function Usage Scenarios

The administrator forgets the login password of the connected device and need to change to a new login
password.

Feature Trigger Result

The login password is successfully modified, and a new login password is required when operating the
device.

Steps:

e Click [Access Control Module] > [Device] > [Pad Management] to display the control page.
e Click [Set the Login User Password] to set.
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ARMATURA ONE

ZAMTTO-NF-Ver1 5.4

Pad Management-Reset Device Resources

Preconditions for Normal Use of Functions

Log in to the system with the current account and have the authority.

Function Usage Scenarios

The resource configured on the software is wrong and needs to be reconfigured.

Feature Trigger Result

Reset the resource configuration in the [Pad Resources] on the software to the initial state.
Steps:

e Click [Access Control Module] > [Device] > [Pad Management] to display the control page.
e Click [Reset Device Resources].

ARMATURA ONE £52 Access
« | {Y ! Access | Device / Device
= Deviee & Devicetiane Serial Number 1P Address o @ D)

Device
Owreresn 4 New [ peete [FBoot Q Seaen 58 comwol v {83 setup v & Viewand Get Devicelnfo v () commusiin v [ PadManagement v

110 Board Set The Login User Password
O  Device Name Serial Number ArcaName P Addres: tatas™ Dewce Model Register Device  Fimware Version
Reset Device Resources
Door s
10814200 AJYS183160082  Area Name 10.814.200 inBI0260 Pro AC Ver 57.8.3033 Feb 7 2021 LHIERT Faue R
o Set Cloud Server Parameters
(m] 1081450 CKJX201460012  Area Name 1081459 SpeedFace-V5LIP] ZAM1T0-NF-Ver1 5.40 E= I
Auxiliary Input Set DatesTime
. 10.8.14.307 CKIF201260077  Area Name 10.8.14.207 SpeedFace V5L ZAMA70-NF-Verd £.12 Set Access Record
Auxiliary Output R
Set Face Param
Event Type =] 1085194 CN30122200002  Area Name 10.8.51.94 AHSC-1000 AC Ver 10.0.9 Aug 29 2022 T R I R

Set The Sleep Time
Set HEP Parameters

e S U o 10814340 6312203500002 Area Name 10.8.14.240 Online  Elite Coniroler40 AC Ver 5.7.7.nw Dec 21 2020

Get Device Log

Device Monitoring Download Lag File
10814226 CN30122200004 Area Name 10.8.14.226 AHSC-1000 AC Ver 10.0.9 Oct 9 2022 QUL

Alarm Monitoring Query Device Information
Query Device Fimware
Real-Time Monitoring
nirol Settings
Topology Management —
Control Par:

View System Parameters

e Click [Start] to reset device resources.
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Selected Device

Total Progress

Reset Device Resources

Hidden Info

Set Echo Parameters

Preconditions for Normal Use of Functions

Log in to the system with the current account and have the authority. Ensure that the device is online.

Function Usage Scenarios

When verifying device personnel, you need to modify whether the personnel is displayed on the device.

Feature Trigger Result

If the software is checked, the personnel number will be displayed during verification; if it is not checked, the

personnel number will not be displayed during verification.

Steps:

e Click [Access Control Device] > [Device] > [Pad Management] to display the setting page.
e Click [Set Echo Parameters] to jump out of the setting interface, choose whether to echo.
e Click [Start] to synchronize the settings to the device.

ARMATURA ONE

«
Device ~
Device

1O Board

Door

Reader

Awliary Input

Ausiliary Output

Event Type

Daylight Saving Time

Device Monitoring

Alarm Monitoring

Real-Time Monitoring

Topology Management

5% Access
Y} ! Access /| Device I

Device Name

=+ New

O Refresh
O  DeviceName
10.5.14200
] 10.8.1450
10.8.14207
1085194
10.8.14240

10814226

Device

Serial Number

@ Delete

Serial Number

AJYS183160082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

[ Export
Area Name

Area Name
Area Name
Area Name
Area Name
Area Name

Area Name

Q, searcn

1P Address.

10.8.14.200
10.8.14.59
10.8.14.207
10.851.84
10.8.14.240

10.8.14.226

IP Address

55 G v
5= Control

SiEs  Device Model

Oniine  inBIO260 Pro
SpeedFace-V5L[P|
SpeedFace V5L
AHSC-1000

Elite Conlroler40

AHSC-1000

{3 setup v ©F view and Get Deyice Infn

morev QO

Register Device  Firmware Version

AC Ver 5.7.8.3033 Feb 7 2021
ZAM1T70-NF-Verl 5.40
ZAM170-NF-Ver1.8.12

AC Ver 10.0.9 Aug 29 2022
AC Ver 5.7.7.hw Dec 212020

AC Ver 10.0.9-0ct 9 2022

munication v [] Pad Management v

Set The Login User Password
Reset Device Resources

Set Echo Parameters

Set Cloud Server Parameters
Set Access Parameter

Set Date&Time

Set Access Record

Set Face Param

Temperature Management

Set The Skeep Time:

Set HEP Paramelers

Get Device Log

Download Log Fie

Query Device Information

Query Device Firmware:

Query Date&Time

View Access Control Seftings
View Device Temperature

View Access Control Parameters

View System Parameters

On Set Echo Parameters interface, click Whether to Display the Personnel Number> Start.
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Set echo parameters

‘Whether fo display the personnel number

Total Progress

Set Cloud Server Parameters

Preconditions for Normal Use of Functions

Log in to the system with the current account and have the authority. Ensure that the device is online and
supports this function.

Function Usage Scenarios

The device needs to connect to the corresponding server and perform operations, such as Background
Comparison. Local Priority, etc.

Feature Trigger Result

The device can connect to the corresponding server through the Set Server Address and perform
corresponding operations.

Steps:

Page 124

Click [Access Control Device] > [Device] > [Pad Management] to display the setting page.

Click [Set Cloud Server Parameters] to exit the setting interface.
Click [OK] to synchronize the settings to the device.

ARMATURA ONE £3 Access
Y I Access | Device / Device

Device Device Name Serial Number IP Address Moev QO

Device _

< Refresh + New @ Delete  [[Ewot  Q Seacn  3E conmol v {8} Setup v & View and Get Device Infn,.

1/0 Board
[J  Device Name Serial Number Area Name IP Address. Swlis Device Model Register Device ~ Firmware Version

Door
10.2.13.200 AJYS183160082 Area Name 10.8.14.200 inBIO260 Pro AC Ver 5.7.8.3033 Feb 7 2021

Reader
10.8.14.59 CKJX201460013 Area Name 1081459 SpeedFace-V5L[P] ZAMAT0-NF-Ver1.5.40
Auxiliary Input
10.8.14 207 CKJF201260077 Area Name 10.8.14 207 SpeedFace-V5L[ ZAM1T0-NF-Ver1.8.12
Auxiliary Output

Event Type O 1085104 CN30122200002  Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

Daylight Saving Time ] 10.8.14.240 6312203500002  Area Name 10.3.14.240 € Elite Controler40 AC Ver 5.7.7.hw Dec 21 2020

Device Monitoring
10.8.14.226 CN30122200004 Area Name 10814226 AHSC-1000 AC Ver 10.0.9 Oct 9 2022
Alarm Monitoring

Real-Time Monitoring

Topology Management

[ PadManagement

Set The Login User Password
Reset Device Resources

Sc Echo Parameters

Set Cloud Server Parameters
Set Access Parameter

Set Date&Time

Set Access Record

Set Face Param

Temperature Management
Set The Sleep Time

SetHEP Parameters

Get Device Log

Download Log File

Query Device Information
Query Device Firmware
Query Date&Time

View Access Control Settings
View Device Temperature
View Access Control Parameters

View System Parameters
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e On the Set Cloud Server Parameters interface, fill all the fields and click [OK].

Set cloud server parameters

Fields are as follows:

Use Cloud Comparison: Set cloud server parameters and comparison modes for standard devices: -

Comparison Mode Description

Personnel data is stored in the device, only in the

Local Match Mode ; :
device for comparison.

Personnel data is stored in the software, Personnel

Background Match Mode comparison is stored in the software.

Personnel data is stored both in the software and
the device. Use device comparison for priority. If
person is not found or in low similarity in the device,
then would turn to software in second comparison.

Local Match Priority Mode

Personnel data is stored both in the software and
Background Match Priority | the device. Use software comparison for priority if
Mode device were offline then would use device for local
comparison.

Personnel data is stored both in the software and
Mixed Match Mode the device, The comparison is performed
simultaneously in the device and in the software.

Cloud Sever Type: Optional for IPaaS/Biosecurity/Pangu/Smart Park (ROMA)/Video Cloud (VCM), in
software we use Biosecurity.

Face Similarity Threshold: It is required to compare the percentage value of face similarity, the higher the
value, the higher the security.

Asynchronous Comparison: With this function on, multiple comparisons will be performed at the same time.

Access Logic: Whether to support system access control logic.
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#Note:
The device needs to be online for the settings to take effect.

Set Access control Parameters

Preconditions for Normal Use of Functions

Log in to the system with the current account and have the authority. Make sure the device is online and
supports this function.

Function Usage Scenarios

The access control parameters of the device connected to the current software are wrong or need to be
adjusted.

Feature Trigger Result
Set the required access control parameters, such as Gate Mode and Door Open Mode.
Steps:

e Click [Access Control Device] > [Device] > [Pad Management] to display the setting page.

e Click [Set Access Parameter] to jump out of the setting interface and set the corresponding
parameters.

e Click [OK] to synchronize the settings to the device.

ARMATURA ONE HHf Accsas
« (Y / Access / Device / Device

& Device a Deyice Name Serial Number IP Address morew QO

Device
< Refresh + new  Moeete [FEmon  Q searcn 5T contol v {8} setup v & viewand GetDeviceinfo v @) Communication v [] PadManagement

10 Board Set The Login User Password
O  DeviceName Serial Number Area Name 1P Address Status WEUiSter Device  Firmware Version
Reset Device Resources
Door Se: Echo Paramet
108 14 200 AGY5183160082  Area Name 10.8.14.200 Online  iNBIO260 Pro AC Ver 5.7.8.3033 Feb 7 2021 SO0 Farameters
Reader Set Clu 4 Server Parameters
‘Set Access Parameer

m] 1081459 CKIX201460013  Area Name 1081459 SpeedFace-V5LIP] ZAM170-NF-Ver1 5.40
Auxiliary Input Set Date&Time

. 10814207 CKIF201260077  AreaName 10814207 SpeedFace-VLL. ZAMITO-NF-Verl 812
Auxiliary Output
Event Type m| 1085194 CN30122200002  Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022 fentetae e
Set The Sleep Time
DavaaiSaRnlIzEe O 108 14240 6312203500002  Area Name 108.14.240 Online  Elite Gonlroler40 AC Ver 5.7.7.hw Dec21 2020 SR L ER RS
Get Device Log

Device Monitoring Download Log Fie
10814226 CN30122200004 ‘Area Name 10.8.14.226 C 3 AHSC-1000 AC Ver 10.0.9 Oct 9 2022 LS

PrT— Query Device Information
Query Device Firmware
Real-Time Monitoring Query DatesTime
View Access Control Saftings
jlopeicay/Management View Devica Temperature
View Access Control Parameters

View System Parameters

e  On Set Access Parameter interface, select Gate Mode and Open Mode.
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Set access parameter

Gate mode

Open mode

The corresponding door opening combination method should be selected according to the different device
on site.

e Set the device's door opening combination method.

Set access parameter
Selected Device

The following devices are online, please operate!
192.168.213.226

Gate mode 4

Open mode Relay

Relay

Serial port

The corresponding door opening combination method should be selected according to the different device
on site.

Set Date & Time

Set the method of device synchronization time.

The device can be set to automatically synchronize from the NTP address or synchronize the date, time,
and time zone parameters of software system.

Preconditions for Normal Use of Functions

Log in to the system with current account and have the authority.

Function Usage Scenario
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The user needs to modify the device date, date format, setting method.

Feature Trigger Result
Synchronize the set time format data to the device

Steps:

Click [OK] to synchronize the settings to the device.

2 Access

ARMATURA ONE

« Y ! Access / Device / Device

& Device - Device Name Serial Number IP Address

Device

@ Delete

{33 setup v

Duvice mvtel

[4 Bport 58 Control v

Q, search

IP Address

-+ New

< Refresh

1O Board
Device Name Serial Number Area Name Statue

Door

AJYS183160082  Area Name 10.8.14.200 inBI0260 Pro

Reader

10.8.14.59 CKJX201460013  Area Name 10.8.14.59

Awdiary Input

10.8.14.207 CKJF201260077  Area Name 10.8.14.207

Awdiiary Output

Event Type 1085194 CN30122200002  Area Name 10.851.94 AHSC-1000

CayAtss gl 10.8.14.240 6312203500002 Area Name 10.8.14.240 Elite Controler40

Device Monitoring

10814226 CN30122200004  Area Name 10.8.14.226 AHSC-1000

Alarm Monitoring
Real-Time Monitoring

Topology Management

Method.

Use 24-hour format
Date format

Setling method

Total Progress
L _________________________________________§ ]

Click Start to start the process.

= Note:
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Click [Access Control Device] > [Device] > [Pad Management] to display the setting page.
Click [Set Date & Time] to jump out of the setting interface and set the corresponding parameters.

Morev QO

O PadManagement v

E3 View and Get Device Info v () Communicafion

Set The Login User Password
Register Device Firmware Version
Roset Device Resources.

AC Ver 5.7.8.3033 Feb 7 2021 S D RIS
Set Clt 0 Server Parameters

AR aT Set Access Parameler

Set DatesTime

AT OE Set Access Record

Set Face Param

Temperalure Management

Set The Sieep Time

Set HEP Parameters

AC Ver 10.0.9 Aug 29 2022

AC Ver 5.7.7.1w Dec 21 2020
Get Device Log
AC Ver 10.0.9 Oct 82022 Dol byl

Query Device Information

Query Device Firmware

Query Date&Time

View Access Control Settings

View Device Temperature

View Access Conlrol Parameters

View System Parameters

On Set Date Time interface, select Use 24 Hour Format and then choose Date Format and Setting

YYYY-MM-DD

~

ZKBiosecurity platforr
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If the device is set to NTP synchronization mode, you need to wait for the device to synchronize the NTP
time successfully or fail before the process ends.

Set Access Control Records

Preconditions for Normal Use of Function

Log in to the system with current account and have the authority. Ensure the device is online and supports

this function

Function Usage Scenario

Need to modify the display delay time of access control verification and face comparison interval.

Feature Trigger Result

Modify the access control display delay time and face comparison inter to the device.

Steps:

e Click [Access Control Device] > [Device] > [Pad Management] to display the setting page.
e Click [Set Access Record] to jump out of the setting interface and set the corresponding

parameters.

e Click [OK] to synchronize the settings to the device.

ARMATURA ONE

«

& Device -

Device

110 Board

Door

Reader

Auxiliary Input

Auxiliary Output

Event Type

Daylight Saving Time

Device Monitoring

Alarm Monitoring

Real-Time Monitoring

Topology Management

I Access

Y | Access ! Device |

De

C Reiresh

wice Name

~+ New

Device Name

10.8.14200

10.8.1459

10.8.14.207

10.8.51.94

10.8.14.240

10.8.14.226

Device

Serial Number

T Delete

Serial Number

AJYS183160082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

[4 Ewont
Area Name

Area Name
Area Name:
Area Name
Area Name:
Area Name

Area Name:

Q, search

IP Address

10.8.14.200
10.8.1459
10.8.14.207
10.8.51.94
10.8.14.240

10.8.14.226

IP Address

Ly v
2% Control
Uevice Model

inBI0260 Pro
SpeedFace-VLIP]
SpeedFace VL[
AHSC-1000

Elite Controler40

AHSC-1000

Morev QO

{3} setup v 5 view and Get Device Info_x.... s

Register Device

Hiliauon v

Firmware Version

AC Ver 5.7.8.3033 Feb 7 2021

ZAM1T0-NF-Ver1 5.40

ZAMATO-NF-Ver1 £.12

AC Ver 10.0.9 Aug 29 2022

AC Ver 5.7.7.hw Dec 21 2020

AC Ver 10.0.9 Oct 9 2022

[ PadManagement v

Set 1ne Lugin User Password

1\, Reset Device Resources

et Echo Parameters
Se: loud Server Parameters
Set Ac vess Parameter

Set DateaTime

Set Access Record

Set Face Param

Temperature Management

Set The Sleep Time

Set HEP Paramelers

Get Device Log

Download Log File

Query Device Information

Query Device Firmware

Query Date&Time

‘View Access Control Setings
View Device Temperature

View Access Control Parameters

View System Parameters

e Onthe Set Access Record interface, enter Verification Information Display Delay and Face
Comparison Interval. Then click OK.
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Set access record

Verification information display delay

Face comparison interval

Set Face Parameters

Preconditions for Normal Use of Function

Log in to the system with current account and have the authority. Ensure the device supports face
recognition.

Function Usage Scenarios

The face parameters in the device needs to be adjusted.
Feature Trigger Result

Modify face parameters and synchronize devices.
Steps:

e Click [Access Control Device] > [Device] > [Pad Management] to display setting page.

e Click [Set Face Parameters] to jump out of the setting interface and set the corresponding
parameters.

e Click [OK] to synchronize the settings to the device.
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ARMATURA ONE

e On the Set Face Parameters interface, after entering value in all fields, click OK.

Set face param

Temperature Management

Preconditions for Normal Use of Function

Log in to the system with current account and have the authority. The device supports temperature control
function.

Function Usage Scenarios

The device connected to the software needs to adjust the values of low temperature heating and high
temperature reset.

Feature Trigger Result
Send the set value to the device, and trigger according to this value at low temperature or high temperature.
Steps:

e Click [Access Control Device] > [Device] > [Pad Management] to display the setting page.
e Click [Temperature Management] to jump out of the setting interface and set the corresponding
parameters.

e Click [OK] to synchronize the settings to the device.
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ARMATURA ONE EE Access
« |{y I Access | Device / Device
& Device " Device Name Serial Number 1P Address morev QO

Device

O Refresh =+ New [ peete  [fEpot  Q seacn 35 control v {8} Setup v B Viewand GetDeviceinfo v @) Commumication [ Padmanagement v

1/O Board Set The Login User Password
[0  Device Name Serial Number Area Name IP Address ahine Sevice model Register Device  Firmware Version 1

Reset Device Resources
Door

AJYS183160082  AreaName 10.8.14.200 Online  iNBIO260 Pro AC Ver5.7.8.3033 Feb 7 2021 FEEDRIECED
Reader SeiCloud Server Parameters
10.8.1459 CKJX201460013  Area Name 10.3.14.59 SpeedFace-V5L[F] ZAM1T0-NF-Ver1 5.40 Srif Sl
Auxiliary Input Set Date ) Time:
10.8.14207 CKJF201260077  AreaName 10.8.14207 Sp ZAMIT0-NF-Ver1 8.12 LR
Set Face Param

Auxiliary Output

Event Type O 1085194 CN30122200002  AreaName 10.8.51.94 AHSC-1000 AC Ver 10.0.9 Aug 29 2022 - ISR
Set The Sleep Time

Daylight Saving Time 10814200 63023600002 MeaName 10314200 e Eite Convolerso AC Ver 577 1w Dec 21 2020 SetHEP Parameters

Get Device Log
Device Monitoring .
10814226 CN30122200004  Area Name 10.8.14.226 e AHSC-1000 AC Ver 10.0.9 Oct 8 2022 ossicall salis

JR—— Query Device Information
Query Device Firmware

Real-Time Monitoring Query Date&Time

'View Access Control Settings
Topology M: t

B View Device Temperature
View Access Control Parameters

View System Parameters

e On the Temperature Management interface, enter Low Temperature Loading Value, High
Temperature Reset Value and click OK.

Temperature management

Low temperature loading value

High temperature reset value

Set the Sleep Time

Preconditions for Normal Use of Function

Log in to the system with current account and ensure the device is online.
Function Usage Scenario

The device needs to go to dormant status when it has not been operated for a time.
Feature Trigger Result

The device is inactive according to the set sleep time.

Steps:

e Click [Access Control Device] > [Device] > [Pad Management] to display the settings page.
e Click [Set the Sleep Time] to exit the setting interface and set the corresponding parameters.
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e Click [OK] to synchronize the settings to the device.

ARMATURA ONE

v [ Paamanagement

1081459 5i ZAMITO-NF-Ver1 5.40

10.8.14.207 ZAMITO-NF-Ver1 8.12

1085104 c iz 1085194 AC Ver 1

10.8 14 240 e 10814240

10.8.14.226

AIYS183160082  Area Name 10.6.14.200 e  INBIO260 Pro AC Ver 7.8.3031 Feb 7 202

e Click [OK] to start the process.

Set the timing sleep time

Timed sleep time

Settings-Set HEP Parameters

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. The device has a temperature
measurement function

Function Usage Scenarios

The measurement parameters set by the device are wrong, and the new temperature measurement
parameters need to be modified.

Feature Trigger Result
The temperature measurement parameters set by the device synchronization.
Steps:-

Click [Access Control Device] > [Device] > [Pad Management] to display the setting page.
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e Click [Set HEP Parameters] to jump out of the setting interface and set the corresponding parameters.
e Click [OK] to synchronize the settings to the device.

ARMATURA ONE £ Accoss ® @® @ @ oadmn
« Y I Access | Device i Device

E s = O
= Device N Device Name erial Number 1P Addre More v Q 9]

Device o = =
O Refresh =+ New [ Delete  [] Boot  Q Search %3 Contol v 48} Setup v 3 Viewand Get Device Info ~ @ Gommunication. ~ | [J Pad Management ~*
10 Board Set The Login User Password
Device Name Sertal Number ArcaName [P Address Status  Device Model Register Device _ Firmuass#@iSion

Reset Device Re<ources

Door -
10.8.14.200 AJYS183160082  Area Name 10.8.14200 inBIO260 Pre AC Ver 57.6.3033 Feb 72021 SRR 2

Set Cloud Server F arameters
Reader
1081459 CKIX201460013  Area Name 10.8 1450 SpeedFace-V5LIF] ZAMN70-NF-Ver1 5.40 ST R,

Auxiliary Input Set Date&Time
10.8 14207 CKJF201260077  Area Name 10.8.14.207 SpeedFace-V5L[ ZAMAT0-NF-Ver! 812 Set Acoess Record

Auxiliary Output Set Face Param

10814226 CN30122200004  Area Name 10814226 AHSC-1000 AC Ver 10.0.9 Oct 9 2022 e

Event Type
Set The Sieep Time

Daylight Saving Time O 10.851.94 CN30122200002  Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022 S ER T

Get Device Log

Device Monitoring mr
s Query Device Information
Alarm Monitoring
Real-Time Monitoring
Topology Management View Device Temperature
View Access rol Parameters
£ Access Control
View System Parameters
& Advanced Functions
B Reports

0 Pad Resource E { S0rowsperpage ¥ ! JumpTo 1 1 Page | Total of 5 records

Set Temperature Measurement Parameters

Get Device Log

Preconditions for Normal Use of Function

Log in to the system with current account and the system have the authority.
Function Usage Scenarios

The software needs to obtain the log status of the device.

Feature Trigger Result

The log in the device is synchronized to the software and can be viewed in [Access Control]>[Report]>[All
Records].

Steps:-
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Click [Access Control Device] > [Device] >[ Pad Management] to display the view page.

Click [Get Device Log] to exit the interface.

Click [Start] to get the corresponding data from the device to the software.

ARMATURA ONE H
Y | Access | Device [ Device

& Device Device Name Serial Number 1P Address

Device

O Refresh —+ New [l Delete  [F EBgpot Q Search  5F Contol v {8} Setup v B3 Viewand Get Device Info v @) Communication

1/0 Board
[0  Device Name Serial Number Area Name IP Address DeviEE U

morev QO

5 ] Register Device  Firmware Version

Door

106 i4.200 AJYS183160082  Area Name 10.8.14.200 Online  inBIO260 Pro
Reader

(m] 10.8.14.50

CKJX201460013  Area Name 1081459 SpeedFace-V5L[P]

Auxiliary Input

10.8.14.207 CKJF201260077  Area Name 10.8.14.207 SpeedFace-V5L

Auxiliary Output
Event Type O 10.851.94 CN30122200002 Area Name 10.3.51.94 AHSC-1000

Daylight Saving Time

10.8.14.240 6312203500002 Area Name 10.8.14.240 Elite Gontroler40

Device Monitoring
10814226 CN30122200004 Area Name 10814226 AHSC-1000
Alarm Monitoring

Real-Time Monitoring

Topology Management

On Get Device Log interface, click Start to start the process.

Get Device Log

AC Ver 5.7.8.3033 Feb 7 2021

ZAM170-NF-Ver1.5.40

ZAM170-NF-Verl 8.12

AC Ver 10.0.9 Aug 29 2022

AC Ver 5.7.7.w Dec 21 2020

AC Ver 10.0.9-0ct9 2022

[ PadManagement

- Password
Reset Device Resources
Set Echo Parameters
Set Cloud Server Parameters
tet Access Parameter
S.1Dale&Time
Se Access Record
Set “ace Param
Temy. rature Management
SetTi. Sieep Time
Set HEP Paramelers
Get Device Log
Download Log File
Query Device Information
Query Device Firmware
Query Date&Time
View Access Control Setfings
View Device Temperature
View Access Control Paramelers

View System Parameters

Download Log File

Preconditions for Normal Use of Function

Log in to the system with current account and have the authority.

Function Usage Scenarios

The software needs to view the log of the device.
Feature Trigger Result

Successfully downloaded the log of the device

Steps:
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e Click [Access Control Device] > [Device] > [Pad Management] to display the setting view page
e Click [Download Log File] to exit the interface and click OK.

ARMATURA ONE

« Y i Access [ Device [

& Device

Device

< Refresh

110 Board _
a

Door

Reader

Auxiliary Input

Auxiliary Output

Event Type

Daylight Saving Time

Device Monitoring

Alarm Monitoring

Real-Time Monitoring

Topology Management

Device Name:

Device Name

10.8.14.200

10.8.1459

10.8.14.207

10.8.51.94

10.8.14.240

10814226

Query Device Information

=+ New

Device

Serial Number

i Detete [ expont

Serial Number

FiT5183160082

CKJX201450013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

Area Name

Area Name.

Area Name

Area Name

Area Name

Area Name

Area Name

Preconditions for Normal Use of Function

Q Searen
IP Address

10.8.14.200
10.8.14.59
10.8.14.207
10.851.94
10.8.14 240

10.8.14.226

[ -
55 control

1P Address

Status

Online

SpeedFace-V5LIP]

SpeedFace-V5LL.

AHSC-1000

Elite Controler40

Oniine

{3 setup v

inBIO260 Pro

AHSC-1000

Moev QO

& View and Get Device Info v

Register Device  Firmware Version

AG Ver 5.7.8.3033 Feb 7 2021
ZAM1TO-NF-Ver! 5.40
ZAM1TO-NF-Ver1 8.12

AC Ver 10.0.9 Aug 29 2022
AC Ver 5.7.7.hw Dec 21 2020

AC Ver 10.0.9 Oct 92022

Log in to the system with current account and have the authority.

Function Usage Scenarios

Need to obtain detailed information such as device version.

Feature Trigger Result
Get device information.

Steps:

mmunication v

[e!

[ PadManagement

Set The Login User Password
Reset Device Resources

Set Echo Parameters.

Set Cloud Server Paramelers
Set Access Parameter

Set Dale&Time

<3t Access Record

Se Face Param

Tem erature Management
Set Ti > Skeep Time

SetHE/ Parameters
Get Device Log
Downioad Log File
Query Device Information
Query Device Firmware
Query Date&Time

‘View Access Control Seftings
‘View Device Temperature
‘View Access Control Parameters

View Parameters

e Click [Access Control Device] > [Device] > [Pad Management] to display the view page.
e Click [Query Device Information] to jump out of the interface.
e Click [View] or [View All] to get the corresponding data from the device to the software.

ARMATURA ONE

« | {y | Access ! Device /

& Device P

Device

/0 Board

Device Name

Door

Reader

Auxiliary Input

Auxiliary Output

Event Type
Daylight Saving Time
Device Monitoring
Alarm Monitoring
Real-Time Monitoring

Topology Management

O Refresh
Device Name

10.8.14.200

1081459

10.8.14.307

10.851.04

10.8.14.240

10.814226

Query Device Firmware
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=+ New

Device

Serial Number

I Delete

Serial Number

AivS183160082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

[ Export
Area Name

Area Name:
Area Name
Area Name
Area Name
Area Name

Area Name

Q searen

1P Add

10.8.14.200
1081459
10.8.14.207
10.851.94
10.8.14.240

10.8.14.226

1P Address

Online

morev QO

& view and Get Device Info v (@

) setup v

Devica Mars) ‘RE(icter Device  Firmware Version

inBl0260 Pro AC Ver 5.7.8.3033 Feb 7 2021

SpeedFace-V5LIP] ZAMI1T0-NF-Ver1 5.40
SpeedFace-V5L[ ZAMITO-NF-Ver1 8.12
AHSC-1000 AC Ver 10.0.9 Aug 20 2022
Elite Controler40 AC Ver 5.7.7.hw Dec 212020

AHSC-1000 AC Ver 10.0.9 Oct9 2022

mmunication v

Copyright © 2022 ARMATURA

[ PadManagement v
Sel The Logi user Password
Reset Device Resources

Set Echo Parameters

<et Cloud Server Parameters
et rameter

Set Date&Time

Set e e Param
Temper ture Management
SetThe | leep Time.
SetHEP | wamelers

Get Device 0g

Downioad Log File

Query Device Information
Query Device Firmware
Query Date&Time

View A Sontrol Settings
View Device Temperature
View Access Control Parameters

View System Paramelers
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Preconditions for Normal Use of Function

Log in to the system with current account and have the authority.

Function Usage Scenarios

Need to obtain the protocol version, firmware version and other information of the device.
Check whether the version information is correct

Feature Trigger Result

Get firmware information.

Steps:

e Click [Access Control Device] > [Device] > [View and Get Device Info] to display the view
page.

e  Click [Query Device Firmware] to jump out of the interface.

e Click [View] or [View All] to get the corresponding data from the device to the software.

ARMATURA ONE S5 Access
« Y I Access [ Device | Device
& Deviee & - Device Name Serial Number IP Address woev QO

Device

Oreresh - New [ Dekte  [Bgon  Q Seawen %5 Conirol v {5} Setup v (4 Viewand et Device o~ @B) Communication - |{[ ] Pad Management v

110 Board Set The Login User Password
O  Device Name Serial Number Area Name IP Address Status  Device Model e ice  Fimware Version
Reset Device Resources
Door Set Echo Paramets
10.8.14.200 AJYS122180002  Area Name 10.8.14.200 Online  inBl0O260 Pro AC Ver 5.7.8.3033 Feb 7 2021 et Echo Paramelers
Reader St erver Parameters
[m} 1081459 CKJX201460013 ‘Area Name 10.8.1459 SpeedFace-V5L[P] ZAM1T0-NF-Ver1.5.40
Auxiliary Input
[m} 10.8.14.207 CKJF201260077 ‘Area Name 10.8.14.207 Spet e ZAM170-NF-Ver1.8.12

Auxiliary Qutput SetFu

Event Type O 10.851.94 CN30122200002  Area Name 10.8.51.94 AHSC-1000 AC Ver 10.0.9 Aug 29 2022 T D
Set The € sep Time

Daylight Saving Time 108 14240 6312203500002 Area Name 10.3.14.240 Online  Elite Controler40 AC Ver 5.7.7.nw Dec 21 2020 SLlER TEED
Get Device L 1

Device Monitoring .
10.8.14.226 CN30122200004 ‘Area Name 10.8.14.226 'AHSC-1000 AAC Ver 10.0.9 Oct 9 2022 e 2

Alarm Monitoring Query Device Information
Query Device Firmware
Real-Time Monitoring Query Date&Time
View Access Control Settings
Topology Management View Device Temperalure
View Access Control Parameters

View System Parameters

Query Date &Time

Preconditions for Normal Use of Function

Log in to the system with current account and have the authority. The device is online.
Function Usage Scenarios

Get the specific time and date of the device. Check the specific time and date of the device
Feature Trigger Result

Get time and date

Steps:

e Click [Access Control Device] > [Device] > [View and Obtain Information] to display the view

page.
e Click [Query Date & Time] to exit the interface.

e Click [View] or [View All] to get the corresponding data from the device to the software.
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View Access Control

ARMATURA ONE
{y I Access | Device I

Device Device Name

Device

—+ New

O Refresh

10 Board

[  Device Name

Door
10.814.200
Reader

1081458
Auiliary Input

10.8.14.207
Auiliary Output
Event Type 10851.94
Dayiight Saving Time 10814240
Device Monitoring

10.814.226
Alarm Monitoring

Real-Time Monitoring

Topology Management

Settings

Device

Serial

[ Delete

‘Serial Number

100082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

Number

[4 export
Area Name

Area Name
Area Name
Area Name
Area Name
Area Name

Area Name

Preconditions for Normal Use of Function

Q searen

IP Address

10.8.14.200
10.8.1459
10.8.14.207
10.851.94
10.8.14.240

10.8.14.226

1P Address

o
55 conwol v
Status

Online

Online

2

{3 setup v

Device Marial

inB10260 Pro
SpeedFace-V5LIP|
SpeedFace-V5L[
AHSG-1000

Eiite Controlera0

AHSC-1000

Morevy QO

View and Get Device Info v (@ Communication v

eyisiel Uevice  Fimware Version

AC Ver 5.7.8.3033 Feb 7 2021
ZAM170-NF-Ver1 5.40
ZAMATO-NF-Vert 8.12

AG Ver 10.0.9 Aug 29 2022
AC Ver 5.7.7.hw Dec 212020

AC Ver 10.0.9 0ct9 2022

O Pad Management v

Set The Logn User Password

Resel Device Resources

Set Echo Parameters

Set Cloud Server Parameters
ameter

St DateTime

Se Record

Set Irace Param

Tempe ature Management

Set The Sleep Time

Set HEP arameters

Get Device Log

Downioad Lt 7 File

Query Device formation

imware

ime

View A ontrol Seftings

View Device Temperature

Log in to the system with current account and have the authority. The device is online.

Function Usage Scenarios

The software needs to check the access control record settings.

Feature Trigger Result

Quickly view access control record settings.

Steps:

£ Access

ARMATURA ONE
€2 1 Access I Deves 1

Device Device Name

Device
O Refresh

+ New

10 Board
Device Name

Door

10.5.14.200
Reader

1081450
Ausiary Input

Auiliary Output 10814207

Event Type 10.851.94

Daylight Saving Time AT

Device Monitoring

108.14.226

Alarm Monitoring

Real-Time Monitoring

Topology Management

View Device Temperature

Device

Serial Number

i Delete
Serial Number

AJYS183160082

CKIX201460013

CKIF201260077

CN30122200002

6312202500002

CN30122200004

[ Export
Area Name

AreaName
AreaName
AreaName
AreaName
AreaName

AreaName

Preconditions for Normal Use of Function

Q Search

1P Address.
10.8.14.200
1081459
10.8.14.207
10.8.51.94
10.8.14240

10.8.14.226

IP Address

= o v
%5 Control

Online:

3 Setup v

Device Model

=

InBIO260 Pro
SpeedFace V5LIP]
SpeedFace-V5LL
AHSC-1000

Elite Controler40

AHSC-1000

moev QO

View and Get Device Info_v ) fomsisication

Register Device ~ Fimware Version

AC Ver 5.7.8.3033 Feb 7 2021
ZAMT70-NF-Ver1.5.40
ZAM{T0-NF-Ver1 £.12

AC Ver 10.0.9 Aug 292022
AC Ver 5.7.7.hw Dec21 2020

AC Ver 10.0.9 Oct 9 2022

Click [Access Control Device] > [Device] > [Pad Management] to display the view page.
Click [View Access Control Settings] to jump out of the interface.
Click [View] or [View All] to get the corresponding data from the device to the software.

[ PadManagement v

Set Tne Login User Password
Reset Device Resourcas

Set Echo Paramelers

Set Cloud Server Parameters
SetAc rameter
Set DateTime

Temp rature Management
Set The Sleep Time

Set HEP | arameters

Get Device 09

Downioad Lot File

Query Device Ir. ormation
Query Device Firr. vare.

Ouenv DatekTime

View Access Control Settings
View Device Temperature

View Access Control Parameters
View System Parameters

Log in to the system with the current account ad have the authority. The device is online.
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The device has a temperature measurement function.
Function Usage Scenarios

Need to check the temperature setting of the device to check whether the temperature of the device is
normal.

Feature Trigger Result
View device temperature.
Steps:

e Click [Access Control Device] > [Device] > [Pad Management] to display the view page.
e Click [View Device Temperature] to jump out of the interface.
e Click [View] or [View All] to get the corresponding data from the device to the software.

ARMATURA ONE EE2 Access
« | {Y | Access / Device / Device
& Dovice o ff Serial Number IP Address woov QO

Device

O Refresh 4 New W Delete  [4 Expot  Q Seach %3 Contol v {5} Setup v &3 Viewand Get Devicelnfo v @) Communication ~ (] Pad Management v

/0 Board SetTne Login User Password
O Device Name Serial Number AreaName  IPAddress SIS DrERIOTET Register Device  Firmware Version
Reset Device Resources
Door
] 10.5.14.200 AJYS183160082  Area Name 108.14.200 inBI0260 Pro AC Ver 57.8.3033 Feb 7 2021 Set Echo Parameters
e Set Cloud Server Paramelers
1081459 CKJX201460013  Area Name 1031459 ‘SpeedFace-V5L[F] ZAM1TO-NF-Ver1 5.40 SRR P

Auxiliary Input Sit DateaTime

- 10.8.14.207 CKJF201260077  Area Name 10814207 SpeedFace-V5LL. ZAMITO-NF-Ver1 8.12 S, i
Auxiliary Output i
Set ace Param

Event Type 10.851.94 CN30122200002  Area Name 1085194 AHSC-1000 AC Ver 10.0.9 Aug 29 2022 TE T LR
SetTh) Sleep Time

L=Vl Sl 10814240 22 2 AreaName 103.14.240 C Elite Controler40 AC Ver 5.7.7.hw Dec 21 2020 CIGEE, FEmEs

Get Devi. = Log
Device Monitoring .
10.8.14.226 CN30122200004  Area Name 10.8.14.226 AHSC-1000 AC Ver 10.0.9 Oct9 2022 Download|.og File

Alarm Monitoring Query Devi 3 Information
Query Devic. Firmware
Real-Time Monitoring Query Date& ne
View Acress Contral Saffings
Topology Management e ———
VIEW ACEESS Ui

View System Param

View Access Control Parameters

Preconditions for Normal Use of Function
Log in to the system with the current account and have the authority. The device is online.
Function Usage Scenarios

The software needs to check the access control parameters of the current device to configure it correctly in
the software.

Feature Trigger Result
View access control parameters, including Gate Mode, Door Opening Mode, and host status.
Steps:

e Click [Access Control Device] > [Device] > [Pad Management] to display the view page.
e Click [View Access Control Parameters] to jump out of the interface.
e Click [View] or [View All] to get the corresponding data from the device to the software.
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ARMATURA ONE

«

evice S
Device
110 Board
Door
Reader
Auiliary Input
Auxiliary Output
Event Type
Daylight Saving Time
Devica Monitoring
Alarm Monitoring
Real-Time Monitoring

Topology Management

1) 7 Access [ Device | Device

Device Name

—+ New

10

10.8.14.59

10.8.14.207

10.851.94

10.8.14.240

10.8.14.226

View System Parameters

Serial Number

0 Dekete

Serial Number

AJYS183160082

CKIX201460013

CKJIF201260077

CN30122200002

6312203500002

CN30122200004

[ Expod
Area Name:

Area Name
Area Name
Area Name
Area Name
Area Name

Area Name

Preconditions for Normal Use of Function

Q, search

IP Address

10.814.200
1021459
10814207
10.851.94
10.8.14.240

10.8.14.226

IP Address

55 Control v

Status

Online

{8 setup v 3

Devico s
inBIO260 Pro
SpeedFace-V5LIP]
SpeedFace-
AHSC-1000

Elite Controler40

AHSC-1000

Morer QO

View and Get Device Info

Regisier Device  Firmware Version

AC Ver 5.7.8.3033 Feb 7 2021

ZAM170-NF-Ver1 5.40

ZAMA70-NF-Ver1.8.12

AC Ver 10.0.9 Aug 29 2022

AC Ver 5.7.7.hw Dec 21 2020

AC Ver 10.0.9 Oct 92022

mmunicafion ~

[ Pad Management
Set The Loger user Password
Reset Device Resources

t Echo Parameters
Sut Cloud Server Parameters
Sel aramefer
Set Late&Time
SetAucess Record
Set Fac2 Param
Tempera ure Management
Set The S 2ep Time
Set HEP P. cameters
Get Device L g
Download Log File
Query Device i ‘'ormation
Query Device Fii ware

Query Date&Time

View Device Temperature
View Access Gontrol Parameers

View System Parameters

Log in to the system with the current account and have the authority. Ensure that the device is online.

Function Usage Scenarios

Software needs to view system parameters.

Feature Trigger Result

Get system parameters.

Steps:

e Click [Access Control Device] > [Device] > [Pad Management] to display the view page.
e Click [View System Parameters] to exit the interface.

e Click [View] or [View All] to get the corresponding data from the device to the software.

ARMATURA ONE

«
Device “
Device

110 Board

Door

Reader

Auiliary Input

Auiliary Output

Event Type

Daylight Saving Time

Device Monitoring

Alarm Monitoring

Real-Time Monitoring

Topology Management

Device Operation

Edit Device
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€Y I Access | Device / Device

Device Name

O Refresh

Device Name

10.8.14.207

1085194

10814240

10814226

-+ New

Serial Number

i Delete

Serial Number

AIYS183160082

CKJX201460013

CKJF201260077

CN30122200002

6312203500002

CN30122200004

[ exwort
Area Name

Area Name
Area Name
Area Name
Area Name
Area Name

Area Name

Q searcn

IP Address

10.8.14.200
10.8.14.59
10.8.14.207
10.851.94
10.8.14.240

10.8.14.226

IP Address

=
%5 contol v

Status

(&) setp v

Device Model

inBI0260 Pro

SpeedFace-V5LIP]

SpeedFace-V5LL.

AHSC-1000

Elite Coniroler4d

AHSC-1000

morev Q O

View and Get Device Info -

PIIwAIE Version

AC Ver 5.7.8.3033 Feb 7 2021

ZAM1TO-NF-Ver! 5.40

ZAMATO-NF-Ver! 8.12

AC Ver 10.0.9 Aug 29 2022

AC Ver 5.7.7hw Dec 21 2020

AC Ver 10.0.9 Oct9 2022

munication

of

O Pad management v

Sel The Login User Password

Reset Device Resources

Set Echo Paramelers

Set Cloud Server Parameters
arameler

Set Date&Time

Sel ecord

Set (ace Param

Temp xrature Management

Sel Ths Steep Time

Set HEF Parameters

Get Dewi.e Log

Downioad _og File

Query Devi & Information

Query Devic, Firmware

Query Date& me

View Access C nirol Settings

View Device Ter perature

View Acress Control Paramefers

View System Parameters
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Preconditions for Normal Use of Functions

Log in to the system with the current account and have permission to delete the device.
Select device, or click "Edit" to pop up the [Edit] window

Function Usage Scenarios

Edit device parameter, enable ‘fire input’ detection, change Time zone and DST, etc.

Feature Trigger Result

After [Fire Input Type] and [Fire Input EOL Resistance] are set, controller will monitor ‘Fire Input’ Interface.
When different resistance values are selected, the voltage range used to judge the status is not consistent.

There are four states, Active/In-Active/Short/Open.

Steps:

e Click [Access Control Device] > [Device] to display the view page.

e Click [Edit] to pop up an Edit interface.

Spada Device
Armatura AHSC-1000
Armatura AHDU-1X60

Device Name
Communication Type
IP Address
Communication port
Icon Type

Control Panel Type
TimeZone

Area

Fire Input Type

Fire Input EOL Resistance

Page 141

Edit

[10.8.14.226

(UTC+8)Beijing, Chines v
Area Name v
Normally Closed v

1.2k ohms v
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Parameter ‘ Introduction
Device Name* Edit_able, will check whether duplicated with other
devices

Communication Type* Read only

IP Address™ Read only, get from device

Communication Port* Read only, get from device

Icon Type* Editable, Drop list with selections Door/ Turnstile
Control Panel Type Read only

Editable, can select area and child area where

Area* . e
user has authorized from system user permission

Editable. Drop list with selections None/Normally
Open/Normally Closed, if select none, it indicates
Fire Input Type system will not monitor ‘Fire Input’ Interface so
that will not get Fire Alarm. [Fire Input EOL
Resistance] will not allow to select.

Drop list with selection 1.2K/2.2K/4.7K/10K. This

Fire Input EOL Resistance value is from the Resistor used in electric circle.

Editable, select the time zone to which the
Time Zone current device belongs to. System already has a
‘Time Zone and DST list.

Editable. After the device selects a time zone, if
the time zone support DST, you can select to
enable DST or not according to the actual

Set Daylight Saving Time condition.

By default, the DST is disabled. If the time zone
does not support it, the system displays that the
time zone does not support DST

#Note:

If the device [Control Panel Type] is incorrect, manually delete the device and add it again.
* Indicates mandatory filed

Delete Device

Preconditions for Normal Use of Functions

Log in to the system with the current account and have permission to delete the device.
Function Usage Scenarios

The data of the device configuration is wrong and needs to be added again

Feature Trigger Result

If Spada Protocol device, when delete from [Access] > [Device], Device in [system] > [Authorized
Device] will also delete.

If primary controller deletes from [Access] > [Device], secondary controller will also delete.

Page 142 Copyright © 2022 ABRMATURA LLC. All rights reserved.



ARMATURA

ARMATURA ONE User Manual

Limit

If device participate in anti-passback/interlock rules, will not allow to delete.

Steps:

Click [Access Control Module] > [Device] > [Delete], the delete page is displayed:

Prompt

Are you sure you want to perform the delete

operation?

« {1 Access [ Device [ Device

& Device ~

Device

1/0 Board

Door

Reader

Auwilary Input

Auwiliary Output

Event Type

Daylight Saving Time

Device Monitoring

Alarm Monitoring

Real-Time Monitoring

Topology Management
£3 Access Control v
£ Advanced Functions v
B Reports v

0 Pad

zNote:

Device Name Serial Number 1P Address Morev QO

@ peete  [Fepot  Q seard 55 conol v {3} setup v & viewana ice Info v [ PadManagement
Serial Number e IPAddress fatus  Device Model Register Device Operafions

10814200 AJYS123160082 a 10.8.14.200 inBI0260 Pro AC Ver 5.7.8.3033 Feb 7 2021
1081450 CKIX201460013  AreaName 10.8.14.59 SpeedFace-V5LIF] ZAM1T0-NF-Ver1 5.40
10814207 CKJF201260077  AreaName 10.8.14.207 SpeedFace-V5LL ZAM170-NF-Ver1 §.12
10814226 CN30122200004  Area Name 10.8.14.226 AHSC-1000 AC Ver 10.0.8 Oct9 2022

1085104 CN30122200002  Area Name 10.8.51.94 AHSC-1000 AC Ver 10.0.9 Aug 29 2022

50rows perpage v | JumpTo 1

If delete primary controller, all secondary controllers will also be deleted

For communication between the system and device, data uploading, configuration downloading, device and
system parameters shall be set. Users can edit the access controllers within relevant levels in the current
system. Users can only add or delete devices in Device Management if needed.

C Refresh + New
[0 Device Name

O 192 168 213 241

O 192 168 213 240

Add Sub-Device

Page 143

m Delete B Export Q Search i Control  ~ Q Setup ¥ ﬂ\ﬂew and Get Device Info ¥ & Communication ¥

Network Connection
M

Serial Number Area Name ode

IP Address Status Device Model Register Device  Firmware Version Operations.

BRID201660138 Area Name Wired 192168213241 inBIO460 Pro AG Ver 5.7.8 3033 Feb 7 2021 Edit Delete

6312203500002 Area Name Wired 192168213 240 Online Elite Controler40 AG Ver 5.7.7 hw Dec 21 2020 Edit Delete
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Preconditions for Normal Use of Functions

Log in to the system with the current account and have permission to delete the device.

Function Usage Scenarios

After adding primary controller successfully, add a secondary controller

Feature Trigger Result

After setting Primary-Secondary Relationship is built up, all commands will send to primary controller, and
primary control will distribute command to different secondary controller.

Limit

This function only support for AHSC-1000 Device

Steps:

e Click [Access Control Device] > [Device] to display the view page.
e Click[...] > [Add Sub-Device] to display the Add Sub-Device page.

» ) ! Access / Device [ Device

> Refresh

Device Name.

O  Device Name

10.8.57.225

10816235

1034378

1085133

—+ New

Serial Number

W pelete
Serial Number

CN30122200011

CN30122200012

CN30422260002

CN30422200015

50 rows per page v

e  Click [Authorize]
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Area Name

Area Name

Area Name

Area Name

Area Name

Q search

Nelwork Connechii ™=
Mode

Wired

Wired

JumpTo 1

IP Address

moevy QO

55 control v {8 Setup v & view and Get Device Info v

P Ridres

10.8.57.225

10.8.16.235

108875

10.8.51.33

1 Page | Total of 4 records

Status  Device Model Reg
AHSC-1000 AC Ver 10.0.9 Aug 29 2022

AHSC-1000 AC Ver 10.0.9 Oct 18 2022

Add Sub-Device
AHDU1460 AC Ver 10.0.9 Sep 23 2022
View child devices

AHDU-1460 AC Ver 10.0.9 Aug 20 2022 o

Copyright © 2022 ARMATURA LLC. All rights reserved.



ARMATURA ARMATURA ONE User Manual

Add Sub-Device

IP Address Denrice: Serial Number MAC Address
Maodal

10.8.14.203 AHDU-... CH30L22200034 do 99 fec 0276

e Click [OK] to save

Dewvios Name o8 14203
Icon Type Doos
Area Area Mame

Add to Leved ———

Chear Data in the Desioe when Adding |:|

View Sub-Device

Preconditions for Normal Use of Functions

Log in to the system with the current account and have permission to delete the device.
Function Usage Scenarios

After adding secondary controller successfully.

Feature Trigger Result
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Check Primary-Secondary Relationship

Limit

This function only support for AHSC-1000 Device

Steps:

e Click [Access Control Device] > [Device] to display the view page.
e  Click [...] > [View Sub-Device] to display the Add Sub-Device page.

» {) | Access | Device [ Device

Device Name Serial Number

@ Delete

Serial Number

10857225 CN30122200011
108.16.235 CN30122200012
1024378 CN30422260002

1085133 CN30422200015

Device Name

. 10.8.16.229

. 10.8.16.231

. 10.8.16.232

. 10.8.16.230

. 10.8.16.227

Webserver

Q, searen  5E control v {8} Setup v

Network Connection
Mode

Area Name
Area Name

Area Name Wired

Serial Number

CN30222200018

CN30322200012

CN30422260004

CN30322200009

CN30422200032

50 rows per page v JumpTo 1

1P Address

[T

10.8.57.225

10.8.16.235

108875

10.8.51.33

mey QO

&% View and Get Device Info v

Status

Device Model

AHSC-1000

AHSC-1000

AHDU1480

Online  AHDU-1460

View child devices

Area Name

Area Name

Area Name

Area Name

Area Name

Preconditions for Normal Use of Functions

IP Address

10.8.16.229

10.8.16.231

10.8.16.232

10.8.16.230

10.8.16.227

Regi

1 Page |

[ 10.0.9 Aug 20 2022
AG Ver 1008 Oct 16 2022
AC Ver 10.0.9 Sep 232022

AG Ver 10.0.9 Aug 29 2022

Device Model

AHDU-1160

AHDU-1260

AHDU-1460

AHDU-1260

AHDU-1460

Total of 5 records

J.0d Sub-Device
View child devices

Webserver

x

Firmware Ve

AC Ver 10.0.

AC Ver 10.0.

AC Ver 10.0.

AC Ver 10.0.

AC Ver 10.0.

Log in to the system with the current account and have permission to delete the device.

Function Usage Scenarios

Click icon to view controller's webserver.

Feature Trigger Result

Open Controller's Webserver in new page in Browser.
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Limit
This function only support for AHSC-1000 and AHDU-1X60 Device
Steps:

e Click [Access Control Device] > [Device] to display the view page.
e Click [Webserver] will jump to device’s webserver.

» {) 1 Access / Device / Device

a Device Name Serial Number IP Address Morev QO

108.57.225 CN30122200011  Area Name 108.57.225 AHSC-1000 AC Ver 10.0.9 Aug 2
108.16.235 CN30122200012  Area Name 108.16.235 AHSC-1000 AC Ver 10.0.9 Oct 18 2022
1084378 CN30422260002  Area Name 108875 AHDU1460 AC Ver 10.0.9 Sep 23 2022

Viow child devices

108513 CNB04Z2200015  Avea Name 108513 Onine AHDU-1460 AGVer 10,09 Aug 202022 % @ | webserver

50 rows perpage ~ | JumpTo 1 11 Page | Total of 4 records
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6.1.2. 1/0 Board

Function Description

By connecting to the 1/O expansion board, the number of doors can be expanded, and more doors can be
operated.

New Device

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

The current area needs to be expanded with more doors.

Feature Trigger Result

One device can control multiple doors.

Steps:
Parameter ‘ Introduction
Name* Editable
Device Name* Read only, select target device
Protocol Type* Editable, drop list with selections OSDP/Aperio
Editable, drop list will follow Protocol Type, if
I/0 Board Type* OSDP, drop list will be [AHEB0216/1602/0808], if
Aperio, drop list will be [AH30]
) " Editable, drop list will follow Protocol Type, filter
OSDP RS-485 Port which RS-485 Port is using this protocol.

RS-485 Address* Editable, range is from 1-255

Editable, drop list will be [Normal address

offset/Legacy address offset]

Aperio ) X Editable, drop list will follow Protocol Type, filter
RS-485 Port which RS-485 Port is using this protocol.

RS-485 Address* Editable, range is from 1-15

Device Addressing Mode*

Aperio Device

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

Connect Aperio AH30 hub to AHSC-1000 via RS-485

Feature Trigger Result

Will create several virtual 1/0 Boards in [I/O Board] and Virtual Doors in [Door]
Limit
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Only AHSC-1000 can support.
Steps:

e Click [Access Control Device] > [I/O Board] > [New] to display the new page.
e Enter Name

e Click Device Name to pop-up a device select window

Device Name Serial Number Q 9

Altemnative Selecied(0)

Device Name Serial Number Device Name Serial Number

10.8.14.200 AJYS183160082
10.8.14203 (CN30422200034
10814226 (CN30122200004

1085194 (CN30122200002

{ 50rowsperpage v

Cancel

e Select a device, click OK
e Select Device Addressing Mode
o Normal Address Offset
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Addressing table - normal address offset

An AH30 communication hub can pair with

up to 8 locks. When pairing several locks to a
communication hub, the following addresses are
used for the address range 1-15. Above this range
only one lock can be paired.

DIP 4 -DIP 1 | AH30 Hub address | Lock addresses

0000 Reserved
0001 0x01 0x01, 011, 0621, 0x31, Ox41, 051, 061, 0x71
0010 0x02 Ox02, 0x12, 0x22, 0x32, 0x42, (%52, 0x62, 0x72
0011 0x03 0x03, 0x13, 0x23, 0x33, 0x43, 0x53, 0x63, 0x73
0100 Ox04 Ox04, 014, 0x24, 0x34, 0x44, 0x54, 0xb4, 0x74
0101 0x05 0x05, 0x15, 0x25, 0x35, 0x45, 0x55, 0x65, 0x75
0110 0x06 Ox06, 0x16, 0x26, 0x36, 0x46, 0x56, 0x66, 0x7H
0111 0x07 Ox07, 0x17, 027, 0x37, 0x47, 057, 0x67, 0x77
1000 0x08 Ox08, 0x18, 0x28, 0x38, 0x48, 0x58, 0x68, 0x78
1001 0x09 0x09, 0x19, 0x29, 0x39, 0x49, 0x59, 0x69, 0x79
1010 Ox0A Ox0A, Ox1A, 0x2A, 0x3A, Ox4A, Ox5A, Ox6A, 0xTA
1011 Ox0B 0x0B, 0x1B, 0x2B, 0236, Ox4B, 0x58, Ox6EB, (7B
1100 0x0C Ox0C, 0x1C, 0x2C, 0x3C, Ox4C, 0x5C, 0x6C, 0x7C
1101 0x0D Ox0D, 01 D, 0x20, 030, 0x4D, 0x50, Ox60, 0x7 0
1110 0x0E 0x0E, 0x1E, 0n2E, 0x3E, OndE, Ox5E, Ox6E, OxTE
1111 0x0F Ox0F, 0x1F, 0x2F, 0x3F, 0x4F, 0x5F, 0x6F, 0xTF
When configuring installations that differ from addresses are used by the locks/sensors in your

the default configuration described in section DIP  installation in order to avoid addressing conflicts
1-5-Selecting the EAC address/Automatic paring  according to section "Installation examples’ on page
on page 38, use this table to keep track of what 44 for mixed installations.

Aperio® Online Mechanical Installation Guide, Document No: ST-001323-E Date: 30 mars 2016

o Legacy Address Offset

Addressing table - legacy address offset

Legacy addressing mode is an alternative
addressing mode that can be set by the
Programming Application in the configuration
wizard. The lock addresses in this mode are set
consecutively. For example, if communication hub
has address 1, the locks will get address 1-8,9-16,

17-24 etc.

[DIP 5_DIP1 [AH30 Hub address |Lockaddresses |
0000 Reserved

000 0x01 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08

0010 Ox02 %09, 0x0A, 0x0B, 0x0C, k0D, 0x0E, 0x0F, 0x10

0011 0x03 Ox11, 0x12, 0x13, 014, 0x14, Ox16,0x17, 0x18

0100 0x04 0x13, 0x1A, 018, 0x1C, 0x1D, Ox1E, Ox1F, 0x20

This mode is used for older EAC systems that
cannot handle high EAC addresses where the limit
forexample is 32 or 64.

Picture regards from ST-001323-Aperio Online Mechanical Installation Manual-E-US.pdf

e Select [RS-485 Port], system will filter via Protocol, if check protocol please refer to Set RS-485
Port Setting

e Input [RS-485 Address], range is from 1-15

e Click OK
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{0 I Access | Device / UOBoard

Device Name Area Name

W Delete

Area Name Owmed Device Number VO BoardType ~ RS485Address  Protocol Type  SerialNumber  Firmware Version Operations
Area Name 10.851.94 AH30 12 APERIO I

Area Name 10.8.51.94 APERIO A

Area Name 10.8.51.94 e
‘ @ The operation succeeded!
Area Name 1085104 44 APERIO
Area Name 1085194 APERIO
Area Name 10.8.51.94 APERIO
Area Name 10.851.94 APERIO

Area Name 10.851.94 8 B APERIO

Area Name 10.851.94 APERIO

i 50rowsperpage ~ | JumpTo 1 H Page | Total of 8 records

e System will generate several virtual devices in 1/0 Board

« {2/ Access | Device / Door

& Device » Door Name | Owned Device D of o @ @)

Device A
C Refresh [£] Remote Opening Fl remote Ciosing ~ +” Enable (D Disable " Cancelmiarm [ Remote Normally Open

1/O Board Door Sensor
Type

Door 10851083 AreaName 1085194 CNa0122200002 3 ©  2etownccessbe  None Automatic identiication

Door Name: Area Name Ovwmed Device Serial Number DoorNumber  Enable  Active Time Zone Verification Mode Owning Board | Operations

Reader O 10851944 Area Name 10.85194 CN30122200002 (] 24-Hour Accessible Automatic Identification

Auwdliary Input
10851945 Area Name 1085194 CN30122200002 24-Hour Accessible Automatic Identiication
Auxiiiary Output
10.851.946 1085194 CN30122200002 24-Hour Accessible Automatic Identification
Event Type
y . 10.851.947 Area Name 1085194 CN30122200002 24-Hour Accessible: Automatic Ideniiication
Daylight Saving Time

Device Monitoring 10851048 Area Name 10.8.51.04 CN30122200002 E 24-Hour Accessible Automatic Identiication

sty O 10851089 Area Name 1085194 CN30122200002 24-Hour Accessible Automatic dentiication

Real-Time Monitoring
108519410 AeaName 1085194 GN30122200002 24 Hour Accessible Automatic Identiication

¥ Access Control
108510811 ArcaName 1085104 CN20122200002 24-Hour Accessible Automatic Identiication
9 Advanced Functions v
X 108519412 AcaName 1085194 CN30122200002 24 Hour Accessible Automatic Identiication
B Reporis

0 Pad Resource £ ! 50rowsperpage v~ | JumpTo 1 M Page  Total of 17 records

e System will generate several doors which are bound to owning board which is auto generate in I/O
Board Page.

AHEB0216/0808/1602

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

Connect AHEB0216/0808/1602 to AHSC-1000 via RS-485

Feature Trigger Result

Will create several auxiliary inputs in [Auxiliary Input]and Auxiliary Outputs in [Auxiliary Output]

Limit

Only AHSC-1000 and AHDU-1X60 can support.

Steps:
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e Click [Access Control Device] > [I/O Board] > [New] to display the new page.
e Enter each parameter, click [OK] to save the expansion board.

RS-485 Port Seiting

e Click Device Name to pop-up a device select window

Device Name Serial Number Q D

Alternative Selected(0)

Device Name Serial Number Device Name ‘Serial Number

10.8.14.200 AJYS183160082
10.8.14.203 CN30422200034
10.8.14.226 CN30122200004

10.8.51.94 CN30122200002

i 50rowsperpage v |

Cancel

e Select a device, click OK
e Select [RS-485 Port)], system will filter via Protocol, if check protocol please refer to Set RS-485

Port Setting
e Input [RS-485 Address], range is from 1-255
e Click OK

Delete Device
Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. There is a successful addition in the
extended list.

Function Usage Scenarios
The device in the current area does not need to expand the door.

Feature Trigger Result
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Delete the corresponding expansion board.
Steps:

Click [Access Control Device] > [I/0 Board] > [Delete] to display the delete page.

Prompt

Are you sure you want to perform the delete

operation?

Cancel

6.1.3. Door

Function Description

Operate the door of each device, remotely operate the door, and enable or disable the door of the device.
Edit Door

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. The device is added successfully.
Function Usage Scenarios

Need to modify the parameter configuration and other information of the corresponding door.

Feature Trigger Result

Modify the corresponding configuration.

Steps:

Click [Access Device] > [Device] > [Door] to enter Door Management interface (click “Area Name” in the
left, system will automatically filter and display all access devices in this area).
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O Reresn [[] Remote Opening

Door Name

10.8.14.207-1

10.8.14.200-1

10.8.14.200-2

10.8.14.226-1

108142262

10.8.14.226-3

10.8.14226-4

10.8.14.226 5

108142266

10.8.14.226-7

Area Name

Area Name

Area Name

Area Name

Area Name

Area Name:

Area Name

Area Name

Area Name

Area Name

Area Name

] Rremote Ciosing

Ovmed Device

10.8.14.207

10.8.14.200

10.8.14.200

10.8.14.226

10.8.14.226

10.8.14.226

10.8.14.226

10.8.14.226

10.8.14.226

10.8.14.226

OmniAC Series Controller

 Enable () Disable

Serial Number

7880222840088

AJYS183160082

AJYS183160082

CN30122200004

CN30122200004

CN30122200004

CN30122200004

CN30122200004

CN30122200004

CN30122200004

‘& Cancel Alam

Door Number

1

1

[@ Remote Nommally Open

Enable  Active Time Zone

(]

(]
(]
(]

24-Hour Accessible

24-Hour Accessible

24-Hour Accessible

24-Hour Accessible

24-Hour Accessible

24-Hour Accessible

24-Hour Accessible

24-Hour Accessible

24-Hour Accessible

24-Hour Accessible

1= More v

Door Se
Type

None

None

None

None

None

None

None

None

None

None

or

Verification Mode

Automatic Identification

Automatic Identification

Automatic Identification

Automatic Identification

Automatic Identification

Automatic Identification

Automatic Identification

Automatic Identification

Automatic Identification

Automatic Identification

Owning Board

Operations

g

&

g

Select the door to be modified and click [Door Name] or [Edit] button below operations to open the Edit

interface.

Device Name
Door Name

Verification Mode

Duress Password

Emergency Password

Disable Alarm Sounds

Fields are as follows:

10.8.14.207

10.8.14.2071

Automaiic Identification

The above seitings are copied to

Device Name: Non editable.

Door Number

Aclive Time Zone

Lock Open Duration

Door Sensor Type

1

24-Hour Accessible

5

Passage Mode Time Zone

Multi-Person Operation

Interval

Door Number: Non editable. It should be 1, standalone reader only has one relay.

~

Door Name: The default is “device name - door number”. The field can be modified as needed. Up to 30
characters can be entered.

Active Time Zone: Active Time Zone must be input, so that the door can be opened and closed normally. A
Passage Mode Time Zone must be set within the Active Time Zone. By default, Active Time Zone is 24-
Hour Accessible, Passage Mode Time Zone is null.
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zNote:

For a door, in Normal Open state, a person who is allowed to be verified 5 times consecutively (verification
interval should be within 5 seconds) can release the current Normal Open status and close the door. The
next verification will be a normal verification. This function is only effective at the Active Time Zone of
specified doors. And within the same day, other Normal Open intervals set for the door and First-Person
Normally Open settings will not take effect anymore.

Lock Open Duration: It is the time for which the door remains unlocked after punching. The unit is second
(range: 0 to 254 seconds), and the default value is 5 seconds.

Operate Interval: It is the Interval between two punches. The unit is second (range: 0~254 seconds), and
the default value is 2 seconds.

Door Sensor Type: None (will not detect door sensor), Normal Open, Normal Close. The default value is
NO. If you have selected as Normal Open or Normal Close, you need to set Door Sensor Delay and decide
whether Close and Reverse-lock is required. When the door sensor type is set as Normal Open or Normal
Close, the default door sensor delay is 15 seconds, and the close and reverse state is enabled.

Anti-Passback Duration of Entrance: Only one entry is allowed with a reader in this duration. The unit is
minute (range: 0 to 120 minutes), and the default value is 0 minute.

Close and Reverse State: It will set to either lock or not lock the door after door closing. Check it for locking
after door closing.

Verification Mode: Identification modes depends on device features. The default value is Automatic
Identification.

For Example, OmniAC20/30 is a palm device which support PIN/Card/Face/Palm, so verification mode drop
list will include

Only Pin, Only Password, Only Card, Only Palm Vein, Only Face, Card, or password, Card and Password,
Face and Password, Face and Card, Palm Vein and Card, Palm Vein, and Face.

Anti-Passback Duration of Entrance: Based on the lock opening duration, the door sensor delays exit
delay. The duration of the entry will be extended. To function this feature, you need to check [Delay
passage] option to extend relevant duration when adding or editing staff information. For example, you may
extend the duration of entrance for people with disabilities.

Open Door Delay: The time to keep the door open after the verification completes (range: 1 to 254
seconds).

Duress Password: Duress means any threats, violence, constraints, or other action used to coerce
someone into doing something against their will. In these situations, enter the Duress Password (with an
authorized card) to open the door. When the door is opened with the Duress Password, the alarm is
triggered.

Emergency Password: Upon emergency, the user can use the Emergency Password (named Super
Password) to open the door. The emergency Password allows normal opening, and it is effective in any time
zone and any type of verification mode, usually used by the administrator.

zNote:

Duress Password Opening (used with an authorized card): The Password should be a number not
exceeding 6 digits. When Only Card verification mode is used, you need to press [ESC/*] first, and then
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press the password and [OK/#] button, then finally swipe the authorized card. The door opens and
triggers the alarm. When Card + Password verify mode is used, please swipe the authorized card first,
then enter the password and click the [OK] button (same as normal opening in card plus password
verification mode), the door opens and triggers the alarm.

Emergency Password Opening: The Password must be 8 digits. The door can be opened only by entering
the password. Please press [ESC/*] every time before entering the password, and then press [OK/#] to
execute.

When using Duress Password or Emergency Password, the interval for entering each number shall not
exceed 10 seconds, and both the passwords should not be the same.

Multi-Person Operation Interval: The time interval between two verifications with cards or fingerprints
(range: 5 to 60 seconds).

Disable Alarm Sound: Select the checkbox to disable the alarm sound in the real-time monitoring page.

The above Settings are Copied to: It has below two options.

e All doors of current device: Click to apply the above settings to all the doors of the current
access device.

e All doors of all devices: Click to apply the above settings to all the doors of all access devices
within the current user’s level.

After setting the parameter(s), click [OK] to save and exit.

Horizon Series Controller

Select the door to be modified and click [Door Name] or [Edit] button below operations to open the Edit
interface.

Edit

Device Name 10. Door Number 1

Door Name 10.8.51.941 Aciive Time Zone 24-Hour Accessible ~

Lock Open Duration 5 Door Sensor Type None ~
Door Sensor Supervision Not Door Sensor EOL Resistor 1.2
REX Mode Unlock

REX Time Zone 24-Hour Accessible

REX Supervision Mot Supervised REX EOL Resistor

Duress Password

Open Door Delay

Passage Mode Time Zone

Passage Delay

Multi-Person Operation

Interval
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The above seitings are copied to

Emergency Password
Disable Alarm Sounds
REX Type

Allow Superuser ACcess
When Lockdown

]
Normally Open
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Fields are as follows:
Device Name: Non editable.

Door Number: Non editable. System will automatically name it according to doors quantity of the device.
This number will be consistent with the door number on the device.

Door Name: Editable. The default is “device name - door number”. The field can be modified as needed. Up
to 30 characters can be entered.

Active Time Zone: Active Time Zone must be input, so that the door can be opened and closed normally. A
Passage Mode Time Zone must be set within the Active Time Zone. By default, Active Time Zone is 24-
Hour Accessible, Passage Mode Time Zone is null.

zNote:

For a door, in Normal Open state, a person who is allowed to be verified 5 times consecutively (verification
interval should be within 5 seconds) can release the current Normal Open status and close the door. The
next verification will be a normal verification. This function is only effective at the Active Time Zone of
specified doors. And within the same day, other Normal Open intervals set for the door and First-Person
Normally Open settings will not take effect anymore.

Lock Open Duration: It is the time for which the door remains unlocked after punching. The unit is second
(range: 0 to 254 seconds), and the default value is 5 seconds.

Door Sensor Type: None (will not detect door sensor), Normal Open, Normal Close. The default value is
NO. If you have selected as Normal Open or Normal Close, you need to set Door Sensor Delay and decide
whether Close and Reverse-lock is required. When the door sensor type is set as Normal Open or Normal
Close, the default door sensor delay is 15 seconds, and the close and reverse state is enabled.

Door Sensor Supervision: It can select Not Supervised / Default Supervision, this function is available
when Door Sensor Type is Normally Open/Normally Closed

Door Sensor EOL Resistor: It can select 1.2k ohm/2.2k ohm /4.7k ohm /10k ohm, this value is referring to
the resistor used in electric circle. This function is available when Door Sensor Supervision selects Default

Supervision.

NO/NC
R1=R2

— COM

Door Sensor Delay: The duration for delayed detection of the door sensor after the door is opened. When
the door is not in the Normally Open period, and the door is opened, the device will start the counting. It will
trigger an alarm when the delay duration is expired and stops the alarm when you close the door. The
default door sensor delay is 15s (range: 1 to 254 seconds). Door Sensor Delay should be greater than the
Lock Open Duration.

Request to Exit (REX Mode): Locking indicates that the door will be locked after the exit button is pressed.
Unlocking indicates that the door will be unlocked after the exit button is pressed. The default value is
unlocking.

REX Time Zone: The button is available only in the specified time segment.
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Request to Exit Delay (REX Delay): It indicates the alarm delay time for door detection after the exit button
is locked. When the door is unlocked forcibly, the system will detect the door status after a period. The
default is 10s (range: 1 to 254 seconds). The exit button must be locked before setting this option.

REX Type: None (will not detect REX INPUT), Normal Open, Normal Close. The default value is Normally
Open.

REX Supervision: It can select Not Supervised / Default Supervision, this function is available when REX
Type is Normally Open/Normally Closed

REX EOL Resistor: It can select 1.2k ohm/2.2k ohm /4.7k ohm /10k ohm, this value is referring to the
resistor used in electric circle. This function is available when REX Supervision selects Default

Supervision.

NO/NC
R1=R2

COM

o}
1 B2 |

Reverse Lock State on Door Close: It will set to either lock or not lock the door after door closing. Check it
for locking after door closing.

Open Door Delay: The time to keep the door open after the verification completes (range: 1 to 60 seconds).

Multi-Person Operation Interval: The time interval between two verifications with cards or fingerprints
(range: 1 to 60 seconds).

Duress Password: Duress means any threats, violence, constraints, or other action used to coerce
someone into doing something against their will. In these situations, enter the Duress Password (with an
authorized card) to open the door. When the door is opened with the Duress Password, the alarm is
triggered.

Emergency Password: Upon emergency, the user can use the Emergency Password (named Super
Password) to open the door. The emergency Password allows normal opening, and it is effective in any time
zone and any type of verification mode, usually used by the administrator.

zNote:

Duress Password Opening (used with an authorized card): The Password should be a number not
exceeding 6 digits. When Only Card verification mode is used, you need to press [ESC/*] first, and then
press the password and [OK/#] button, then finally swipe the authorized card. The door opens and
triggers the alarm. When Card + Password verify mode is used, please swipe the authorized card first,
then enter the password and click the [OK] button (same as normal opening in card plus password
verification mode), the door opens and triggers the alarm.

Emergency Password Opening: The Password must be 8 digits. The door can be opened only by entering
the password. Please press [ESC/*] every time before entering the password, and then press [OK/#] to
execute.

When using Duress Password or Emergency Password, the interval for entering each number shall not
exceed 10 seconds, and both the passwords should not be the same.
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Disable Alarm Sounds: Select the checkbox to disable the alarm in the real-time monitoring page.

Passage Mode Time Zone: After Passage Mode Time Zone is set, when time in this period, door will keep
open until out of this time zone, if you want to close the door, you can disable intraday Passage Mode
Time Zone.

Passage Delay: In [Personnel]-> [Edit Personnel] Page, some personnel who is set Delay Passage, when
this personnel access granted, he will get an extended time to pass the channel.

Allow Superuser Access When Lockdown: This function is a feature to control whether superuser can
access door when lockdown.

The above Settings are Copied to: It has below two options.

e All doors of current device: Click to apply the above settings to all the doors of the current
access device.

e All doors of all devices: Click to apply the above settings to all the doors of all access devices
within the current user’s level.

After setting the parameter(s), click [OK] to save and exit.

Remote Opening

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. Ensure that the device is added
successfully.

Function Usage Scenarios
When the administrator is not on site, you can directly open the door remotely.
Feature Trigger Result
The corresponding door sensor opens, and you can enter.
Steps:
e Click [Access Control Device] > [Device] > [Door] to display the view page
e Click [Remote Opening] to jump out of the remote door opening interface

e You can choose the device connection password and the door opening interval, click [Start] to
open the door remotely.
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Remote Opening

Selected Door:
10.8.16.491

User Password

Open Interval

Remote Closing

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

When the administrator is not on site, you can directly close the door remotely.
Feature Trigger Result

The corresponding door sensor is closed, and no entry is allowed.

Steps

e Click [Access Control Device] > [Device] > [Door] to display the view page
e Click [Remote Closing] to exit the remote interface.
e Choose the device connection password and click [Start] to close the door remotely.
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Remote Closing

Selecied Door:
10.8.16.49-1

User Password

Enable

Preconditions for Normal Use of Function

Log in to the system with current account and have the authority. The door is disabled.
Function Usage Scenarios

Need to use the device for access control.

Feature Trigger Result

After enabling the device, the software can upload and send data to the device.
Steps:

e Click [Access Control Device] > [Device] > [Door] to display the view page.
e Click [Enable] to exit the enable selection interface, click [OK] to enable the door.
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Prompt

Are you want o perform the Enable operation?

Disable

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. The device is added successfully.
Function Usage Scenarios

The device has failed and needs to be disabled. Need to add another device

Feature Trigger Result

The door corresponding to the device is not used.

Steps:

e Click [Access Control Device] > [Device] > [Door] to display the view page.
o Click [Disable] to exit the disabled selection interface, click [OK] to disable the door.

Proript

Are you want to per’ orm the Disable operation?

Cancel Alarm

Preconditions for Normal Use of Function
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Log in to the system with the current account and have the authority.
Function Usage Scenarios
The door alarm event has been processed and can be cancelled.
Feature Trigger Result
Close the alarm sound of the door.
Steps:

e Click [Access Control Device] > [Device] > [Door] to display the view page.
e Click [Cancel Alarm] to exit the cancel alarm interface.
e You can choose the device connection password and click [Start] to cancel the alarm.

Cancel Alarm

Selecied Door:
10.8.16.49-1

User Password

Remote Normally Open

Preconditions for Normal Use of Function
Log in to the system with the current account and have the authority.
Function Usage Scenarios
The door needs to be kept open.
Feature Trigger Result
Open the door sensor and keep it open.
Steps:

e Click [Access Control Device] > [Device] > [Door] to display the view page.
e Click [Remote Normally Open] to exit remote normally open interface.
e You can choose the device connection password can click [Start] to remotely normally open.
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remote Normally Open

Selected Door
10.8.16.491

User Password

Activate Lockdown

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

Prevent other personnel from operating the door.

Feature Trigger Result

Set the door to the locked state remotely, the door cannot receive any operation, such as swiping card,
remote operation, etc.

Steps:

Click [Access Control Device] > [Device] > [Door] to display the view page.
Click [More]> [Activate Lockdown] to exit the remote lock interface.
You can choose the device connection password and click [Start] to remotely lock.

{Y 7 |Access / Device / Door

= Device Door Name Owned Device Area Name % e Q O

Device _ =
o e RTETT! 144 Remote Normally Open 1= More v

< Refresh [l remote Opening F1 Remote Ciosing + Enable () Disahle

/0 Board p _ _ Activate Lockdown
Door Name Area Name ‘Owmned Device Serial Number Door Number Enable
Deactivate Lockdown

Door
0| 10851261 Area Name 1085126 7440213800010 1 Y| CE el U
Disable Intraday Passage Mode Time Zone
Reader

10.851.262 Area Name 10.8.51.26 7440213800010 2 24-Hour Accessible None

Auxiliary Input

10.8.51.26-3 Area Name 1085126 7440213800010 24-Hour Accessible None

Auxiliary Output

10.8.51.264 Area Name 1085126 7440213800010 24-Hour Accessible None

Event Type

(]
]
]
]

Daylight Saving Time 10.8.16.49-1 Area Name 10.8.16.49 7440213800050 24-Hour Accessible None
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Activate Lockdown

Selected Door:
10.8.16.49-1

User Password

Deactivate Lockdown

Preconditions for Normal Use of Function
Log in to the system with the current account and have the authority.
Function Usage Scenarios
Unlock the locked door.
Feature Trigger Result

Set the door to the locked state remotely, the door cannot receive any operation, such as swiping card,
remote operation, etc.

Steps:

e Click [Access Control Device] > [Device] > [Door] to display the view page.
e Click [More]> [Deactivate Lockdown] to exit the remote unlock interface.
e You can choose the device connection password and click [Start] to remotely unlock.

« 1 I |Access [ Device / Door

&= Device Door Name Owned Device Area Name % T Q O

Device : =
> Refresh [l Remote Opening F1 Rremote Ciosing +” Enable @ Disable " Cancel Alarm I L ‘= More ¥

/0 Board Activate Lockdown
O Door Name Area Name Owned Device Serial Number Door Number Enable
Deactivate Lockdown
Door
10851261 Area Name 1085126 7440213800010 1 @ | [Enableintaday Passage Mode Time Zane
Disable Intraday Passage Mode Time Zone
Reader

10.8.51.26-2 Area Name 10.851.26 7440213800010 2 24-Hour Accessible None

Auxiliary Input

10.851.26-3 Area Name 10.8.51.26 7440213800010 24-Hour Accessible

Auxiliary Output

10.8.51.26-4 Area Name 10.8.51.26 7440213800010 24-Hour Accessible

Event Type

o
]
]
o

Daylight Saving Time 10.8.16.49-1 Area Name 10.816.49 7440213800050 24-Hour Accessible
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Deactivate Lockdown

Selected Door:
10.8.16.491

User Password

Enable Intraday Passage Mode Time Zone

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

Need to open the door for the designated normally open time.

Feature Trigger Result

During the normally open time, the door is open, and you can enter and exit.
Steps:

e Click [Access Control Device] > [Device] > [Door] to display the view page.

e Click [More]> [Enable Intraday Passage Mode Time Zone] to enable the interface.

e You can select the device connection password and click [Start] to enable the normal open time
zone of the day.

{Y 7| Access [ Device / Door

= Device Door Name Owned Device Area Name v moev Q O

Device : =
O Refresh [l remote Opening F1 Remote Ciosing + Enable @) Disable & Cancel Alarm 3 S i ‘= More v
/0 Board p— Activate Lockdown

Door Name Area Name QOwned.Doviee: Serial Number Door Number Enable
Deactivate Lockdown

Door
O | 10851261 Area Name 1085126 7440213800010 1 @ MR

Disable Intraday Passage Mode Time Zone
Reader
10.8.51.26-2 Area Name 1085126 7440213800010 2 24-Hour Accessible None

Auxiliary Input

Auxiliary Output

10.8.51.264 Area Name 1085126 7440213800010 24-Hour Accessible None

Event Type

10851263 Area Name 10.8.51.26 7440213800010 a 24-Hour Accessible None

Daylight Saving Time 10.8.16.49-1 Area Name 10.8.16.49 7440213300050 24-Hour Accessible None
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Enable Intraday Passage Mode Time Zone

Selected Door:
10.8.16.49-1

User Password

Disable Intraday Passage Mode Time Zone

Preconditions for Normal Use of Function
Log in to the system with the current account and have the authority.
Function Usage Scenarios
The Normally Open Time Zone cannot be used under special circumstances.
Feature Trigger Result
Disable the normal open time zone of the day and cannot enter and exit at will during the time zone.
Steps:

e Click [Access Control Device] > [Device] > [Door] to display the view page.
e Click [More]> [Disable Intraday Passage Mode Time Zone] to disable the interface.

e You can choose the device connection password and click [Start] to disable the normal open time
zone of the day.

« 1Y /| Access / Device / Door

&= Device Door Name Owned Device Area Name % T Q O

Device . T—
< Refresh [l rRemote Opening [] remote Clasing +’ Enable @) Disable - Cancel Alarm 7 1P — ‘= More v

1/0 Board Activate Lockdown
[0 | DoorName Area Name Owned Device Serial Number Door Number  Enablé
Deactivate Lockdown

Door
O | 10851261 Area Name 1085126 7440213800010 1 @ | Erablentaday Passage Mo Time Zone

Disable Intraday Passage Mode Time Zone
Reader

10.8.51.26-2 Area Name 10.8.51.26 7440213200010 2 24-Hour Accessible None

Auxiliary Input

10.851.26-3 Area Name 10.8.51.26 7440213200010 24-Hour Accessible None

Auxiliary Qutput

10.8.51.26-4 Area Name 10.851.26 7440213800010 24-Hour Accessible None

Event Type

o
]
(]
o

Daylight Saving Time 10.8.16.49-1 Area Name 10.8.16.49 7440213800050 24 Hour Accessible None
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Disable Intraday Passage Mode Time Zone

Selected Door:
10.8.16.49-1

User Password

6.1.4. Reader

Function Description

The reader list of the added device, the reader can be unbound, and the camera can be bound.

New Reader

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. One reader is deleted from controller.
Function Usage Scenarios

Reader on controller is deleted, wants to add again.

Feature Trigger Result

Modify the corresponding configuration.

Steps:
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Edit

Name 1085194-1-n

Number

InfOut

Door Name

Operale Interval

Verification Mode
Communication Type

RS-485 Port RS-485 PORT3
Wiegand/RS485 1

‘Wiegand Format Auto

e Interface Setting check Edit Reader
= Note:
Reader amount depends on the door amount, the ratio between reader amount and door Amount is 1:2.

Reader can be deleted and can be added but not exceed the maximum amount refer to ratio.

The quantity of Readers exceeds the limitation of the

device.

Edit Reader
Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. Ensure the device is successfully
added.

Function Usage Scenarios

Need to modify the parameter configuration and other information of the corresponding door.
Feature Trigger Result

Modify the corresponding configuration.

Steps:

e Click [Access Device] > [Reader] on the Action Menu, click on reader name or [Edit].
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« Y I| Access ! Device / Reader
&= Device Reader Name

Device

10 Board

<O Refresh + New @ Delete

Door Name

[J  Reader Name DoorName  RS-435 Port  Number

Door
O 10.8.51.26-1-n 10.8.51.26-1 3

Reader
(] 1085126-1-Out | 10851261 3
Auliary Input
1085126 2n 10851262 3
Auxiliary Output

Event Type 10.8.51.26-2-Out | 10.851.26-2 3
Daylight Saving Time O | 1085126310 | 10851263 3

Device Monitorin:
9 10851263 0ut | 10851263

Name

Number

InfOut

Door Name

Operate Interval
Verification Mode
‘Communication Type
RS-485 Port
Wiegand/RS485

Wiegand Format

[} uparade the reader

Communication ~ Communication Verification ~ Serial Firmware

Type T In/Out Bound camera Nonel . farmate \ pwning Boara

Wiegand/RS... In @l

RS485 Out

Wiegand/RS... in

RS485

Wiegand/RS...

RS485

Edit

10.8.51.26-1-in

Wiegand/RS485
RS-485 PORT3
1

Auto

Name: Name of the reader displayed on the list page.

Number: Unique Number to specific id for reader in database.

In/Out: Reader Install in Inside/ Outside of door.

Door Name: Select the reader corresponding door.

Operation Interval: this feature is controlling the device verification frequency to avoid frequent duplicated

punch.

Verification Mode: Select the verification method support in this reader, verification method supported is
depending on device function. It supports combination of verification mode.

Select new verification method

Manual Configuration ~
® Or ) And

Fingerprint, Password,C ~

Verification Mode has two mode Automatic Identification and Manual Configuration, Automatic Identification
indicate device will support all types of verification method and select by itself.
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Manual Configuration indicate selected verification support in specific reader. For example, select logic is or,
verification is card, fingerprint. It means device only support card or fingerprint.

Edit
Name 10.851.94-1-In
Number
InfOut
Door Name

Select new verification method
Operate Inferval

Verification Mode Manual Configuration  ~ Verification Mode

Communication Type Wiegand/RS485

RS-485 Port RS-485 PORT3
Card,Fin rint
gem Wiegand/RS485 1

Clear
{1 card
(] Fingerprint
O f] password

Wiegand Format Auto

Communication Type: Wiegand/RS-485, Wiegand, RS-485, Disabled
® Wiegand/RS-485

It is only convenient for some controller to quick deploy, no need to select RS-485 or Wiegand.

Communication Type Wiegand/R5485
RS-485 Port RS5-485 PORT3
Wiegand/R5485

Wiegand Format

RS-485 Port: Which port interface reader connect
Wiegand/RS-485: Reader connects to Wiegand Port Interface or the RS-485 Address

Wiegand Format: Auto will check select Wiegand Format which set Auto form [Personnel]->[Card
Management]->[Wiegand Format]

Name Wiegand Format26
Total Bit

Site Code

Auto

(&) Mode One

First Parity Check(p)

Second Parity Check(p)

Odd Parity Check(o) Even Parity Check(e) CID(c)

The Maximum i Bi The Maximum

Also, can set specific Wiegand format for specific reader.

® Wiegand
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Communication Type

Wiegand Address

Wiegand Format

Wiegand Address: Reader connects to Wiegand Port Interface

Wiegand Format: Auto will check select Wiegand Format which set Auto form [Personnel]->[Card
Management]->[Wiegand Format]

Also, can set specific Wiegand format for specific reader.

® RS-485

Communication Type R5485

RS5-485 Port R5-485 PORT3
RS485 Address 1

Encrypi Custom Password

Communication Password

Wiegand Format

RS-485 Port: Which port interface reader connect

RS-485 Address: Reader RS-485 Address

Encrypt: Without Encryption/ Default Password/ Custom Password
Without Password: OSDP without Encryption

If reader is using OSDP SCP(Secure Channel Protocol) using AES-128, please select RS-485 as
Communication Type first, then set Encrypt is Default Password/ Custom Password.

Default Password: According to OSDP 2.1.7 document, default key for SCBK_D is
“303132333435363738393A3B3C3D3E3F”

Custom Password: The password defined by customer, should be 128-Bit (32-Digit Hexadecimal
Characters), the field is required to input HEX data.

Wiegand Format: Auto will check select Wiegand Format which set Auto form [Personnel]->[Card
Management]->[Wiegand Format]

Also, can set specific Wiegand format for specific reader.
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Reader Name Door Name RS-485Poi  Number Communication ey

Communication
i

Status Verification Mode Serial Number Firmware Version

108 51.94-1-n 10.8 51941 3 1 Wiegand/RS In

10.8.51.94-1-Out 10.8.51.94-1 3 2 RS5485

10.8.51.94-2-n 10.8.51.94-2 Wiegand/RS...

10.8.51.94-2-Out 10.8.51.94-2 RS485

10.8 51.94-3In 10851943 Wiegand/RS___

10.8 51.94-3-Out 10851943 RS485

10.8 51.94-4n 10.8 51944 Wiegand/RS___

108 51.94-4-Out 10.851.94-4 RS485

If Explorer Series Reader, after connecting with OSDP, will show serial number and firmware version in the
list.

® Disabled

Reader is disable

Bind/Unbind Camera

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

Need to establish a video link (pop-up video, video, or screenshot) and other functions.
Feature Trigger Result

Through this option, the reader can be connected to the cameras, and the system will make a video linkage
(pop-up videos, videos, or screenshots) once there is a corresponding event occurs.

Steps:

e Click [Bind/Unbind Camera] to select channel(s).

{Y | Access | Device i Reader

Readsr Name Door Name

& Device

Device —

< Refresh + New [ Delete E Upgrade the reader

/0 Board

Door

Reader
Ausiliary Input
Auxiliary Output
Event Type

Daylight Saving Time
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[J  Reader Name Nomber

Door Name ~ RS-485Port  Number

Communication
Ll

Communication Verification
A In/Out Bound camera Mode

O 1085126-1in 10851261 3 1 Wiegand/RS_. 1 In

(m] 10.8.51.26-1-Out 10.851.26-1 3 2 RS485

10851262-In 10851262 3 Wiegand/RS__

10.8.51.26-2-0ut  10.8.51.26-2 RS5485

10851263 In 10851263 Wiegand/RS__
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Binding/unbinding the camera

e Select and move the required reader towards right list and click [OK] to finish.

= Note:
A reader can bind up to 5 cameras.

Firmware Upgrade

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority. Reader is using RS-485 to controller

and connection is good.

Function Usage Scenarios

Upgrade reader firmware via controller
Feature Trigger Result

Reader will be upgrade

Steps:

e Select a reader, click Firmware Upgrade
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Upgrade the reader
)

Select Fie Browse Not Uploaded

Total Progress

Hidden Info

e Click Browser to select a file from Computer Locally. Reader firmware should be name as rdfw.ar
e Click Upgrade

After Reader upgrade successfully, reader will reboot, and firmware in firmware version column will update.

6.1.5. Auxiliary Input

Function Description

The auxiliary input list of the added device, the auxiliary input can be unbound, and the camera can be
bound.

Enable/Disable

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

Enable/Disable Input

Feature Trigger Result

If auxiliary input is disable, linkage which input participate will not be trigger, input signal will be masked.
Steps:

e Select Device, click Enable/Disable
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Device Name 94 Printed Name

+ Enatle () Disable

Device Name Numper R Bound camera Owning Board ~ Remarks

10.8.51.94 AUXIN1

10.8.51.94 2 AUXINZ

10.8.51.04 AUXIN3

Edit Auxiliary Input

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios
Need to modify the parameter configuration and other information corresponding to the auxiliary input.
Feature Trigger Result

Modify the corresponding configuration, which can be used to connect infrared sensors, smoke sensors and
other device

Steps:
Click [Access Device] > [Auxiliary Input] on the Action Menu, to access below shown interface:

Click on Name or [Edit] to modify the parameters as shown below:

Device Name:

Number

Name |Pucdliary Inpui-1
Printed Name AUX1

Active Time Zone 24-Hour Accessible v

Aux In Type None ~

Aux IN Supervision Not
Aux IN Resistance

Remarks

The fields are as follows:

Device Name: Corresponding Device
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Number: Unique Number to specific id for Auxiliary Input in database

Name: You can customize the name according to your preference.

Printed Name: It will be the printed name on the hardware, such IN5.

Active Time Zone: Auxiliary input is available only in the specified time segment.

= Note:

Only Name, Active Time Zone and Remarks can be modified.

Click [OK] to save the name and remark and exit.

AUX IN Type: None (will not detect Aux Input), Normal Open, Normal Close. The default value is None.

AUX IN Supervision: It can select Not Supervised / Default Supervision, this function is available when
AUX IN Type is Normally Open/Normally Closed

AUX IN EOL Resistor: It can select 1.2k ohm/2.2k ohm /4.7k ohm /10k ohm, this value is referring to the
resistor used in electric circle. This function is available when AUX IN Supervision selects Default
Supervision.

Remarks: Take some remarks.

Bind/Unbind Camera

Preconditions for Normal Use of Function

Log in to the system with current account and have the authority.
Function Usage Scenarios

Need to bind or unbind the camera corresponding to the auxiliary input.
Feature Trigger Result

Through this option, the reader can be connected to the cameras, and the system will make a video linkage
(pop-up videos, videos, or screenshots) once there is a corresponding event occurs. For this, the interaction
setting in Linkage or in Global Linkage should be done before.

Steps:
Bind the camera

e Click [Access Control Device] > [Device] > [Auxiliary Input] to display the view page.
e  Click on the auxiliary input name in the camera list to jump out of the interface.

&« 1Y /| Access | Device / Auxiliary Input

= i Jen
¢ & Device Device Name

Device

IfO Board Printed

Device Name Number e

Bound camera Owning Board Remarks

Door
1085126 1 AUX1

Reader
1085126 2 AUX2
Auxiliary Input
Auxiliary Input-3 10.8.51.26
Auxiliary Output

Event Type Auxdliary Input-4 10.851.26

Daylight Saving Time Auxiliary Input-1 10.816.49
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e Click [3]: Transfer all the devices on the left to the right, click [OK], add the camera successfully.
e Click [OK] and add the camera successfully.

#Note:
An auxiliary input point can bind more than one channel.
Unbind the Camera

o Click [Access Control Device] > [Device] > [Auxiliary Input] to display the view page.
e  Click on the Auxiliary Input Name in the camera list to jump out of the interface.

« Y /| Access [ Device | Auiliary Input

i &= Device Name Device Name Printed Name

Device —
42+ Refresh

: :
TR Name Device Name Number :':"‘id Bound camera Owning Board  Remarks Operations

Door
Augiliary Input-1 1085126 1 AUX1 “ &

Reader Binding/unbinding the camera
4 &

Ausiliary Input 2 10.8.51.26 2 AuX2

Auxiliary Input
Augliary Input-3 10.8.51.26

Auxiliary Output

Event Type Auxiliary Input-4 10.851.26

Daylight Saving Time Auxiliary Input-1 10.8.16.49
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e Click 3: Transfer all the devices on the right to the left, click [OK], unbind the camera successfully.
e  Click [OK], unbind the camera successfully.

6.1.6. Auxiliary Output
Function Description

The auxiliary output list of the added device, the auxiliary output can be edited.

Edit Auxiliary Output

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

Need to modify the parameter configuration of the corresponding auxiliary output and other information.
Feature Trigger Result

Modify the corresponding configuration, mainly connected to the alarm, etc., used in linkage. The auxiliary
output relay can be remotely opened, closed, and normally open. After operation, the relay will perform
corresponding actions.

Steps:

e Click [Access Device] > [Auxiliary Output] on the Action Menu to access the following interface.
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{Y I Access / Device / Auliary Output

Name Device Name 94 Printed Name Q O

O Refresh Remote Open F] remote Ciose Remote Nommally Open + Enabie the normally open time period of the day () Disable the normally open fime period of the day

Name Device Name Number Printed Name Passage Mode Time Zone Owning Board Remarks Operations

Audiiary Qutput-1 10.851.04 1 AUXQUT1 =
Auxiliary Outpul-2 10.8.51.04 2 AUXOUT2
Auxdliary Outpul-3 10.8.51.94 3 AUXOUT3

Auxiliary Output-4 1085194 AUXOUT4

e  Click [Edit] to modify the parameters.

Edit

Device Mame 10.8.51.94
Number 1

Name Auxiliary Output-1
Printed Name AL T1

Passage Mode Time Zone

Remarks

The fields are as follows:
Name: You can customize the name according to your preference.
Printed Name: The printing name in the hardware, for example OUT2.

Passage Mode Time Zone: The auxiliary output will be in normal open or normal close in the selected time
zone.

#Note:

Only Name, Passage Mode Time Zone and Remarks can be modified.
Click [OK] to save the name and remark and exit.

Remote Open

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios
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Remote to trigger Speaker to play alarm sound or lighting.
Feature Trigger Result

Aux Output will trigger to open

Steps:

e Select device and click Remote Open.

Remote Open

Selected Auxiliary Output:
10.8.14.200: Auxiiiary Oulput-1

User Password

Open Interval

Remote Close

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

Remote to turn off Speaker or lighting.

Feature Trigger Result

Aux Output will trigger to close

Steps:

e Select device and click Remote Close
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Selecied Awaliary Ouiput
10.8.14.200: Auxiliary Output-1

User Password

Enable Intraday Passage Mode Time Zone

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

Need to open the Auxiliary Output for the designated normally open time.
Feature Trigger Result

During the normally open time, the Auxiliary Output is open.

Steps:

e Click [Access Control Device] > [Device] > [Auxiliary Output] to display the view page.

e Click [More]> [Enable Intraday Passage Mode Time Zone] to enable the interface.

e You can select the device connection password and click [Start] to enable the normal open time
zone of the day.
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Enable the normally open time period of the day

‘Selected Awdiiary Output

= Note:
This function is only support for AHSC-1000/AHDU 1X60

Disable Intraday Passage Mode Time Zone

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

The Normally Open Time Zone cannot be used under special circumstances.

Feature Trigger Result

Disable the normal open time zone of the day and cannot enter and exit at will during the time zone.
Steps:

e Click [Access Control Device] > [Device] > [Auxiliary Output] to display the view page.

e Click [More]> [Disable Intraday Passage Mode Time Zone] to disable the interface.

e You can choose the device connection password and click [Start] to disable the normal open time
zone of the day.
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Disable the normally open time period of the day

Selected Auwiliary Output.

= Note:

This function is only support for AHSC-1000/AHDU 1X60

6.1.7. Event Type

Function Description

It is mainly used to display various event types included in the access control device.
Edit Event

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

Need to view relevant information about the corresponding event.

Feature Trigger Result

You can view the name, level, serial number, etc. corresponding to all current time types, and edit and set
the sound.

Steps:

e Click [Access Device] > [Event Type] to access the following page.
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D# Access [ Device [/ EventType

&= Device Event Name ~  EventMNumber | Event Level

Device
+_* Refresh 8% Set Audio

0 Bos
1f0 Board Event Name Event Number Event Level Device Name Serial Number Operations

Door

Trigger Global Linkage 300 Normal 10.8.51.26 7440213800010 41

Reader

Global Anti-Passback{iogical)y 500 10.8.51.26 1850213800010 r_lf
Auxiliary Input

Person Availability(use the Date) 501 10.851.26 7440213300010
Auxiliary Outpgi

Event Type Person Number of Control 502 10.8.51.26 7440213300010
Daylight Saving Time [1  Global interlock 503 10.851.26 7240213800010

Device Meonitori
evice Montlormg Global Anii-Passbaci(iimed) 5 10.851.26 7440213800010

e Click [Edit] or click the event type name to edit.

Edit

Device Name 192.168.213.178

Event Name lllegal Time Zone

Event Number 22

Event Level Exception

Event Sound © Already Exists @ Upload

~

Copy to all devices |

Cancel

The fields are as follows:

Device Name: Corresponding Device.

Event Name: It can’'t be modified.

Event Number: This number is from Controller.

Event Level: Normal, Exception, and Alarm are available.

If Event Level is Alarm, system will allow to set Alarm Level(Urgent, Important, General, Notice)

Event Number

Event Level

Alarm Level

Event Sound

Event Sound: You can set custom sound being played when the event occurs in real-time monitoring.
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Copy the above settings to all devices: This event will be applied to all current devices within the purview
of the same user event number.

Set Audio

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

Set audio for event to notify.

Feature Trigger Result

You can set the sound.

Steps:

e  Same as the event sound. Click [Set Audio].

Set Audio

Event Sound O Already Exists @ Upload

W

You can upload an audio from your local PC. The file must be in wav or mp3 format, and it must not exceed
10MB.

6.1.8. Daylight Saving Time

Function Description

DST, also called the Daylight-Saving Time, is a system to adjusting the official prescribe local time to save
energy. The unified time adopted during the implementation of known as the "DST". Usually, the clocks are
adjusted forward one hour in the summer to make people sleep early and get up early. It can also help to
save energy. In autumn, clocks are adjusted backwards. The regulations are different in different countries.
At present, nearly 70 countries adopt DST.

To meet the DST requirement, a special function can be customized. You may adjust the clock one hour
forward at XX (hour) XX (day) XX (month) and one hour backward at XX (hour) XX (day) XX (month) if
necessary.

Add Daylight Saving Time

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
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Function Usage Scenarios
Local demand requires the use of daylight-saving time function.
Feature Trigger Result

Set as "Month-Weeks-week hour: minute" format. The start time and end time is needed. For example, the
start time can be set as “second Monday in March, 02:00”. The system will be advanced one hour at the
start time. The system will go back to the original time at the end time.

Steps:
Click [Access] >[Device] > [Daylight Saving Time] > [New].

DST Name

TimeZone —_— >

Start Time MAR ~ Second ~ Sunday

End Time NOV v~ First v  Sunday

Edit Daylight Saving Time

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

The original daylight-saving time needs to be modified.

Feature Trigger Result

You can modify the name, start time, and end time of daylight-saving time.
Steps:

e Click [Access Control Device] > [Device] > [Daylight Saving Time] to display the view page.
e Click [Edit] to pop up the edit daylight saving time interface.

e Set DST corresponding Timezone

e Set Start Time

e SetEnd Time

e Set the new summertime name and time, click [OK] to save successfully.
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DST Name test-01

TimeZone {UTC-12)intemnational [ v

Start Time MAR ~ Second v Sunday v 2

End Time NOV  ~ First ~ Sunday v 2

OK Cancel

zNote:
The default DST is not allowed to edit.

Delete Daylight Saving Time

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

The original daylight-saving time setting is wrong, or it is not necessary to set the daylight-saving time
Feature Trigger Result

Delete this daylight-saving time.

Steps:

e Click [Access Control Device] > [Device] > [Daylight Saving Time] to display the view page.
e Click [Delete] to pop up the delete daylight saving time interface, click [OK] to delete.
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Prompt

Are you sure you want to perform the delete

operation?

6.1.9. Device Monitoring

Function Description

By default, it monitors all devices within the current user’s level. You may click [Access Device] > [Device
Monitoring] to view a list of operation information of devices: Device Name, Serial No., Area, Operation
Status, Current status, Commands List, and Related Operation.

Export Device Monitoring Data

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

Need to export the event data for further analysis.

Feature Trigger Result

Export all or a certain amount of the data.

Steps:

e Click [Access] > [Device] > [Device Monitoring] > [Door] on the Action Menu, the following
interface will be shown: -
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File Format EXCEL b

Data to Export @ Al (max 30000 records)
) Selected (max 30000 records)
From the arlicle 1 Sirip, is derived 100

e Device commands can be exported in EXCEL, PDF, CSV file format.

Device Monitoring

T

Device Name Serial Number Area Operation Status Current Status Commands List FEEDLT TS
Abnormal State

192.168.218.60 20100501999 Area Name Get real-time event Normal 0 None

e You may clear the command as needed. Click [Clear Command] in operations column.

Prompt

Are you sure you want to clear command

queues?

e Click [OK] to clear.
= Note:

After the implementation of Clear Command, you can perform the Synchronize All Data to Devices
operation on the device list to re-synchronize data in the software to the device, but this operation cannot be
performed when the user capacity and fingerprint capacity are fully consumed on the device. Once the
capacity is insufficient, you can replace the current device with a higher-capacity one or delete the rights of
some personnel to access this device, and then perform the Synchronize All Data to Devices operation.

Operate State is the content of communications equipment of current device, mainly used for debugging.

The number of commands to be performed is greater than 0, indicating that the data is not yet synchronized
to the device, so wait for the synchronization to complete.

Clear Command

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
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Function Usage Scenarios
No need for this command.
Feature Trigger Result
Delete the command directly.
Steps:

e Click [Access] > [Device] > [Device Monitoring] > [Clear All Command] on the Action Menu,
the following interface will be shown:

Prompt

Are you sure you want to clear command

queues?

6.1.10. Alarm Monitoring

Function Description

Monitoring Of Alarm Events: If an alarm occurs on the door and the alarm event is not confirmed, the
page will always display the alarm event.

Acknowledge

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

The current alarm event needs to be cleared.

Feature Trigger Result

Uncheck the selected door alarm event and send email notifications (you need to set the alarm monitoring
recipient’s mailbox in the “parameter setting”).

Steps:
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e Click [Access] > [Device] > [Alarm Monitoring] on the Action Menu, Select the corresponding
alarm event, click [Acknowledge], the following interface will be shown: -

« 'Di Access [ Device [/ Alarm Menitoring

@. Acknowledge

&= Device ~

Time Event Point Event Description Personnel Reader Name

Auxiliary Input
Auxiliary Output
Event Type

Daylight Saving Time
Device Monitoring
Alarm Monitoring
Map Configuration
Real-Time Monitoring

Topology Management

Security Verification

User Password

Cancel

6.1.11. Real-Time Monitoring

Function Description

It will monitor the status and real-time events of doors under the access control panels in the system in real-
time, including device status, event status, door status, Real-Time Alarm and Real-Time Events.

The Real-Time Monitoring interface is shown as follows:
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ARMATURA ONE

B35 Access

@ ® ® @umn
« 1) I Access | Device / RealTime Monitoring

Alarm Device Events From Today

O 0= O

Device  Door7) Auwiliary Input?) Ausiliary Oulput(7) Filter

Pending Al Real-Time Alarm Filter:

T 20
a

Search for Everything

. Search for Everything
& Device " Py

Event Description Time Ewent Point Alarm Level

Device

Ope erval i 2022-11- 185142~ #
VO Board Operation interval is 100 short 022-11-00 17:0211  10.851.4- # Important

Door

Qperation interval is too short 2022-11-0917:0210  10.8.51.4-2-... ;8 Important

Reader oo

Auxdiiary Input D D D D

1085142 108142034 108142033

Qperation interval is too short 2022-11-09 17:0209  10.851.4-2- A Important

Auxiliary Output 1085141

Operation interval is too short 2022-11-09 17:0206 10.8514-2- i Important

Event Type D D D L]

Daylight Saving Time 10.8.14.203-2 10.8.14.203-1 10.8.14.226-1

Real-Time Events Filler: | Search for Everything = |

W ede

Device Menitoring Auxiliary Input T

= = = =
10.8.14.226 10.8.14.203
Auxiliary Input-1 Auxiliary Input-1

=3 =3 =3

10.814.203 10.851.4
Auxiliary Input-4 Auxiliary Input-1

Personnel Event Point Event De

Alarm Monitoring

Real-Time Monitoring 10.8.14203

Auxiliary Input-2

10.8.14.203
Auxiliary Input-3

Topology Management

£¥ Access Control v

10.851.4
Auxiliary Input-2

N |
|\

i
(il
i

2 Advanced Functions  ~
Auxiliary Output
B Reports v

0 PadResource v EI EI El

The different icons represent status as follows:-

Status

Status

Icons

t

Device disabled Door Offline

B

Door sensor unset,
Relay
opened/Without
relay status

Door sensor unset,
Relay closed /Without

&y relay status

Online status Door
closed, Relay

Online status Door
closed, Relay

&/

closed/Without relay
status

opened/Without
relay status

=

Online status Door
opened, Relay
closed/Without relay
status

Online status Door
opened, Relay
opened/Without
relay status

Door opened alarm;
Relay closed

Door opened alarm;
Relay opened
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Door opening timeout,

Door opening

d id d Relay closed /Without id d timeout, Relay
e/ relay status, Door 20 opened/Without
Sensor Opened relay status
L D i
Door opening timeout, o ; oor opening
timeout, Relay
Q Relay closed/ Door ©]
o dp opened/ Door
Sensor Closed
Sensor Closed
Door closed alarm,
d o Door closed algrm, 1) Relay
Iy Relay closed/Without 1y opened/Without
relay status relay status
Door sensor unset,
Door sensor unset, Door id !
alarm, Relay closed Door alarm, Relay
= ’ y ef’ opened
o Door opening timeout,
Q without relay status/Door ﬁ Door locking
Sensor Closed
Door always locked Door closed
= v

Door closed unlocked

Door disabled

B9

of
L Door no sensor Door no sensor old
af Door no sensor unlocked Door offline
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0 .
X Door offline to device d Door open timeout
] old
b Door opened Door opened old
Door opened unlocked
ufl
Note: If there is no relay status, it indicates that the current firmware does not support
“detect relay status” function.

Event Monitoring

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.
Function Usage Scenarios

View the device status in real time on the software and perform operations.
lllustration

User can preview the device status, number of alarm device ,events status, and number of alarm events.

Alarm Device Events From Today Pending Alarm Events

Online e MNomnal Urgent

Disable 7 Alarm 47 o GmmEe 23 Important

Offline =  Normal General
Alarm

Unknown Maotice

Door Monitoring

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

View the device status in real time on the software and perform operations.

Feature Trigger Result

You can view the real-time status of the device, and remotely open and close the door and other operations.

The following interface will be shown:
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Device Door{4) Auxiliary Input{4)

H 3

10.8.14.2401 10.8.14.240-2

Auxiliary Input
=

10.8.14.240
Auxiliary Input-1

xiliary Input-2
Auxiliary Output

=l €l

10.8.14.240
Auiliary Output-1

8.14.240
ry Output-2

Filter:

£ 3

10.8.14.240-4

10.8.14.240-3

5] 5]

10.8.14 240
Auxiliary Input-3

=) 3

10.8.14.240
Auxiliary Output-3

Remote Opening/Closing: It can control one door or all doors.

Steps:-

1. To control a single door or all doors, click over it.

2. Click batch operation, and click [Remote Opening/ Closing]

Device Door(4) Auxiliary Input(4) Auxiliary Output(4)

Door
10.8.14.240-1 10.8.14.240-2
Auxiliary Input

=] =] =]

10.8.14.240
Augiliary Input-1

10.8.14.240
Augiliary Input-2

10.8.14.240

Auxiliary Qutput
£l £l £l

10.8.14.240
Auxiliary Output-1

10.8.14.240
Auxiliary Output-2

10.8.14.240

3. Enter user password
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Auxiliary Input-3

Auxiliary Output-3

Filter: | Search for Everything

Remote Opening
:l Remote Closing

10.8.14.240 Aclivate Lockdown

Deactivate Lockdown
Cancel Alarm

5] Remote Normally Open

Enable Passage Mode
10.8.1424¢ Disable Passage Mode
Auxiliary Inpu

|

10.8.14.240
Auxiliary Output-4

Copyright © 2022 ARMATURA LLC. Al
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Auliary Output-4

Search for Everything

2

[l ®—Door batch operation
=

Real-Time Evenis

Time

rights reserved.



ARMATURA ARMATURA ONE User Manual

Security Verification

User Password

Cancel

zNote:

1. In remote opening, user can define the door opening duration (The defaultis 15s). You can select [Enable
Intraday Passage Mode Time Zone] to enable the intraday door passage mode time zones, or set the
door to Normal Open, then the door will not be limited to any time zones (open for 24 hours).

2. Toclose adoor, select [Disable Intraday Passage Mode Time Zone] first, to avoid enabling other normal
open time zones to open the door, and then select [Remote Closing].

Cancel the alarm: Once an alarming door is displayed on the interface, the alarm sound will be played. Alarm
cancellation can be done for single door and all doors. To control a single door or all door, move the cursor
over the door icon, then click [Cancel Alarm] in the menu.

= Note:
If [Cancel the alarm] fails, check if any devices are disconnected. If found disconnected, check the network.
Remote Normally Open: It will set the device as Normal Open by remote.

Activate Lockdown: It will remotely set the door status to locked status. After this, the door wouldn’t receive
any operations, such as card reading and remote operations. This function is supported only by certain
devices.

Deactivate Lockdown: It will unlock a locked door. This function is supported only by certain devices.
Enable Passage Mode: Enable the door normally open in the specific time quantum.
Disable Passage Mode: Enable the door normally close in the specific time quantum.

Auxiliary Input Monitoring

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority
Function Usage Scenarios
Need to monitor real-time events of auxiliary inputs on the software.
Feature Trigger Result
It monitors current auxiliary input events in real-time.

The following interface will be shown:
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Device Door(4) Auxiliary Input(4) Filter: | Search for Everything

H H H H

10.8.14.2401 10.8.14.240-2 10.8.14.240-3 10.8.14.240-4

Auxiliary Input

5] 5] 5 5]

€ Auxiliary Input
10.8.14.240 10.8.14.240 10.8.14.240 10.8.14.240
Audliary Input-1 Auwxdliary Input-2 Auxiliary Input-3 Auiliary Input-4

Auxiliary Output
el £l £ el

10.8.14.240 10.8.14.240 10.8.14.240 10.8.14.240
Auiliary Output-1 Auxiliary Output-2 Auiliary Output-3 Auxiliary Output-4

Auxiliary Output Monitoring

Preconditions for Normal Use of Function

Log in to the system with the current account and have the authority.

Function Usage Scenarios

It is necessary to remotely open, remotely close, and remotely open the auxiliary output device.
Feature Trigger Result

Here you can perform Remote open, Remote Close, Remote Normally Open.

The following interface will be shown:

Device Door{4) Auxiliary Input(4) Filter: | Search for Everything

Door
10.8.14.240-1 10.8.14.240-2 10.8.14.240-3 10.8.14.240-4
Auxiliary Input
5] 5] 5] 5]

10.8.14.240 10.8.14.240 10.8.14.240 10.8.14.240
Auxiliary Input-1 Auxiliary Input-2 Auxiliary Input-3 Auxiliary Input-4

Auxiliary Output

3| =) =) =)

<€ Auxiliary Output

10.8.14.240 10.8.14.240 10.8.14.240 10.8.14.240
Auxiliary Output-1 Auxiliary Output-2 Auxiliary Output-3 Auxiliary Output-4

Auxiliary Output remote opening/closing:

1. To control a single auxiliary device or all auxiliary devices, click over it.
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2. Click batch operation and click [Remote Opening/ Closing].

Remote Opening/Closing:
Steps:
1. To control a single device or all auxiliary devices, click over it.

2. 2.Click batch operation, and click [Remote Opening/ Closing]

Device Door(4) Auxiliary Input(4) Filter: | Search for Everything Y -//'

Door

fl a fl 3 - |
et e E] @— Batch Operation

Remote Closing

10.8.14.240-1 10.8.14.240-2 10.8.14.240-3 10.8.14.240-

Auxiliary Input Remote Normally Open

5] 5] 5 5]

10.8.14 240 10.8.14.240 10.8.14.240 10.8.14.240 Real-Time Events
Auziliary Input-1 Augiliary Input-2 Auzliary Input-3 Augiliary Input-4

Time
Auxiliary Output

= €] = €]

10.8.14.240 10.8.14.240 10.8.14.240 10.8.14.240
Aurdliary Output-1 Auxiliary Output-2 Auriliary Qutput-3 Auxiliary Output-4

3. Enter user password

Secunty Verification

User Password

Cancel

Remote Normally Open: It will set the auxiliary device as Normal Open by remote.

Search device: System supports fuzzy search.
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Device Door{4) Auxiliary Input({4) Filter:

£ £ £l £

10.8.14.2401 10.8.14.240-2 10.8.14.240-3 10.8.14.240-4

Search device =]

Auxiliary Input
5] 5] 5] 5]

0.8.14.240 10.8.14.240 10.8.14.240 10.8.14.240
piliary Input-1 Auxiliary Input-2 Audliary Input-3 Auiliary Input-4

Auxiliary Output
<l <l <] ]

10.8.14.240 10.8.14.240 10.8.14.240 14.240
Auxiliary Output-1 Auxiliary Output-2 Auxiliary Output-3 Output-4

Filter device: System support filter devices by door status, relay status, auxiliary input status and auxiliary
output status.

Device Filter: | Search for Everything

Resources Area

Set Resource By Device f fl Door Status Al Filter by criteria

Set Resource By Resource LR &

10.8.14.240-2 10.8.14.240-3 Auxiliary Input Status Al

Auxiliary Input Auxiliary Output Status Al
= = = WFilter to Real-Time Alam & Events

10.8.14.240 10.8.14.240 10.8.14.240 Real-Time Events
Auwdliary Inpui-1 Auxiliary Input-2 Auxiliary Input-3 Confirm Reset

Time
Auxiliary Output

<] | el

10.8.14.240 10.8.14.240 4.2 10.8.14.240
Auwxiliary Output-1 Auxiliary Output-2 Auxiliary Oufput-4

Real Time Alarm

It clearly displays all alarm event in the interface, which user can acquire event description, time, event point,
alarm level and personnel information.

The following interface will be shown:

Real-Time Alarm Filter

Event Description Time Event Point Priority Level
Reader Disassembky Alarm 2022-03-11 09:51:13 10.8.16.130-1 in ( Emergency
Reader Disassembky Alarm 2022-03-11 09:51:13 10.8.16.130-1 in Emergency
Reader Disassembky Alarm 2022-03-11 09:51:13 10.8.16.130-1 in Emergency

Reader Disassembky Alarm 2022-03-11 09:51:13 10.8.16.130-1 in Emergency

Reader Disassembky Alarm 2022-03-11 09:51:13 10.8.16.130-1 in Emergency

View video playback
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The user can view the video playback corresponding to the alarm event.

Real-Time Alarm Fllter

Event Point

Beader Disass

der Disassembiky

Reader Disassemb arm : 9:51:13 g Emergency

Reader Disassemiky m A3 30- ) Em

Look over details

It can view event details and perform remote operation by user.

Real-Time Alarm
Event - ver details me Event Point
10.8.16.130-
~ o = i ]
10.8.16.130-1 in Lk
10.B.16.130-1 in
der Disassem ] 13-11 09:51:13 10.8.16.130-1 in Emergency

Reader Disasse m 11 09:51:13 10.8.16.130-1 in (») Emer

Device Name 10.8.14.240 Area Name
Door 10.8.14.2404 Door State

Door Sensor Unknown Relay

Time 2022-05-26 13:52-19 Alamm Level Importani

Event Descripfion

2022-05-26 13:52-19 Failed io Close during Passage Mode Time Zone

Remote Operations

= = 8

Report

Page 201 Copyright © 2022 ARMATURA LLC. All rights reserved.



ARMATURA ARMATURA ONE User Manual

Real-Time Events

All devices’ events will be recorded in the real-time events, include emergency events,
important events, general events, and prompt events.

The following interface will be shown:

Real-Time Events Filter

Time Personnel Event Point Event Description

View video playback

The user can view the video playback corresponding to the real-time event.

Real-Time Events Filter

Time Personnel Event Point Event Description

Vedio playback
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6.1.12. Topology Management

Function Description
One topology map to check Controller-Door-Reader and 10 relationship.

ARMATURA ONE 3 Aocess ® (&) admin

« {Y ! Access / Device ! Topology Management

- Device Door Reader Auiliary Input Auiliary Output Oniine
& Device - 0 0 0 0 Offine  Area Name v
2 Others

Device
1/O Board
Door

Reader

Auxiliary Input 108514

Awliary Output
Event Type
Daylight Saving Time

ARMATURA

Armatura ONE
Device Monitoring ON
Alarm Monitoring
Real-Time Monitering
Topology Management
reea i 10.8.14.226
£ Access Contral v

. Advanced Functions v

B Reports v

0 PadResource v

Status Monitoring

Preconditions for Normal Use of Function
Log in to the system with the current account and have the authority.
Function Usage Scenarios

From Status Monitoring admin can quick check if device/reader/io expansion board is offline.

Device Reader Aurdiliary Input Auxiliary Output Online

2 0 ] 0 .

Topology Map
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ARMATURA ONE i Access ® @) admin

« 1Y I Access | Device ! Topology Management

Device Door Reader Auliary Input Aupiliary Output Oniine
’.2 o 0 o o Offine Area Name v
Others

& Device
Device
10 Board
Door
Reader
Auxiliary Input 108514
Auxiliary Qutput
Event Type

Daylight Saving Time
Armatura ONE

ARMATURA
Device Monitoring ONE

Alarm Monitoring
Real-Time Monitoring
Topology Management
pology d 10.8.14.226
£ Access Control v

2 Advanced Functions  ~

B Reporis v

0 PadResource v

Support Search by Area Name/Device Name/Serial Number/Door Name/Reader Name to filter.

Area Name

Area Name
Device Mame
Serial Number
Door Name

Reader Name

Icon Introduction

"l" H 13 ) H
Download Download this map as a ‘“.png’ file

Js .
. Back to previous level Back to previous level

)

Refresh Refresh Map

i Find a location for middle of map
Location
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n Zoom IN Map Zoom IN

- Zoom Out Map Zoom Out

*Support mouse scroll wheel scrolling up/down to zoom in and out

Introduction

Device Monitoring

Device Serial Number:CN30122200004 Device Status
Area Name:Area Name
Device Model:AHSC-1000 - Green: Online

Firmware Version:AC Ver 10.0.9 Oct 9 2022

Red: Offline

s 0
Grey: Unknown

Door Monitoring

Door Number:2 DOOf StatUS

Door Sensor:None

felorClose ~ Green: Online

Alarm:Fire Alarm Input Open Circuit;Device Tamper;

FEEA BEE G H A Red: Offline

Grey: Unknown

E| Auxiliary Input-2

Number:2 Aux IN Monitoring

Printed Name:AUXINZ
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E| Auxiliary Output-2

Number:2

Printed Name:AUXOUT2 . .
Aux Out Monitoring

s B X4

6.2. Access Control

Functions description:

Operate the access control device, including setting the time, setting the access levels by personnel and
department, and performing functions such as interlocking, linkage and anti-passback

Function List:

Function Description

Time Zones Add, edit, delete time.
Holidays Add, edit, delete holidays

Add, edit, add doors, door control-remote door open, door
control-remote door close, door control-cancel alarm, door
control-remote normally open, door control-enable, door
Access Levels control-disable, door control-remote lock, door control-remote
unlock, door control-enable the day’s normally open time
zone, door control-disable the day’s normally open time
zone, delete the door, export.

Set Access by Levels Add, delete, export personnel.

Access control settings, add belonged access levels, delete

Set Access by Person belonged access levels, export.

Set Access by Add default access levels, delete default access levels.

Department

Interlock Add, edit, delete
Linkage Add, edit, delete
Anti-passback Add, edit, delete

First Person Normally

Open Add, edit, delete personnel.
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Multi-person Group Add, edit, delete personnel.
Multi People Opening Add. edit. delete

Door ’ ’ )
Verification Mode Add, edit, delete door

Verification Mode Group | Add, delete personnel

Type of Getting Transactions setting, Transactions Auto-
Parameter Settings Export setting, Real Time Monitoring setting, Compare photo
delivery settings.

6.2.1. Time Zones

Function Description
You can set the time to accurately open and close the door for each function of the device.

Add Time Zone

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

The device needs to open the door in a specific time.

Feature Trigger Result

It sets usage time of a door; the reader is usable during valid time periods of certain doors and unusable
during other time periods. Time Zone can also be used to set Normal Open time periods or set access
levels so that specified users can only access specified doors during specified time periods (including
access levels and First-Person Normally Open).

The system controls access according to Time Zones (up to 255 time zones). The format of each interval for
a time zone: HH: MM-HH: MM. Initially, by default, the system has an access control time zone named [24
hours Accessible]. This time cannot be modified and deleted. The user can add new Access Control Time
Zones that can be modified or deleted.

Steps:

e Click [Access Control] > [Time Zones] > [New] to enter the time zone setting interface.
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Time Zone Name*

Remarks

O Holidays

Compatible with all devices
Compatible with only Armatura Controller

Save and New

The parameters are as follows: -
Time Zone Name: Any character, up to a combination of 30 characters.

Remarks: Detailed description of the current time zone, including explanation of current time zone and
primary applications. Users can input up to 50 characters in this field.

Interval and Start/ End Time: One Access Control Time Zone includes 3 intervals for each day in a week,
and 3 intervals for each of the three Holidays. Set the Start and End Time of each interval.

Setting: If the interval is Normal Open, just enter 00:00-23:59 as interval 1, and 00:00-00:00 as interval 2/3.
If the interval is Normal Close: all inputs will be 00:00-00:00. If users use only one interval, they just need to
fill in interval 1, and interval 2/3 will be the default value. Similarly, when users only use the first two
intervals, the third interval will be the default value. When using two or three intervals, users need to ensure
that the two or three intervals do not overlap, and the time shall not cross the days. Or the system will
prompt error.

Holiday Type: Three holiday types are unrelated to the day of a week. If a date is set to a holiday type, the
three intervals of the holiday type will be used for access purpose. The holiday type is optional. If the user
does not enter one, the system will use the default value.

Copy on Monday: You can quickly copy the settings of Monday to other weekdays.
After setting, click [OK] to save, and it will display in the list.
Edit Time Zone

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.

Function Usage Scenarios
Need to modify the door opening time set before the device.

Feature Trigger Result
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Modify the time when the device is open.
Steps:
Click the [Edit] button under Operation to enter the edit interface. After editing, click [OK] to save.

‘Df Access [ Access Control [/ Time Zones

. ima-Z : -
= Device Time-Zone Name Remarks

£¥ Access Control

+_* Refresh + New [i] Delete

Time Zones .
Time Zone Name Remarks Operations

Holidays )
24-Hour Accessible 24-Hour Accessible

Access Levels
1est-0825
Set Access By Levels
Set Access By Person
Set Access By Departme

Interlock

Linkage

Time Zone Name fest-01

Remarks test-0825
O Holidays

Delete All

Delete Time Zone

Preconditions for Normal Use of Function
Log in to the system with current account and have the menu authority.
Function Usage Scenarios

e There is no need to control the access time of the door.
e The door access time is set incorrectly.

Feature Trigger Result
The time is deleted from the time list and can no longer be used.

Steps:
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Click the [Delete] button under Related Operation, then click [OK] to delete, or click [Cancel] to cancel the
operation.

A time zone in use cannot be deleted. An alternative way is to tick the check boxes before one or more time
zones in the list and click the [Delete] button over the list, then click [OK] to delete, and click [Cancel] to
cancel the operation.

Prompt

Are you sure you want to perform the delete

operation?

6.2.2. Holidays

Function Description

Access Control Time of a holiday may differ from that of a weekday. The system provides access control
time setting for holidays. Access Control Holiday Management includes Add, Modify and Delete.

Add Holiday

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.

Function Usage Scenarios

Need to set the time of special holidays.

Feature Trigger Result

Controls such as opening and closing doors according to the access control time set during holidays.
Steps:

e Click [Access Control] > [Holidays] > [New] to enter edit interface.
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Holiday Name |

Holiday Type Holiday Type 1
Start Date
End Date
Recurring

Remark

Save and New Cancel

Fields are as follows: -
Holiday Name: Any character, up to a combination of 30 characters.

Holiday Type: Holiday Type 1/2/3, namely, a current holiday record belongs to the three holiday types and
each holiday type includes up to 32 holidays.

Start/End Date: The date format: 2010-1-1. Start Date cannot be later than End Date, otherwise the system
will prompt an error message. The year of Start Date cannot be earlier than the current year, and the
holiday cannot be set across two different years.

Recurring: It refers a holiday whether to require modification in different years. The default is No. For
example, the Near Year’'s Day is on January 1 each year, and can be set as Yes. The Mother's Day is on
the second Sunday of each May; this date is not fixed and should be set as No.

For example, the date of Near Year’'s Day is set as January 1, 2010, and the holiday type is 1, then on
January 1, Access Time Control will not follow the time of Friday, but the Access Control Time of Holiday
Type 1.

After editing, click [OK] button to save, and it will display in the holiday list.
Edit Holiday

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

e Need to modify the time setting for special holidays.
e The current holiday time set is wrong.

Feature Trigger Result
Modify the new holiday time.
Steps:

Click [Holiday Name] or [Edit] button under Operations to enter the edit interface. After modification, click
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[OK] to save and quit.

Delete Holidays

Preconditions for Normal Use of Function
Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

e No need for the holiday time which is currently set.
e The current set holiday time is wrong.

Feature Trigger Result
Delete the selected holiday time.
Steps:

¢ Inthe access control holiday list, click [Delete] button under Operations.

Prompt

Are you sure you want to perform the delete

operation?

e Click [OK] to delete, click [Cancel] to cancel the operation.

If an Access Control Holiday is already in use, then it can’t be deleted.

6.2.3. Access Levels

Function Description

Access levels indicate that one or several selected doors can be opened by verification of a combination of
different person within certain time zone. The combination of different person set in Personnel Access Level
option.

Add Access Level

Preconditions for Normal Use of Function
Log in to the system with the current account and have the menu authority.

The access control module has set access control time and area for selection.
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Function Usage Scenarios

Need to perform the same authority management for certain doors, including access control time and area.
Feature Trigger Result

Set up the access levels corresponding to the area and time.

Steps:

e Click [Access Control] > [Access Levels] > [New] to enter the Add Levels editing interface.

Level Name |

Time Zone 24-Hour Accessible
Area Area Name

Set Valid Time O

Threat Level

Level Name: Level Name (unrepeatable)

Time Zone: check Time Zones

Area: Set privilege limit for different user

Valid Time: This level only available within this valid period

Access Level Threat Level: Set a threat level for access level, if system threat level change, system will
check whether access level is the same threat level with current system threat level, if access level threat
level does not include current threat level, this access level will be limit for access.
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Level Name

Time Zone 24-Hour Accessible

Area Area Name

Set Valid Time

Threat Level

Threat

L] Remarks

1
Alert

O I Higher

1-5 { 5S0rowsperpage v | JumpTo 1

More details check Threat Level

e Click [OK], the system prompts “Immediately add doors to the current Access Control Level”,
then click [OK] to add doors, then click [Cancel] to return the access levels list. The added access level is
displayed in the list.

Prompt

Immediately add doors to the current Access

Control Level?

=Note:
Different doors of different panels can be selected and added to an access level.

Edit Access Level

Preconditions for Normal Use of Function
Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

Need to modify the authority management of certain doors, including the authority group name, access
control time zone and area.

Feature Trigger Result
Modify the access levels of the corresponding area and time.

Steps:
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e Click [Access] > [Access Control] > [Access Levels] to display the access authority group
interface.

e  Select the corresponding access levels and click [Edit] to edit.

Edit

Level Name test

Time Zone 24-Hour Accessible

Area Area Name

Set Valid Time O

Threat Level

Delete Access Level

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

The authority management of some doors is no longer needed.

Feature Trigger Result

Delete the access levels.

Steps:

e Click [Access] > [Access Control] > [Access Levels] to display the access levels interface.
e Select the corresponding access levels and click [Delete] to edit.

Prompt

Are you sure you want to perform the delete

operation?
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Add Door to Access Level

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

Need to set the access levels for some doors.

Feature Trigger Result

The settings of the access levels are delivered to the corresponding door.
Steps:

e Click [Access] > [Access Control] > [Access Levels] to display the access levels interface.
Select the corresponding access levels and click [Add Door] to add the corresponding door.

Yy 1

Access Levels

Access [ Access Control [ Access Levels

&= Device

Level Name Time Zone

£} Access Control

Time Zones +_* Refresh

-+ New

- 0—
[I] Delete =2 Door Control

Holidays Area Name Time Zone Door Count Threat Level Stari Date  End Date

Access Levels AreaNae—_24-Hour .

Set Access By Levels
24-Hour ..

Set Access By Person

AreaMa... 24-Hour._.

Set Access By Departme

Door Name Serial Number

Q o

Alternative

[

[0 10.8.16.48-4

10.8.16.49-3

10.8.16.49-2

10.8.16.49-1

10.8.16.1304

10.8.16.130-3

112

Delete Door from Access Level

Selected(0)

Owned Device Serial Number O Door Name

10.8.16.49

10.8.16.49

10.8.16.49

10.8.16.49

10.8.16.130

10.8.16.130

! 5Drowsperpage v |

Cancel

Preconditions for Normal Use of Function
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Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

Need to set the access levels for some doors.

Feature Trigger Result

Delete the corresponding door in the corresponding access control access levels.
Steps:

e Click [Access] > [Access Control] > [Access Levels] to display the access levels interface.
Select the corresponding access levels and click [Delete Door] to edit.

2|/ Access | Access Control / Access Levels

- Access Levels ¢ Browse Levels test (Area Name) Door Combination

&= Device

o Level Name Time Zone Q O Door Name Owmed Device
Access Control

Time Zones > Refresh + New il Delete %5 Door Control v O Refresh [} Delete Door [4 Export

Holidays O | LevelName AreaName TimeZone  Door Count = ThreatLevel StartDate O | Doowilame Owned Device

Access Levels O | ceneral AreaName  24-Hour 0 10.8.16.205-4 10.8.16.205

Set Access By Levels
O | test AreaName 24Hour.. 8 0O | 108162053 10.8.16.205

Set Access By Person
(m] a Area Name  24-Hour .. 0 Od 10.8.16.205-2 10.8.16.205
Set Access By Departme
10.8 16 2051 10.8.16.205
Interlock

Linkage O 108162174 10816217

Prompt

Are you sure you want to perform the delete

operation?

Export specific Access Level’s Door List

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

For multiple doors, it needs to be exported for easy viewing.

Feature Trigger Result

You can export files in multiple formats, including door names and their devices.

Steps:
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e Click [Access] > [Access Control] > [Access Levels] to display the access levels interface.
e Select the corresponding access levels, in the column on the right door, click [Export], select the
file format and export method, and click [OK] to export.

File Format EXCEL ~

Data io Export @ All (max 30000 records)
elected (max 30000 records)

From the arficle 1 Sirip, is derived 100 Data

Door Control - Remote Open Door

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

Batch remote opening

Feature Trigger Result

Open all doors in batches remotely under the access levels.

Steps:

e Click [Access] > [Access Control] > [Access Levels] to display the access levels interface.
e Select the corresponding access levels, click [Door Control]> [Remote Opening] and enter the
user login password to trigger remote door opening.

1"'_\rf Access [ Access Control [ Access Levels

- . Access Levels
== Device

Level Name Time Zone
£} Access Control
Time Zones +_* Refresh -+ New I Delete _E;E Door Control

Remote Opening

Remote Closing

Holidays Level Name Area KM = iie Lol

Access Levels General AreaName 24Hour| CancelAlam

Remote Normally Open

Set Access By Levels Enable

Area Name  24-Hour
Disable

Activate Lockdown

Set Access By Person
Area Name
Set Access By Departme Deactivate Lockdown

Enable Intraday Passage Mode Time Zone

Interlock Disable Intraday Passage Mode Time Zone
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Security Verification

User Password

Cancel

Door Control - Remote Door Closing

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.
Function Usage Scenarios

Batch Remote Closing

Feature Trigger Result

Perform batch remote closing of all doors under the access levels.

Steps:

e Click [Access] > [Access Control] > [Access Levels] to display the access authority group
interface.

e Select the corresponding access levels, click [Access] > [Access Control] > [Access Levels]>
[Door Control]> [Remote Closing] and enter the user login password to trigger remote door closing.
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Q! Access [ Access Control [ Access Levels

Access Levels

&= Device

Level Name Time Zone
£} Access Control

Time Zones afres [ Delete %5 Door Conirol

Remote Opening

Holidays Level Nama Time Zol

Remote Closing

Access Levels Cancel Alarm

General Area Name  24-Hour

Remote Normally Open
Set Access By Levels
i AreaName 24-Hour Enable

Set Access By Person Disable
AreaName 24-Hour| Acivate Lockdown

Set Access By Departme Deactivate Lockdown

Enable Intraday Passage Mode Time Zone

Interlock Disable Intraday Passage Mode Time Zone

Security Verification

User Password

Cancel

Door Control - Cancel Alarm

Preconditions for Normal Use of Function

Log in to the system with the current account and have the menu authority.

Function Usage Scenarios

Cancel Alarm in Batches

Feature Trigger Result

Batch cancel the alarm for all doors under the access levels.

Steps:

e Click [Access] > [Access Control] > [Access Levels]> [Door Control]> [Cancel Alarm] to
display the access levels interface.

e Select the corresponding access levels, click [Door Control]> [Cancel Alarm] and enter the user
login password to trigger the cancellation of the alarm.
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