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Section 1

1. Purpose

The purpose of this architectural and engineering system specifications (A&E)
document is intended to provide a comprehensive guide for the design,
implementation, and installation of the AHDU Series, IP-based biometric door

unit.

2. Goals and Objectives
The AHDU Series, IP-based biometric door unit A&E specifications document
aims to achieve the following goals and objectives:
Provide a highly secure and reliable IP-based core controller with
advanced authentication and advanced access control capabilities.
Ensure scalability and flexibility to accommodate varying user and system
requirements.
Meet or exceed relevant industry standards and regulations.
Provide a clear and detailed specifications for the design, supply,

installation, and commissioning of the AHDU Series.

3. Key Features and Requirements

The AHDU Series shall have the following key features and requirements:
The AHDU Series includes three different models: AHDU-1160, AHDU-
1260, and AHDU-1460, with robust and customizable elevator control

mode.

Supports advanced access control functions including multi-frequency
RFID card, multi-biometric authentication, mobile credential, anti-passback,

multi-level authentication and cross panel linkage (global linkage).
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Authentication capacity supports a maximum of 400,000 (1:N) or 800,000
(1:1) RFID card or mobile credential capacity with 400,000 (1:N)
(Bluetooth). Supports 50,000 (1:N) and 100,000 (1:1) fingerprint capacity ;
supports 5,000 (1:N) and 100,000 (1:1) face capacity. Supports 3,000 (1:N)
& 5,000 (1:1) palm capacity. The transaction buffer supports 300,000

events.

The AHDU Series, IP-based biometric door unit can be powered using
Power-over-Ethernet (PoE) with 802.3at/af standards or 12DVC to 24VDC
from a power sourcing equipment (PSE) according to the PoE 802.3at/ af

standards.

Enables integration with Armatura Explorer series readers, third-party
biometric readers, as well as third-party Wiegand and OSDP readers.
Armatura One provides RESTful based API for seamless third-party

software integration.

It should have unlimited threat levels which are used to instantly adjust

users access right during lockdown and lockout.

Support port failover (TCP/IP) and redundancy. The AHDU controller
series features dual Ethernet ports with automatic failover capability. It
supports separate network configurations for each port and includes
100Base-TX Ethernet data transfer. Additionally, the controller's three RS-
485 ports offer redundancy functionality, activating a secondary port if

issues occur with the primary connection to prevent disconnection.

Built with a dual ROM design for operation stability and protection. One of
the ROMs acts as a primary ROM for the system start up, and the second
layer ROM acts as a “Recover” ROM. When the primary ROM fails or
malfunctions, the second layer ROM will automatically take over on your
next controller board startup.
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Supports up to 384 inputs (when using AHEB-1616 1/O expansion board)
through OSDP V2.2 connection between boards. The AHDU can also act
as an edge device under the AHSC-1000 security core, which supports

cascading to manage up to 128 doors under single AHSC-1000 controller.

Adopt MQTT based communication protocol and enables the controller to
communicate with more edge devices, including Door Unit, reader and

sensor under the same network environment.

Use the sserverless design enables the controller to operate independently.
Peer-to-peer cross-controller linkage through the AHSC-1000 security core
allows communication between controllers and can be active while the
Armatura One server is unavailable. All the preset linkages or global

linkage can operate normally.

Adopt the onboard webserver design, The controller can be configured via
the Armatura Connect mobile app or web browser using a TCP/IP
connection. Additionally, basic diagnostics are possible using the

controller's built-in monitor and keypad.

Includes 4-state supervised inputs to prevent open or short circuit attacks
effectively. It can detect circuit abnormalities as slight as 5% Ohms and

filter out potential attacks for enhanced security.

REX inputs and dedicated fire alarm inputs are independently controlled
by isolated microchips to ensure their continued operation under extreme

conditions, even if the motherboard malfunctions.

The system shall comply with GDPR privacy standards, ensuring that the

system meets all relevant privacy and data protection requirements.

Adopt advanced encryption standard, AES 256-bit algorithm for

communication with Explorer series readers and 1/0O expansion boards by
5
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TCP/IP. Adopt AES 128-bit encryption to the readers and 1/0O expansion
boards by OSDP V2.2 over RS-485.

Adopt AES128/TLS 1.2 (with AES256) secures communication between
Armatura One server and edge devices. The Armatura One server
communicates with web clients via HTTPS/TLS1.2 (AES256) or higher and
enhanced by a Certified EAL6+ standard crypto chip for AHSC-1000
controller security. It supports IP/MAC address filtering and VLAN isolation

for heightened cybersecurity.

4. Design and Implementation Constraints
The AHDU Series IP-based biometric door unit should comply with the following

design and implementation constraints.

Ongoing maintenance and support shall constraints necessitate regular
software updates and firmware patches to address security vulnerabilities

and ensure system reliability.

The design shall be scalable and flexible to accommodate varying user and

system requirements.

The implementation shall be done by trained installers who have been

certified by the manufacturer.

The AHDU Series shall be designed to operate in a wide range of
environmental conditions, including temperature, humidity, and vibration.
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5. Existing Standards and Regulations
The AHDU Series should comply with the following standards and
regulations.

FCC Standards

CE Standards

UL Standards

UL294 Standards

6. Submittals

The following submittals shall be provided.
Product data sheets
Installation instructions
Operation manuals

Test reports

7. Qualifications
The manufacturer of the AHDU Series shall have the following qualifications.
ISO 9001, 1ISO27001, 1SO27701, 1SO27017, CMMI5 certification.

Minimum of 5 years’ experience in producing access control equipment.

8. Warranty
The manufacturer shall provide a limited 36-month warranty for the product to

be free of defects in material and workmanship.

Address: 190 Bluegrass Valley Parkway Alpharetta, GA 30005
Email: sales@armatura.us
Date: 8 August 2024
Version 1.2




N S
ARMATURA

Section 2

1. Key Features and Requirements

1.1 The AHDU Series shall have the following key features and requirements:

i. Ultimate Authentication Performance Supports up to 400,000 (1:N) RFID
card or 800,000 (1:1) RFID card capacity. The maximum RFID card
number length is up to 512bits. Support mobile credential capacity up to
400,000 (1:N) (Bluetooth); 400,000(1:N) (NFC @ Armatura ID / HID
employee badge in Apple Wallet); 400,000 (1:N) (Dynamic QR Code).
Fingerprint capacity is at a maximum of 100,000 (1:1) & 50,000 (1:N). Face
capacity supports up to 5,000 (1:N) & 100,000 (1:1). Palm capacity
supports up to 3,000 (1:N) & 5,000 (1:1). The maximum transaction buffer
is 300,000 events.

ii. Highly scalable and supports up to 384 inputs (when using AHEB-0216 1/10
expansion board) through OSDP V2.2 connection between boards. Acts
as an edge device under the AHSC-1000 security core, which supports

cascading to manage up to 128 doors under a single controller.

ii. Innovative MQTT Based Communication Protocol. MQTT is a lightweight
messaging protocol designed for loT devices that allows the controller to
communicate with more edge devices (Door Unit, Reader, and sensor)

under the same network environment.

iv. AHDU-1160, AHDU-1260 and AHDU-1460 primary power supply uses the
Power over Ethernet (PoE) 802.3at/af standard, supporting 12VDC to 24
VDC = 20%, with a maximum current of 550 mA. The reader current is not

included.
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V. AHDU-1160, AHDU-1260 and AHDU-1460 primary host communication
over Ethernet is 100Base-TX speed and utilizes the 256bit AES symmetric

encryption for Controller to Server and Inter-Controller communications.

Vi. AHDU-1160, AHDU-1260 and AHDU-1460 secondary host communication

uses Bluetooth 5.2, and it is optional.

Vii. AHDU-1160, AHDU-1260 and AHDU-1460 third host communication
utilizes Wi-Fi at IEEE 802.11ac for 5GHz standard, or 2.4GHz or 5GHz
IEEE 802.11n standard. It adopts 256bit AES symmetric encryption for

Controller to Server and Inter-Controller communications.

Viii. AHDU-1160, AHDU-1260 and AHDU-1460 Ethernet network connection
Port 1 and Port 2 are at 100Base-TX speed. They are configurable for port

failover.

iX. RS-485 connectivity dedicated for AHDU-1160, AHDU-1260 and AHDU-
1460 communication, enabling Port 1, Port 2 and Port 3 via Armatura RS-
485 or OSDP V2.2. It is configurable for Port Redundancy dedicated on
Port 2 and Port 3.

X. Ports of the AHDU-1160 consists of 2*TCP/IP, 3*RS-485, 2*Wiegand and
1*RS232.

Xi. Ports of the AHDU-1260 consists of 2*TCP/IP, 3*RS-485, 4*Wiegand and
1*RS232.

Xii. Ports of the AHDU-1460 consists of 2*TCP/IP, 3*RS-485, 4*Wiegand and
1*RS232.

Xiii. AHDU-1160, AHDU-1260 and AHDU-1460 consists of inputs with 4-state
supervision, resistor values (5% tolerance), Normally open contact: use
1.2k, 2.2k. 4.7k or 10k ; Normally closed contact: use 1.2k, 2.2k. 4.7k or
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10k. Dedicated panel tamper I/O input and the dedicated microchip

control fire alarm 1/O input and REX input for catastrophic situation.
Xiv. AHDU-1160 outputs have 1 Relay, 1* Form-C with dry contacts.
XV. AHDU-1260 outputs have 2 Relay, 2* Form-C with dry contacts.
XVi. AHDU-1460 outputs have 4 Relay, 4*Form-C with dry contacts.

XVii. Normally open contact rating for AHDU-1160, AHDU-1260 and AHDU-
1460 is at 5A @ 30VDC resistive.

XViii. Normally closed contact rating for AHDU-1160, AHDU-1260 and AHDU-
1460 is at 5A @ 30VDC resistive.

XiX. AHDU-1160, AHDU-1260 and AHDU-1460 on-board monitor has a 2.4-
inch TFT monitor with a resolution of 321*240, for the quick view status of

board, connected doors and for configuration information display.

XX. AHDU-1160, AHDU-1260 and AHDU-1460 on-board firmware supports
dual firmware, access control mode (standard) and elevator control mode

(optional and it requires extra license for activation).

XXi. AHDU-1160, AHDU-1260 and AHDU-1460 on-board webserver consists
of a WebServer for System Configuration and Management Dashboard for
Controller Status monitoring device firmware swapping (access control
mode / elevator control mode),device connection status monitoring &
configuration, performance status, sever primary controller setting,
network status monitoring & setting, IP access filter, SSL / TLS certificates
setting, access log export, controller reset, debug status monitoring,
operation log monitoring, user management, date & time setting, daylight
saving time setting, NTP sever setting, general status, controller

information.
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XXii. Support access level of 100,000.

XXiii. AHDU-1160 has 1 access point on board. AHDU-1260 has 2 access point
on board. AHDU-1460 has 4 access point on board.

XXIiV. AHDU-1160 support a maximum of 2 readers. AHDU-1260 supports a

maximum of 4 readers and AHDU-1460 supports a maximum of 8 readers.

XXV. AHDU-1160, AHDU-1260 and AHDU-1460 support the maximum input of
384 using Armatura AHEB-1602 or AHEB-1616 controller.

XXVi. AHDU-1160, AHDU-1260 and AHDU-1460 support the maximum output of
385 using Armatura AHEB-1611 controller.

XXVii. Under access control mode, AHDU-1160, AHDU-1260 and AHDU-1460
support a maximum of 792 pieces of I/0O Board, with 24 pieces of 1/0 Board
directly connect via Armatura RS-485 connection. AHDU-1160, AHDU-
1260 and AHDU-1460 also supports a maximum of 768 pieces of I/O Board
(access control mode), through AHDU-1460 module over TCP/IP

connections.

XXViii. Under elevator control mode, AHDU-1160 support 8 pieces of AHEB-1616
I/O Board directly connect via Armatura RS-485 for a maximum of 128
floors management. AHDU-1260 support 16 pieces of AHEB-0808 I/0O
Board directly connect via Armatura RS-485 for a maximum of 128 floors
management. AHDU-1460 support 24 pieces of AHEB-1602 1/0O Board
directly connect via Armatura RS-485 for a maximum of 48 floors

management.

XXiX. RFID or Biometric reader interface input voltage requirements for AHDU-
1160, AHDU-1260 and AHDU-1460 shall be 12 to 24 VDC * 10% regulated,

with a maximum current draw of 550 mA on each reader.
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XXX. RFID or Biometric reader interface maximum input current requirements
for AHDU-1160, AHDU-1260 and AHDU-1460 shall be 12 to 24 VDC %

10% regulated, with a maximum current draw of 550 mA on each reader.

XXXI. Tailored RFID or Biometric reader interface for AHDU-1160, AHDU-1260
and AHDU-1460 shall employ the RS-485 protocol with AES-128

encryption and OSDP secure channel.

XXXil. RFID or Biometric reader interface of AHDU-1160, AHDU-1260 and
AHDU-1460 for OSDP Mode over a range of 9600-115200 bps, OSDP
V2.2, asynchronous, half-duplex, 1 start bit, 8 data bits, and1 stop bit. For
third party reader, it support OSDP V2.2 or above.

XXXiii. RFID or Biometric reader interface of AHDU-1160, AHDU-1260 and
AHDU-1460 for Wiegand support up to 128 bits (read) ; support 26 / 34 /

37 bit (write) and other customized card formats.

XXXiV. RFID or Biometric reader interface of AHDU-1160, AHDU-1260 and
AHDU-1460 for tamper input (Wiegand) TTL compatible, high > 3V, low <

0.5V, 5 mA source or sink maximum.

XXXV. RFID or Biometric reader interface of AHDU-1160, AHDU-1260 and
AHDU-1460 for LED output (Wiegand) TTL compatible, high > 3V, low <

0.5V, 5 mA source or sink maximum.

XXXVi. AHDU-1160, AHDU-1260 and AHDU-1460 data inputs support RS-485,
OSDP and Wiegand standards. The maximum RS-485 or OSDP cable
length is 3937ft. (1200m) and the maximum Wiegand cable length is 328ft.
(100m).

XXXVii. AHDU-1160, AHDU-1260 and AHDU-1460 I/O Expansion Board interface
employs RS-485 protocol with AES-128 encryption and OSDP V2 secure

channel.
12
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XXXViii. AHDU-1160, AHDU-1260 and AHDU-1460 I/O Expansion Board interface
OSDP Mode over a range of 9600-115200 bps, OSDP V2.2, asynchronous,
half-duplex, 1 start bit, 8 data bits, and 1 stop bit.

XXXIX. AHDU-1160, AHDU-1260 and AHDU-1460 I/O Expansion Board interface
support data inputs consists of OSDP standards with a maximum cable
length of 3937ft. (1200m).

xl. Elevator control interface of AHDU-1160, AHDU-1260 and AHDU-1460
employs RS-485 uses TLS 1.2, AES-128 encryption and OSDP V2.2

secure channel.

xli. Elevator control interface of AHDU-1160, AHDU-1260 and AHDU-1460 in
OSDP Mode over a range of 9600-115200 bps, OSDP V2.2, asynchronous,
half-duplex, 1 start bit, 8 data bits, and1 stop bit.

xlii. Elevator control interface of AHDU-1160, AHDU-1260 and AHDU-1460
support I/0O Expansion Board of AHEB-1616 with dual function firmware for
access control mode & elevator control mode for a maximum of 128 floors

management.

xliii. Elevator control interface of AHDU-1160, AHDU-1260 and AHDU-1460
support I/0O Expansion Board of AHEB-0808 with dual function firmware for
access control mode & elevator control mode for a maximum of 128 floors

management.

xliv. Elevator control interface of AHDU-1160, AHDU-1260 and AHDU-1460
support I1/0O Expansion Board of AHEB-1602 with dual function firmware for
access control mode & elevator control mode for a maximum of 48 floors

management.

xlv. Elevator control interface of AHDU-1160, AHDU-1260 and AHDU-1460

provide advanced elevator control functions with AHEB-1616 with dual
13
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function firmware for access control mode & elevator control mode. The
advanced elevator control functions encompass automatic floor selection

and floor selection history logging.

Xlvi. Elevator control interface of AHDU-1160, AHDU-1260 and AHDU-1460
provide general elevator control function with AHEB-0808, AHEB-1602 and
AHEB-1616 with dual function firmware for access control mode & elevator

control mode.

xIvii. Elevator control interface of AHDU-1160, AHDU-1260 and AHDU-1460
support OSDP standards data input with the maximum cable length of
3937it. (1200m).

xlviii. AHDU-1160, AHDU-1260 and AHDU-1460 power and relays cable shall
require one twisted pair, 18 to 16 AWG.

xlix. AHDU-1160, AHDU-1260 and AHDU-1460 Ethernet cable shall require
CAT-5 and a minimum length of 330 ft. (100m).

l. AHDU-1160, AHDU-1260 and AHDU-1460 Ethernet Failover Port shall
require CAT-5 and a minimum length of 330 ft. (100m).

li. AHDU-1160, AHDU-1260 and AHDU-1460 employs RS-485 reader port
over a range of 9600-115200 bps, asynchronous, half-duplex, 1 start bit, 8
data bits, and1 stop bit. One twisted pair with drain wire and shield, 120
ohm resistance, 22-18 AWG, and the maximum cable length is 3937ft.
(1200m).

lii. AHDU-1160, AHDU-1260 and AHDU-1460 employs RS-485 1/0O Device
Port over a range of 9600-115200 bps, asynchronous, half-duplex, 1 start
bit, 8 data bits, and1 stop bit. One twisted pair with drain wire and shield,
120 ohm resistance, 22-18 AWG, and the maximum cable length is 3937ft.

(1200m).
14
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liii. AHDU-1160, AHDU-1260 and AHDU-1460 employs RS-485 Failover Port
over a range of 9600-115200 bps, asynchronous, half-duplex, 1 start bit, 8
data bits, and1 stop bit. One twisted pair with drain wire and shield, 120
ohm resistance, 22-18 AWG, and the maximum cable length is 3937ft.
(1200m).

liv. AHDU-1160, AHDU-1260 and AHDU-1460 employs Wiegand Port shall
require 20 AWG shielded Wiegand wire with 328ft. (100m).

Iv. AHDU-1160, AHDU-1260 and AHDU-1460 have a dimension of 4.8” in
width, 10.2” in length and 2.5” in height, which is equivalent to 122mm in
width, 260mm in length and 62.5mm in height.

Ivi. AHDU-1160 weighs 1.671b which is equivalent to 756g.
vii. AHDU-1260 weighs 2Ib which is equivalent to 893g.
Iviii. AHDU-1460 weighs 2.1Ib which is equivalent to 947g.

lix. AHDU-1160, AHDU-1260 and AHDU-1460 are compatible with DIN rail
mounting. Support DINS5 rail, compatible with UTA89 Din Rail Adapter for

screwing on switchgear (Sold Separately) and wall mount.

Ix. Housing material of AHDU-1160, AHDU-1260 and AHDU-1460 use ABS-
PC and reach UL-94 V2 rating.

Ixi. AHDU-1160, AHDU-1260 and AHDU-1460 operating and storage
temperature ranges from -22°F to 158°F, which is equivalent to -30°C to
70°C.

Ixii. AHDU-1160, AHDU-1260 and AHDU-1460 operating humidity ranges from

0% to 95% relative humidity in non-condensing environments.

15
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Ixiii. AHDU-1160, AHDU-1260 and AHDU-1460 reached CE, FCC, UL. RoHS
and UL294 certifications.

IXiv. AHDU-1160, AHDU-1260 and AHDU-1460 is compatible with Armatura
One Security System.

Ixv. AHDU-1160, AHDU-1260 and AHDU-1460 in TCP/IP Mode utilizes
Ethernet with 100Base-TX speed.

Ixvi. AHDU-1160, AHDU-1260 and AHDU-1460 in TCP/IP Protocol uses NTP,
SNMP V2 /V3, 802.1X, VLAN, SSH, MQTT, IPv4, IPv6, DNS, DDNS.

Ixvii. AHDU-1160, AHDU-1260 and AHDU-1460 in TCP/IP encryption complies

with TLS1.2, AES-256 end to end secure communication channel.

Ixviii. AHDU-1160, AHDU-1260 and AHDU-1460 in TCP/IP communication uses
Spada Protocol over MQTT.

2. Maintenance and Support
AHDU Series, IP-based biometric door unit shall be supported by a
comprehensive maintenance and support program, which shall include the

following:

Regular software updates and security patches.
Technical support via phone and email.
Spare parts availability.

Training for system administrators and end-users.

3. Documentation

The supplier shall provide the following documentation for the AHDU Series,
IP-based biometric door unit.

User manual

16
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Installation guide
Technical specifications
Software release notes

Warranty terms and conditions

17
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4. Technical Specifications

| 10.2inches | 260mm

| 10.2nches [ 260mm 10.2inches / 260mm

mlozt [spulry
\uloz; Jsepul

wL)a Jsopul

AHDU-1160 AHDU-1260 AHDU-1460

General Information

AHDU-1180

Pricmary Powar FPOE 802 3ate / 12 - 24 VDC = 20%, 550 mA maudmum (raader curmont not included)

Etwmat: 1008as0-TX

Primary Host Communication
25608 AES" symmetric ancryption for Controlier to Servar and inter-Controlier communications
Seconcary Host Communication BLE 5.2 (Optional)
WA IEEE 802 11ac 5GHz , or 2 4GHZSGHz IEEE B02.11n
Thisd Host Communication

:Fm@'mmnmmumums«wmm Intor-Controlier communications

Port 1:2homat: 100Sase-TX
Ernmat network connaction Port 2 Enermat: 1008as0-TX
(Configurabie for Port Faliovar)

Port 1: Armatum RS485 / OSDP V2.2
Port 2= Anmatum RS485 / OSDP V2.2

RS-435 connection
Port 3: Armatum RS-485 / OSDP V2.2
(Configurable for Port Redundancy dedicated on port 2 & 3)
ZTCRAP ZTCRIP 2 TCPP
Number of Pods TRI.485 3"RS485 I'RS.485
2"'Wingand 4"Wiogand &'Wigand
1"RE2%2 1°RE232 1"RS2%2

4stain LPorvSion, resisior vakues (5% olaance),
Nosmally open contact: use 1.2 2.2k 4.7k or 10/
Inpuss Normaly closed contact: use 1.2%, 225 47k or 10k/
Dodicated Panal Tampar 10 Inpust®
Dodicated Microchip Control Fire Alarm 10 input & REX Input for catastrophic shuation

o 1 Rolay, 2 Rolay. 4 Raly,

1" Form-C with dry cortacts 2" Form-C with dry contacts 4" Form-C with dry contacts
Normaity Open Contact Rating S5A @ 30Vdc msisthve
Normafly Closed Contact Ratng 5A @ 30Vic resistha

Size: 2.4°, Rasokmon: 320°240, TFT Monltor

On-Soard Monkor
Quicity viow status of board, connacted doors and for configuration Information dsplay

On-Soard Frmware Dual Firmware Support, Accass Control Mode (Standard) & Elvarior Cortrol Mode (Optional, Require Extra Liconse for Actvason)
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RFID Card Capacty

MadTum RFID Card Numbar Lorgth

Fingerpeint Capacty

Face Capacky

Transaction Eutier
Access Lavol

On-Soard Accass Foint Corerol
On-Sourd Reader Support

Madmum Accass Fonts
Madrum Readors
Madmum inputs
Madrum Outpes

MadTum K0 Board
(Accass Control Moda)

Muzdum K0 Board
(Elovator Control Moda)

for Systam C: and Manag
Dashboard for Controlior Status Molrtoring,

Deovico Frmwam Swapping (Acoess Control Modo / Elvator Control Moda),
Dowico C St g & G Seatum,
Sever Primary Controlior Setting,

Network Status Montorng & Satting,

P Accass Fiker, SSL/ TLS Centficates Seting,
Access Log Export, Cortrallor Resat, Debug Status Mononing,
Oparation Log Monfioring, Usar Maragament,

Dato & Timo Sattng, Daylight Saving Time Seting.

NTP Savor Setting. Geroml Status, Controlor Information

400,000 (1:N) / 800,000 (1-1)

Supports up 10 512bks cand number longth

400,000 (1:N) (Stustoot)
400,000 (1:N) (NFCEAmMmetur D / HID ampioyoa badge In Appie Waliet)
400,000 (1:N) (Dynamic QR Coda)

50,000 (1N) / 100,000 (1:1)

5,000 {1:N) / 100,000 (1:1)

3,000 (1:N)/ 5,000 (1:1)

300,000 Evores

100,000 Lavels
1 Accass point on board 2 a0c0ss point on boax 4 acoess polnt on boand
3 (OSOP over RS-485) 3 (OSDP over RS.-485) 3 (OSOP ovar RS-435)

or or or
1 (Wiegand) with on-boasd 10 2 (Wingand) with on-board 10 4 (Wiagand) wth on-board 10

1 2 4

384 (using Asmatura AHEB-1602 / AHES-1616)
385 (using Armatura AHES-1616)

Tazpes ( 24pcs drect cornecon through Ammegurn RS-485connection
+ 768 pos through AHDU-1460 modue through TCPAP connection)

Bpos”AHEB-1616 (dict connection through Armartura RS-485 connection) for Maxe. 128 floors Managemont
16pcs"AHEB-0808 (direct comnection through Armatum RS-485 connection) for Mz 128 floors Maragemeont
24pes”AHEB-1802(dinect comnection through Armatura RS-485 connection) for Mac&S floors Management
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RFID / Biometrics Reader Interface

AHDU-1160 AHDU-1260

Inpes Voitage
Mamdum input Current

RS-435 Protocol

OSDP Mode

Tampar Inpat (Wingand)

Buzznr Output (Wiogand)

LED Ouput (Wiegand)

12 +24 Voo +/ 10% reguimted, 500 mA mexdmum aach ronder

12 « 24 Vido - 10% mguiated, 500 mA mendmum aach roader

AES-128, OSDP Secure Channol

9600115200 bps, OSOP V2.2, asynchronous, hal-cupiex, 1 star b, 8 datn bits, and1 siop bRt
3ed Party reador: support OSDP V2.2 or above

Read: support up 10 128 bits / Witte: Support 26 / 34 / 37 bit, and other customised card formats

TTL lavels, high > 3 V, low < 0.5 . 5 mA sourca’sink maximum

TTL levols, high >3 V, low < 0.5 V. 5 mA sourca'sink maximum

TTL kavols, high > 3 V, low < 0.5 V. 5 mA sourca’sink maximum

RS-485 OSDP and Wiegand standanis supportod.
Mmdmum RS-485 /OSDP cabie length: 36378 (1200m)
Madmum Wiegand cabie langth: 3281 (100m)

IO Expansion Board Interface

AHDU-1160 AHDU-1260

RS-485 Protocol

OSOP Mode

Data inpets

AES-128, OSDP V2 Securo Channal

$600-115200 bps, OSOP V2.2, asynchronous, haf-dupiax, 1 start b, 8 data bits, and 1 siop bit.

OSDP standards supporiod.
Maudmum cable lengthc 3637R. (1200m)

Elevator Control Interface

AHDU-1160

RS-425 Protocol

OSDP Mode

Supported 10 Exparsion Boam
(Elovator Control Moda)

Maxdmum O Board
(Elovator Control Moda)

Functions.

Genaral Bevator Control Functions

Data nputs

TLS 1.2, AES-128, OSDP V2.2 Sacure Channel
$600-115200 bps, OSDP V2.2, asynchronous, hal-cupiex, 1 start bR, 8 cata bits, and1 siop bit.

AHES-1616 (with Dual Function Frmwam for Accass Control Mode & Sevator Control Mode)
AHES-0808 (wth Dual Function Frmware for Accass Control Moda & Sevator Control Mode)
AHES-1602 (with Dual Function Firmware for Access Control Mode & Sevator Control Mode)

Spes”AHEB-1616 (direct comnection through Armatum RS-485connection) for Mixe. 128 floors Management
16pcs™ AHEB-0808 (dmct connaction through Ammatura RS-485connection) for Mixc 128 floors Maragament
24pes”AHEB-1602 (diract connaction through Armatura RS-485connection) for M43 floors Management

AHES-1616 (with Dual Function Frmware for Accass Control Moda & Sevator Control Mode)
Advanced Functions: Automartic Foor Selaction, Floor Selection Histary Logging

AHES-0808 (with Dual Function Frmwam for Access Control Mode & Bevator Control Mode)
AHES-1602 (wih Dual Function Frmwam for Access Control Mode & Sevator Control Mode)
AHES-1616 (with Dual Function Firmwarm for Accass Control Mode & Sevator Control Mode)

0soP wpp abio langth- 337 (£200em)
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Cable Requirement

AHDU-1180 AHDU-1280
Power & Relrys Ono twistod pair, 18 10 16 AWG
Eromat CAT-5, minimum 330 & (100m)
Ernmet Falower Port CAT-5, minimum 330 & (100m)

$600-115200 bps, asynchronous, hal-dupiex, 1 start bR, 8 data bits, and1 stop bR
RS-435 Reoader Port Ono twistod pair with drain wire and shield, 120 chm msistance, 2218 AWG,
Madmum cabie length: 3637 (1200m)

9600-115200 bps, asynchronous, hat-dupiax, 1 ssart be, & data bits, and1 stop b
RS-425 /O Device Port Ono twistod pair with drain wire and shiold, 120 chm msistance, 22-18 AWG,
Mxdmum cabie lngth: 3637 (1200m)

$600-115200 bps, asynchronous, hall-dupiax, 1 start bR, 8 data bits, and1 siop bt
R5-485 Fallover Fort Ono twisted pair with drain wire and shield, 120 chm msistance, 22-18 AWG,
Madmum cabio kngth: 3637 (1200m)

Wiagard Fort 20 AWG shioided Wiagand wire, 3282 (100m)

AHDU-1160 AHDU-1280
Dimrgiors 48"WX10.2"L X 25" H (122 X 260 X 62.5mm)
Weig't 1.87Ib (736Q) 2Ib(8s83q) 2.1D(947Q)
Supported DIN35 Rall
DIN Rafl Mourting Compatibie with UTAse Din Rall Adapier for sciewing on switchgear (Sold Sepaiately)
Wall mount
Housing Mmerial ABS-PCUL-94 V2

Environmental
AHDU-1160 AHDU-1280
Oponating Temporature 22°F - 158°F (:30°C~70°C), Oporating & Stomge
Operating Humidy 0495% RHNC
Canrication(s)” CE FOC, UL, FoHS, UL29d
Securty Rang ASS-PC ULS4 V2

Software Interface

AHDU-1180
TCPAP Mode Ememet- 1008ase-TX
TCPAP Protocol NTF, SNMP V2 /V3, BO2 1X, VLAN, SSH, MOTT, IPwé, IPv6, DNS, DONS
TCPAP Encryption Complies with TLS1.2, AES-255 end 10 end socure communication channal
TCPAP Communication Spaca Protocol over MOTT
Supported Software Armatura One Securty Systam
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5. Armatura System Diagram

Armatura System Diagram
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6. Installation and Configuration
The AHDU Series, IP-based biometric door unit shall be installed and
configured in accordance with the following requirements.
The installation shall be conducted by qualified and experienced personnel
in accordance with applicable codes, standards, and regulations.
The controller shall be configured using the on-board webserver or through
software provided by the manufacturer.
The configuration shall include setting up access levels, user accounts,
time schedules, and other relevant parameters.
The controller shall be tested and commissioned to ensure proper

operation and compliance with the specified requirements.

7. Warranty and Support
The AHDU Series, IP-based biometric door unit shall be covered by a
minimum of 36 month manufacturer's warranty that covers defects in
materials and workmanship. The manufacturer shall provide remote
technical support and assistance to the installer and end-user during the

installation and operation of the controller.

8. Integration and Interoperability

The AHDU Series, IP-based biometric door unit shall support the following
integration and interoperability requirements:

The controller shall be able to integrate with third-party access control
systems, security systems, and building automation systems using open
protocols such as BACnet, OPC, Modbus, and RESTful APls.

The controller shall be able to communicate with mobile devices running

iOS or Android operating systems for mobile credential verification.

The controller shall support integration with LDAP and Active Directory for

user authentication and management.
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The controller shall be able to integrate with elevator control systems for

floor access control.

The controller shall support integration with fire alarm systems for fire door

release and emergency access control.

The controller shall support integration with intercom systems for door

release and visitor management.

The controller shall be able to integrate with biometric enrolment and

verification systems for multi-modal biometric authentication.

The controller shall support integration with license plate recognition

systems for vehicle access control.

- The software shall be compatible with the latest versions of popular web
browsers such as Google Chrome, Mozilla Firefox, Safari, and Microsoft
Edge.

The controller shall support remote software updates and firmware
upgrades through the on-board webserver or through software provided by

the manufacturer.

The controller shall provide real-time monitoring and reporting of access
events, system status, and performance metrics through the on-board

webserver or through software provided by the manufacturer.

The software shall support customized reporting and analytics for access

control data.

The software shall provide an audit trail of all access events, system

changes, and user activities.
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The software shall support role-based access control for system

administrators and operators.

The controller shall provide an SDK for third-party software development
and integration.

9. Training and Documentation

The manufacturer shall provide the following training and documentation for
the AHDU Series, IP-based biometric door unit:

User manuals and technical documentation for installation, configuration,
and operation of the controller.

Online training courses and videos for system administrators and operators.
On-site or remote training sessions for system integrators and installers.

Technical support and assistance for system integrators, installers, and

end-users.

*Note Certifications may vary by region and country. Please consult the
manufacturer for specific certifications applicable to your location.
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