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METHOD AND SYSTEM FOR PERFORMING
TASK IN ACCESS CONTROL DEVICE

FIELD OF INVENTION

The present disclosure relates to access control, and more

particularly to a method and a system for performing a task
in an access control device.

BACKGROUND

In general, access control 1s a fundamental part of data
security that dictates who 1s allowed to access and use
private information and resources. The access control can
also be applied to limit unauthorized physical access to a
property or restrict entrance to secured areas. The access
control has always been extremely important for life safety
and personal assets of organizations. Mechanical or elec-
tronic door locks having keypads and passwords, radio
frequency i1dentification (RFID) devices and biometric data
are currently available 1n order to prevent the unauthorized
access 1n personal/oflicial/restricted premises such as
homes, research labs, banks, stores, etc.

Conventional systems are designed to monitor an area in
front of a door 1n real-time using a camera and face
recognition features, and notily a system administrator if
anyone spends more than a specified time 1n front of the
door. Generally, registered users have allowed by these
systems to access and unlock the door through a mobile
application, as the 1denftification of the registered users may
be done by face recognition, password, or fingerprint, sub-
ject of availability. However, the conventional systems focus
mainly on the access control of the secured areas e.g. a
company by setting a predefined range to the registered
users, where the set range cannot be changed for different
users for example an employee working 1n the company and
for a person who 1s going to attend an interview with that
company. In such case, the person who 1s going to attend the
interview can access the secured area anytime, which may
lead to thett of the private information and the resources of

the company.
Thus, 1t 1s desired to address the above mentioned disad-

vantages or other shortcomings or at least provide a usetul
alternative.

OBJECT OF INVENTION

The principal object of the embodiments herein 1s to
provide a method and a system for performing a task 1n an
access control device. The system includes a mobile device
to receive the credential data from the credential manage-
ment server and activate an access control application 1n the
mobile device for allowing a user to enter a secured area.
Therefore, the system ensures secure access control to the
secured area 1n a reliable and faster manner within a pre-
determined distance/range. The proposed system controls
access to the secured area in a user iriendly manner.

Another object of the embodiments herein 1s to provide an
access control device to recerve the credential data from the
mobile device using the wireless communication, decrypt
the recerved credential data and provide the access to the
user for entering the secured area.

Another object of the embodiments herein 1s to activate an
administration application 1n the mobile device for perform-
ing entire device configuration including but not limited to
firmware update, communication type, lighting setting etc.,
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2

of the access control device, by providing login credentials
to the user, when the user 1s registered.

SUMMARY

Accordingly the embodiments herein disclose a mobile
access control system. The mobile access control system
includes an access control device, a credential management
server and a mobile device. The access control device 1s
deployed in a secured area. The credential management
server stores credential data of a plurality of users to provide
access to the secured area, and a plurality of wireless
communication ranges to share the credential data of the
user to the access control device. The mobile device 1s
communicatively coupled to the credential management
server. The mobile device includes a memory, a processor,
and a mobile access control integrated circuit connected to
the memory and the processor. The mobile access control
integrated circuit 1s configured to send an access credential
request message for the user to the credential management
server, receive the credential data and a wireless communi-
cation range of the plurality of wireless communication
ranges based on the user from the credential management
server, verily the user based on a match between the
credential data recerved from the credential management
server and the credential data of the user stored in the mobile
device, activate an access control application stored 1n the
mobile device upon successiul verification of the user, and
encrypt the credential data received from the credential
management server. The access control device includes a
short range communication controller to establish a connec-
tion with the mobile device based on the wireless commu-
nication range using a short range wireless communication,
and a secured area control circuit that receives the encrypted
credential data from the mobile device using the short range
wireless communication, decrypts the encrypted credential
data, and controls the access to the secured area.

In an embodiment, the credential management server 1s
configured to recerve the access credential request message
for the user from the mobile device, determine an 1dentity of
the user based on the recerved access credential request
message for the user, determine a distance between the
mobile device and the access control device deployed 1n the
secured area, select the wireless communication range of the
plurality of the wireless communication ranges based on the
identity of the user and the distance between the mobile
device and the access control device, where the wireless
communication range 1s used by the mobile device to
establish the connection with the access control device, and
send the credential data and the selected wireless commu-
nication range to the mobile device.

In an embodiment, the mobile device 1s configured to
display an administration application stored in the mobile
device, receive an mput to configure at least one parameter
of the access control device using the administration appli-
cation, where at least one parameter of the access control
device 1ncludes a firmware update/upgrade, access distance
setting, lighting setting, and a timer alarm setting, generate
an access control device configuration based on the nput,
and send the access control device configuration to the
access control device.

In an embodiment, the access control device controls the
access to the secured area by sending the access request
message for the user to the credential management server
upon decryption of the encrypted credential data recerved
from the mobile device, receiving the credential data of the
user from the credential management server, veritying the
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user by comparing the decrypted credential data and the
credential data received from the credential management
server, and allowing access to the secured area when the user
1s successiully verified.

In an embodiment, the mobile device establishes the
connection with the access control device using the wireless
communication range of the short range wireless commu-
nication by: displaying a graphical interface on a screen of
the mobile device, wherein the graphical interface comprises
an 1ntractable item to remotely establish the connection
between the mobile device and the access control device,
receiving an mput on the displayed intractable 1tem from the
user of the mobile device to establish the connection, and
establishing the connection with the access control device
based on the wireless communication range using the short
range wireless communication when the input 1s received by
the mobile device.

In an embodiment, the mobile device establishes the
connection with the access control device using the wireless
communication range of the short range wireless commu-
nication by: displaying a unique code on a screen or display
of the mobile device, where the unique code holds infor-
mation about the mobile device to establish the connection
between the mobile device and the access control device,
scanning the unique code display on the screen of the mobile
device using the short range wireless communication, where
the mobile device 1s placed at a distance of the wireless
communication range from the access control device, and
establishing the connection with the access control device
based on the scan.

In an embodiment, the mobile device establishes the
connection with the access control device using the wireless
communication range of the short range wireless commu-
nication by: detecting whether the mobile device 1s at a
distance of the wireless communication range from the
access control device, automatically sending a signal from
the mobile device to the access device to establish contact-
less connection with the access control device, and estab-
lishing the connection with the access control device based
on the signal.

Accordingly the embodiments herein disclose a mobile
access control method including deploying the access con-
trol device 1n a secured area, setting up the credential
management server that stores credential data of a plurality
of users to provide access to the secured area, and the
plurality of wireless communication ranges to share the
credential data of the user to the access control device, and
communicatively coupling the mobile device to the creden-
t1al management server. The mobile device 1s configured for
sending the access credential request message for the user to
the credential management server, receiving the credential
data and the wireless communication range of the plurality
of wireless communication ranges based on the user from
the credential management server, verifying the user based
on the match between the credential data recerved from the
credential management server and the credential data of the
user stored in the mobile device; activating the access
control application stored in the mobile device upon suc-
cessiul verification of the user, and encrypting the credential
data received from the credential management server. The
access control device 1s configured for establishing the
connection with the mobile device based on the wireless
communication range using the short range wireless com-
munication, recerving the encrypted credential data from the
mobile device using the short range wireless communica-
tion, decrypting the encrypted credential data, and control-
ling the access to the secured area.

10

15

20

25

30

35

40

45

50

55

60

65

4

These and other aspects of the embodiments herein will
be better appreciated and understood when considered in
conjunction with the following description and the accom-
panying drawings. It should be understood, however, that
the following descriptions, while indicating preferred
embodiments and numerous specific details thereotf, are
given by way of illustration and not of limitation. Many
changes and modifications may be made within the scope of
the embodiments herein without departing from the mven-
tion thereodf, and the embodiments herein include all such
modifications.

BRIEF DESCRIPTION OF FIGURES

This mvention 1s 1llustrated 1n the accompanying draw-
ings, throughout which like reference letters indicate corre-
sponding parts in the various figures. The clean-copy
embodiments herein will be better understood from the
following description with reference to the drawings, 1n
which:

FIG. 1 1s a block diagram of a system for performing a
task 1n an access control device, according to the embodi-
ments as disclosed herein;

FIG. 2 1s a block diagram of an electronic device 1n the
system, according to the embodiments as disclosed herein;

FIG. 3 1s a block diagram of the access control device,
according to the embodiments as disclosed herein;

FIG. 4 1llustrates an example scenario of controlling an
access of a user by the system, according to the embodi-
ments as disclosed herein;

FIG. 5 1s a schematic view illustrating the process of
accessing a secured area using a mobile application, accord-
ing to the embodiments as disclosed herein;

FIG. 6 1s a schematic view illustrating the process of
accessing the secured area using wireless communication,
according to the embodiments as disclosed herein;

FIG. 7 1s a schematic view illustrating the process of
accessing the secured area using Quick Response (QR) code
mode, according to the embodiments as disclosed herein.

FIG. 8 1s a flow chart 1llustrating a mobile access control
method, according to the embodiments as disclosed herein.

DETAILED DESCRIPTION OF INVENTION

The embodiments herein and the various features and
advantageous details thereof are explained more fully with
reference to the non-limiting embodiments that are illus-
trated 1n the accompanying drawings and detailed in the
following description. Descriptions of well-known compo-
nents and processing techniques are omitted so as to not
unnecessarily obscure the embodiments herein. Also, the
vartous embodiments described herein are not necessarily
mutually exclusive, as some embodiments can be combined
with one or more other embodiments to form new embodi-
ments. The term “or” as used herein, refers to a non-
exclusive or, unless otherwise indicated. The examples used
herein are mtended merely to facilitate an understanding of
ways 1n which the embodiments herein can be practiced and
to further enable those skilled in the art to practice the
embodiments herein. Accordingly, the examples should not
be construed as limiting the scope of the embodiments
herein.

As 1s traditional in the field, embodiments may be
described and 1llustrated in terms of blocks which carry out
a described function or functions. These blocks, which may
be referred to herein as units or modules or the like, are
physically implemented by analog or digital circuits such as
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logic gates, mtegrated circuits, microprocessors, microcon-
trollers, memory circuits, passive electronic components,
active electronic components, optical components, hard-
wired circuits and the like, and may optionally be driven by
firmware. The circuits may, for example, be embodied 1n one
or more semiconductor chips, or on substrate supports such
as printed circuit boards and the like. The circuits consti-
tuting a block may be implemented by dedicated hardware,
or by a processor (€.g., one or more programmed micropro-
cessors and associated circuitry), or by a combination of
dedicated hardware to perform some functions of the block
and a processor to perform other functions of the block.
Each block of the embodiments may be physically separated
into two or more interacting and discrete blocks without
departing from the scope of the disclosure. Likewise, the
blocks of the embodiments may be physically combined into
more complex blocks without departing from the scope of
the disclosure.

The accompanying drawings are used to help easily
understand various technical features and 1t should be under-
stood that the embodiments presented herein are not limited
by the accompanying drawings. As such, the present disclo-
sure should be construed to extend to any alterations,
equivalents and substitutes 1n addition to those which are
particularly set out in the accompanying drawings.

Accordingly the embodiments herein disclose a mobile
access control system. The mobile access control system
includes an access control device deployed 1n a secured area,
a credential management server that stores credential data of
a plurality of users to provide access to the secured area, and
a plurality of wireless communication ranges to share the
credential data of the user to the access control device, and
a mobile device commumicatively coupled to the credential
management server. The mobile device includes a memory,
a processor, and a mobile access control integrated circuit
connected to the memory and the processor and configured
to send an access credential request message for the user to
the credential management server, receive the credential
data and a wireless communication range of the plurality of
wireless communication ranges based on the user from the
credential management server, verily the user based on a
match between the credential data received from the cre-
dential management server and the credential data of the
user stored in the mobile device, activate an access control
application stored in the mobile device upon successiul
verification of the user, and encrypt the credential data
received from the credential management server. The access
control device includes a short range communication con-
troller to establish a connection with the mobile device
based on the wireless communication range using a short
range wireless communication, and a secured area control
circuit that receives the encrypted credential data from the
mobile device using the short range wireless communica-
tion, decrypts the encrypted credential data, and controls the
access to the secured area.

Accordingly the embodiments herein disclose a mobile
access control method including, by the mobile device,
sending an access credential request message for the user to
the credential management server, receiving the credential
data and the wireless communication range of the plurality
of wireless communication ranges based on the user from
the credential management server, veritying the user based
on the match between the credential data recerved from the
credential management server and the credential data of the
user stored 1 the mobile device, activating the access
control application stored in the mobile device upon suc-
cessiul verification of the user, and encrypting the credential
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data received from the credential management server. The
method also includes, by the access control device, estab-
lishing a connection with the mobile device based on the
wireless communication range using the short range wireless
communication, receiving the encrypted credential data
from the mobile device using the short range wireless
communication, decrypting the encrypted credential data,
and controlling the access to the secured area.

Conventional methods and systems securely update firm-
ware ol locking devices. The conventional method includes
receiving a lock identifier from the locking device; and
determining that the lock identifier 1s associated with a user
proflle by comparing the lock identifier to a set of lock
identifiers. The conventional method also includes receiving
a firmware update packet from a server, where the firmware
packet 1s encrypted by a lock key; and transmitting the
firmware update packet to the lock. Further, the conventional
method includes decrypting the firmware update using the
lock key; validating the encrypted firmware update; and
installing the firmware update. However, the conventional
methods and systems fail to activate an administration
application 1n the electronic device and update the firmware
of the access control device.

Conventional methods and systems configure small lock-
ing systems e.g. electronic locking cylinders with electronic
locks, by preferably communicating with passive radio
frequency identification (RFID) cards. The conventional
methods and systems allow easy configuration of the locks/
locking cylinders, and corresponding RFID cards, by using
a smartphone. However, the conventional methods and
systems mainly focuses on the configuration of the locks/
locking cylinders with the electronic locks, but do not
receive the credential data from the server and activate the
access control application in the mobile device for accessing
the secured area.

Unlike to the conventional methods and systems, the
proposed system receives the credential data from the cre-
dential management server and activates the access control
application in the mobile device for accessing the secured
area. Further, the proposed system configures a parameter of
the access control device using an administration application
in the mobile device. Therefore, the proposed system per-
forms two tasks based on the user preference. Further, the
proposed system includes an option for setting different
access ranges for different users for accessing the secured
areas.

Referring now to the drawings and more particularly to
FIGS. 1 through 7, where similar reference characters
denote corresponding features consistently throughout the
figure, these are shown preferred embodiments.

FIG. 1 1s a block diagram of a system (1000) for per-
forming a task 1n an access control device (300), according
to the embodiments as disclosed herein.

In an embodiment, the system (1000) includes a creden-
t1al management server (100), an electronic device (200) and
the access control device (300).

In an embodiment, the credential management server
(100) 1s configured for storing credential data of a plurality
of users of the system (1000). The credential management
server (100) 1s configured for receiving an access credential
request message for the user from the electronic device
(200). The access credential request message 1s received to
verily the user for entry to the secured area. The credential
management server (100) determines an identity of the user
based on the received access credential request message for
the user. The credential management server (100) deter-
mines a distance between the electronic device (200) and the
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access control device (300) deployed 1n a secured area. The
secured area includes but not limited to an oflice, a school,
a hospital, and business facilities. Further, the credential
management server (100) selects a wireless communication
range of the plurality of the wireless communication ranges
based on the 1dentity of the user and the distance between the
clectronic device (200) and the access control device (300),
where the wireless communication range 1s used by the
clectronic device (200) to establish the connection with the
access control device (300). The credential management
server (100) sends the credential data and the selected

wireless communication range to the electronic device
(200).

In an embodiment, the electronic device (200) 1s con-
nected to the credential management server (100). The
clectronic device (200) may be but not limited to a mobile
device, a laptop, a palmtop, a desktop, a mobile phone, a
smart phone, Personal Digital Assistant (PDA), a tablet, a
wearable device, an Internet of Things (IoT) device, a virtual
reality device, a foldable device, a flexible device, a display
device and an immersive system.

In an embodiment, the access control device (300) 1s
connected to the credential management server (100) and the
clectronic device (200). The access control device (300) 1s
deployed in the secured area. The access control device
(300) may be but not limited to a biometric control device
to provide a complementary access control by biometrics, an
image capture device to provide a complementary access
control by facial recognition, and a keyboard in order to
provide a complementary access control by entering a pass
code.

FIG. 2 1s a block diagram of the electronic device (200)
of the system (1000) for performing the task in the access
control device (300), according to the embodiments as
disclosed herein.

Referring to FIG. 2, the electronic device (200) includes
a memory (210), a processor (220), a communicator (230),
a mobile access control integrated circuit (240) and a display
(250).

The memory (210) 1s configured to store the credential
data of the user. The memory (210) can include non-volatile
storage elements. Examples of such non-volatile storage
clements may include magnetic hard discs, optical discs,
floppy discs, flash memories, or forms of electrically pro-
grammable memories (EPROM) or electrically erasable and
programmable (EEPROM) memones. In addition, the
memory (210) may, 1n some examples, be considered a
non-transitory storage medium. The term “non-transitory”
may 1ndicate that the storage medium 1s not embodied 1n a
carriecr wave or a propagated signal. However, the term
“non-transitory” should not be mterpreted that the memory
(210) 1s non-movable. In some examples, the memory (210)
1s configured to store larger amounts of information. In
certain examples, a non-transitory storage medium may
store data that can, over time, change (e.g., 1n Random
Access Memory (RAM) or cache).

The processor (220) may include one or a plurality of
processors. The one or the plurality of processors may be a
general-purpose processor, such as a central processing unit
(CPU), an application processor (AP), or the like, a graph-
ics-only processing unit such as a graphics processing unit
(GPU), a wvisual processing unit (VPU), and/or an Al-
dedicated processor such as a neural processing unit (NPU).
The processor (220) may include multiple cores and 1is
configured to verily an authenticity of the credential data
stored 1n the memory (210).
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In an embodiment, the communicator (230) includes an
electronic circuit specific to a standard that enables wired or
wireless communication. The communicator (230) 1s con-
figured to communicate internally between internal hard-
ware components of the electronic device (200) and with
external devices via one or more networks.

In an embodiment, the mobile access control itegrated
circuit (240) 1s connected to the memory (210) and the
processor (220). The mobile access control integrated circuit
(240) includes a receiver (241), an application activator
(242), a configuration umt (243) and a connector (244).

In an embodiment, the receiver (241) 1s configured to
receive the credential data from the credential management
server (100).

In an embodiment, the application activator (242) 1s
configured to send the access credential request message for
the user to the credential management server (100) and
receive the credential data and the wireless communication
range of the plurality of wireless communication ranges
based on the user from the credential management server
(100). The application activator (242) 1s configured to verily
the user based on the match between the credential data
received from the credential management server (100) and
the credential data of the user stored in the electronic device
(200). The application activator (242) 1s configured to acti-
vate an access control application/adminmistration application
in the electronic device (200) upon successtul verification of
the user, and encrypt the credential data recerved from the
credential management server (100).

In an embodiment, the configuration unit (243) 1s 1imple-
mented to display the administration application stored in
the electronic device (200). The configuration unit (243)
receives an mput to configure at least one parameter of the
access control device (300) using the administration appli-
cation. The parameter of the access control device (300)
includes but not limited to a firmware update/upgrade,
access distance setting, lighting setting, and a timer alarm
setting. The configuration unit (243) generates an access
control device configuration based on the received mput and
sends the access control device configuration to the access
control device (300).

The connector (244) establishes connection with the
access control device (300) 1n four modes using the wireless
communication range of the short range wireless commu-
nication for accessing the secured area. The four modes
include but not limited to a card mode, a Quick Response
(QR) code mode, a remote mode and an express mode.

In the card mode and the express mode, the connector
(244) detects whether the electronic device (200) 1s at a
distance of the wireless communication range from the
access control device (300), and automatically sends a signal

from the electronic device (200) to the access device (300)
to establish contactless connection with the access control
device (300). The connector (244) establishes the connec-
tion with the access control device (300) based on the signal
sent from the electronic device (200).

In remote mode, the connector (244) displays a graphical
interface on the screen/display (250) of the electronic device
(200). The graphical interface includes an intractable 1tem to
remotely establish the connection between the electronic
device (200) and the access control device (300). The
connector (244) receives an mput on the displayed intrac-
table 1tem from the user of the electronic device (200) to
establish the connection. Thereby establishing connection
with the access control device (300) based on the wireless
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communication range using the short range wireless com-
munication when the input 1s received by the electronic
device (200).

In QR code mode, the connector (244) displays a unique
code on the screen/display (250) of the electronic device
(200). The unique code holds mnformation about the elec-
tronic device (200) to establish the connection between the
clectronic device (200) and the access control device (300).
The connector (244) scans the unique code display on the
display of the electronic device (200) using the short range
wireless communication, where the electronic device (200)
1s placed at a distance of the wireless communication range
from the access control device (300). Thereby establishing
the connection with the access control device (300) based on
the scan of the unique code.

The mobile access control integrated circuit (240) 1s
implemented by processing circuitry such as logic gates,
integrated circuits, microprocessors, microcontrollers,
memory circuits, passive electronic components, active
clectronic components, optical components, hardwired cir-
cuits, or the like, and may optionally be driven by firmware.
The circuits may, for example, be embodied 1n one or more
semiconductor chips, or on substrate supports such as
printed circuit boards and the like.

In an embodiment, the display (250) 1s configured to
display the unique code for accessing the secured area. The
display (250) 1s implemented using touch sensitive technol-
ogy and comprises one of liquid crystal display (LLCD), light
emitting diode (LED), efc.

Although the FIG. 2 show the hardware elements of the
clectronic device (200) but it 1s to be understood that other
embodiments are not limited thereon. In other embodiments,
the electronic device (200) may include less or more number
of elements. Further, the labels or names of the elements are
used only for illustrative purpose and does not limit the
scope of the invention. One or more components can be
combined together to perform same or substantially similar
function.

FIG. 3 1s a block diagram of the access control device
(300), according to the embodiments as disclosed herein.

Referring to FIG. 3, the access control device (300)
includes a memory (310), a processor (320), a communica-
tor (330), an access controller (340) and a display (350).

The memory (310) 1s configured to store the credential
data of the user. The memory (310) can include non-volatile
storage clements. Examples of such non-volatile storage
clements may include magnetic hard discs, optical discs,
floppy discs, tlash memories, or forms of electrically pro-
grammable memories (EPROM) or electrically erasable and
programmable (EEPROM) memornes. In addition, the
memory (310) may, 1n some examples, be considered a
non-transitory storage medium. The term “non-transitory”
may 1ndicate that the storage medium 1s not embodied 1n a
carrier wave or a propagated signal. However, the term
“non-transitory” should not be interpreted that the memory
(310) 1s non-movable. In some examples, the memory (310)
1s configured to store larger amounts of information. In
certain examples, a non-transitory storage medium may
store data that can, over time, change (e.g., in Random
Access Memory (RAM) or cache).

The processor (320) may include one or a plurality of
processors. The one or the plurality of processors may be a
general-purpose processor, such as a central processing unit
(CPU), an application processor (AP), or the like, a graph-
ics-only processing unit such as a graphics processing unit
(GPU), a wvisual processing unit (VPU), and/or an Al-

dedicated processor such as a neural processing unit (NPU).
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The processor (320) may include multiple cores and 1is
configured to verily an authenticity of the credential data
stored 1n the memory (310).

In an embodiment, the communicator (330) includes an
clectronic circuit specific to a standard that enables wired or
wireless communication. The communicator (330) 1s con-
figured to commumicate internally between internal hard-
ware components of the access control device (300) and
with external devices via one or more networks.

In an embodiment, the access controller (340) includes a
receiver (341), a comparing unit (342), a short range com-

munication controller (343) and a secured area control
circuit (344).

In an embodiment, the receiver (341) 1s configured for
receiving the credential data from the electronic device
(200) and also the credential data from the credential man-
agement server (100).

In an embodiment, the comparing unit (342) 1s configured
for comparing the credential data received from the mobile
device (200) with the credential data received from the
credential management server (100) to control access to the
secured area.

In an embodiment, the short range communication con-
troller (343) 1s configured to establish a connection with the
clectronic device (200) based on the wireless communica-
tion range using the short range wireless communication
when the credential data recerved from the electronic device
(200) and the credential data received from the credential
management server (300) are matched.

In an embodiment, the secured area control circuit (344)
receives the encrypted credential data from the application
activator (242) of the electronic device (200) using the short
range wireless commumnication. The secured area control
circuit (344) decrypts the encrypted credential data, and
controls the access to the secured area.

The secured area control circuit (344) controls the access
to the secured area by sending the access request message
tor the user to the credential management server (100) upon
decryption of the encrypted credential data received from
the application activator (242) of the electronic device (200).
The secured area control circuit (344) recerves the credential
data of the user from the credential management server
(100) and venifies the user by comparing the decrypted
credential data and the credential data received from the
credential management server (100). Thereby allowing
access to the secured area when the user 1s successiully
verified.

Although the FIG. 3 shows the hardware elements of the
access control device (300) but 1t 1s to be understood that
other embodiments are not limited thereon. In other embodi-
ments, the access control device (300) may include less or
more number of elements. Further, the labels or names of the
clements are used only for illustrative purpose and does not
limit the scope of the invention. One or more components
can be combined together to perform same or substantially
similar function.

FIG. 4 illustrates an example scenario of controlling the
access ol the user by the system (100), according to the
embodiments as disclosed herein.

Referring to FIG. 4, considering a scenario that the user
1s walking to enter the secured area using the card mode
and/or the express mode. The user has the mobile device
(200) inside a bag or a pocket. When the access control
application 1s installed or activated in the users mobile
device (200) using the credential data received from the
credential management server (100), the user can access the
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access control device (300) to enter into the secured area
without taking out the mobile device (200) from the bag or
the pocket.

FIG. § 1s a schematic view illustrating the process of
accessing the secured area using the mobile application,
according to the embodiments as disclosed herein.

Referring to FIG. 5, considering a scenario that the user
1s on his way to enter the secured area. When the access
control application 1s installed or activated in the users
mobile device (200) using the credential data received from
the credential management server (100), the user can access
the access control device (300) by simply tapping the mobile
device (200), to enter 1into the secured area.

FIG. 6 1s a schematic view illustrating the process of
accessing the secured area using the wireless communica-
tion, according to the embodiments as disclosed herein.

Referring to FIG. 6, in the remote mode, the user can
experience remotely unlocking of the access control device
(300) by clicking or pressing a button 1n the access control

application activated 1n the mobile device (200) for contact-
less long distance access. During the contactless long dis-
tance access, the mobile access control integrated circuit
(240) sends the access credential request message for the
user to the credential management server (100) and receives
the credential data and the wireless communication range of
the plurality of wireless communication ranges based on the
user from the credential management server (100). The
mobile access control integrated circuit (240) verifies the
user based on a match between the credential data recerved
from the credential management server (100) and the cre-
dential data of the user stored in the mobile device (200).
The mobile access control integrated circuit (240) activates
the access control application stored in the mobile device
(200) upon successtul verification of the user and encrypts
the credential data received from the credential management
server (100). Further, the mobile access control integrated
circuit (240) detects whether the mobile device (100) 1s at a
distance of the wireless communication range from the
access control device (300) and automatically sends a signal
from the mobile device (200) to the access control device
(300) to establish contactless connection with the access
control device (300).

The access control device (300) includes the short range
communication controller (343) to establish the contactless
connection with the access control device (300) based on the
signal received from the mobile access control integrated
circuit (240). The secured area control circuit (344) 1is
configured to receive the encrypted credential data from the
mobile access control integrated circuit (240) of the mobile
device (200) using the short range wireless communication,
decrypt the encrypted credential data, and control the access
to the secured area.

The access control device (300) i1s unlocked by the
wireless technology. Thereby satistyving the needs of long-

distance operation. The wireless technology includes but not
limited to Bluetooth Low Energy (BLE), Near Field Com-

munication (NFC), and Wireless Fidelity (WI-FI).

FIG. 7 1s a schematic view illustrating the process of
accessing the secured area using the QR code mode, accord-
ing to the embodiments as disclosed herein.

Referring to FIG. 7, the access control application acti-
vated 1n the mobile device (200) includes the QR code
credentials to access the access control device (300). With
QR codes, the registered users are allowed to access the
secured area by scanning the QR code. The access control
device (300) automatically scans and verifies the QR code
and allows access of the user to the secured area. The QR
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code will be automatically changed for every 30 seconds,
thereby preventing sending or sharing the codes to unau-
thorized users for accessing the secured area.

FIG. 8 1s a flow chart (200) illustrating a mobile access
control method, according to the embodiments as disclosed
herein.

Referring to the FIG. 8, at step 802, the method includes
the mobile device (200) sending the access credential
request message for the user to the credential management
server (100). For example, 1n the mobile device (200) as
illustrated 1n the FIG. 2, the mobile access control integrated
circuit (240) 1s configured to send the access credential

request message for the user to the credential management
server (100).

At step 804, the method includes the mobile device (200)
receiving the credential data and the wireless communica-
tion range of the plurality of wireless communication ranges
based on the user from the credential management server
(100). For example, 1n the mobile device (200) as illustrated
in the FIG. 2, the mobile access control integrated circuit
(240) 1s configured to receive the credential data and the
wireless communication range of the plurality of wireless
communication ranges based on the user from the credential
management server (100).

At step 806, the method includes the mobile device (200)
veritying the user based on a match between the credential
data received from the credential management server (100)
and the credential data of the user stored in the mobile
device (200). For example, in the mobile device (200) as
illustrated 1n the FIG. 2, the mobile access control integrated
circuit (240) 1s configured to verity the user based on a
match between the credential data received from the cre-
dential management server (100) and the credential data of
the user stored in the mobile device (200).

At step 808, the method includes the mobile device (200)
activating the access control application stored 1n the mobile
device (200) upon successtul verification of the user. For
example, 1 the mobile device (200) as 1llustrated in the FIG.
2, the mobile access control integrated circuit (240) 1is
configured to activate the access control application stored
in the mobile device (200) upon successiul verification of
the user.

At step 810, the method includes the mobile device (200)
encrypting the credential data received from the credential
management server (100). For example, in the mobile device
(200) as 1llustrated 1n the FIG. 2, the mobile access control
integrated circuit (240) 1s configured to encrypt the creden-
tial data received from the credential management server
(100).

At step 812, the method includes the access control device
(300) establishing the connection with the mobile device
(200) based on the wireless communication range using the
short range wireless communication. For example, 1n the
access control device (300) as illustrated in the FIG. 3, the
access controller (240) 1s configured to establish the con-
nection with the mobile device (200) based on the wireless
communication range using the short range wireless com-
munication.

At step 814, the method includes the access control device
(300) receiving the encrypted credential data from the
mobile device (200) using the short range wireless commu-
nication, decrypts the encrypted credential data, notifies the
mobile device (200) about successiul venfication of the
decrypted credential data and controls the access to the
secured area. For example, 1n the access control device (300)
as 1llustrated 1n the FIG. 3, the access controller (240) 1s
configured to recerve the encrypted credential data from the
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mobile device (200) using the short range wireless commu-
nication, decrypt the encrypted credential data, and control
the access to the secured area.
The various actions, acts, blocks, steps, or the like 1n the
method may be performed in the order presented, in a
different order or simultaneously. Further, 1n some embodi-
ments, some of the actions, acts, blocks, steps, or the like
may be omitted, added, modified, skipped, or the like
without departing from the scope of the invention.
The foregoing description of the specific embodiments
will so fully reveal the general nature of the embodiments
herein that others can, by applying current knowledge,
readily modify and or adapt for various applications such
specific embodiments without departing from the generic
concept, and, therefore, such adaptations and modifications
should and are intended to be comprehended within the
meaning and range of equivalents of the disclosed embodi-
ments. It 1s to be understood that the phraseology or termi-
nology employed herein 1s for the purpose of description and
not of limitation. Therefore, while the embodiments herein
have been described 1n terms of preferred embodiments,
those skilled 1n the art will recognize that the embodiments
herein can be practiced with modification within the scope
of the embodiments as described herein.
I claim:
1. A mobile access control system (1000) comprises:
an access control device (300) deployed 1n a secured area;
a credential management server (100) that stores cre-
dential data of a plurality of users to provide access
to the secured area, and a plurality of wireless
communication ranges to share the credential data of
a user ol the plurality of users to the access control
device (300); and
a mobile device (200) communicatively coupled to the
credential management server (100), wherein the
mobile device (200) comprises a memory (210), a
processor (220), and a mobile access control inte-
grated circuit (240) connected to the memory (210)
and the processor (220), wherein the mobile access
control integrated circuit (240):
sends an access credential request message for the
user to the credential management server (100);

recerves the credential data and a wireless commu-
nication range of the plurality of wireless com-
munication ranges based on the user from the
credential management server (100);

verifies the user based on a match between the
credential data received from the credential man-
agement server (100) and credential data of the
user stored 1n the mobile device (200);

activates an access control application stored in the
mobile device (200) upon successiul verification
of the user; and

encrypts the credential data received from the cre-
dential management server (100); and

wherein the access control device (300) comprises:

a communication controller (343) to establish a con-
nection with the mobile device (200) based on the
wireless communication range using a short range
wireless communication, wherein the short range
wireless communication comprises at least one of
Bluetooth Low Energy (BLE), Near Field Commu-
nication (NFC), and Wireless Fidelity (WI-FI); and

a secured area control circuit (344) that receives the
encrypted credential data from the mobile device
(200) using the short range wireless communication,
decrypts the encrypted credential data, notifies the
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mobile device (200) about successtul verification of
the decrypted credential data and controls the access
of the user to the secured area.

2. The mobile access control system (1000) as claimed 1n
claim 1, wherein the credential management server (100) 1s
coniigured to:

recerve the access credential request message for the user

from the mobile device (200); determine an 1dentity of
the user based on the received access credential request
message for the user;

determine a distance between the mobile device (200) and

the access control device (300) deployed 1n the secured
area;

select the wireless communication range of the plurality

of the wireless communication ranges based on the
identity of the user and the distance between the mobile
device (200) and the access control device (300),
wherein the wireless communication range 1s used by
the mobile device (200) to establish the connection
with the access control device (300); and

send the credential data and the selected wireless com-

munication range to the mobile device (200).
3. The mobile access control system (100) as claimed 1n
claim 1, wherein the mobile device (200) 1s configured to:
display an administration application stored in the mobile
device (200);

receive an input to configure at least one parameter of the
access control device (300) using the administration
application, wherein the at least one parameter of the
access control device (300) comprises a firmware
update/upgrade, an access distance setting, a lighting
setting, and a timer alarm setting;

generate an access control device configuration based on

the mnput; and

send the access control device configuration to the access

control device (300).
4. The mobile access control system (1000) as claimed 1n
claam 1, wherein the secured area control circuit (344)
controls the access of the user to the secured area comprises:
send the access request message for the user to the
credential management server (100) upon decryption of
the encrypted credential data received from the mobile
device (200);

recerve the credential data of the user from the credential
management server (100);

verily the user by comparing the decrypted credential data
and the credential data received from the credential
management server (100); and

allow access of the user to the secured area when the user

1s successiully verified.
5. The mobile access control system (1000) as claimed 1n
claim 1, wherein establish the connection with the access
control device (300) using the wireless communication
range of the short range wireless communication comprises:
display a graphical user interface on a display (250) of the
mobile device (200), wherein the graphical user inter-
face comprises an item to remotely establish the con-
nection between the mobile device (200) and the access
control device (300);

recerve an input on the displayed 1item from the user of the
mobile device (200) to establish the connection; and

establish the connection with the access control device
(300) based on the wireless communication range using,
the short range wireless communication upon receiving
the mnput.

6. The mobile access control system (1000) as claimed in
claim 1, wherein establish the connection with the access
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control device (300) using the wireless communication
range of the short range wireless communication comprises:
display a unique code on the display (250) of the mobile
device (200), wherein the unique code comprises infor-
mation ol the mobile device (200) to establish the
connection between the mobile device (200) and the
access control device (300);
scan the unique code displayed on the display (250) of the
mobile device (200) using the short range wireless
communication, wherein the mobile device (200) is
placed at a distance of the wireless communication
range {rom the access control device (300); and
establish the connection with the access control device
(300) based on the scan.
7. The mobile access control system (1000) as claimed in
claim 1, wherein establish the connection with the access
control device (300) using the wireless communication
range of the short range wireless communication comprises:
detect whether the mobile device (200) 1s at a distance of
the wireless communication range from the access
control device (300);

automatically send a signal from the mobile device (200)
to the access control device (300) to establish contact-
less connection with the access control device (300);
and
establish the connection with the access control device
(300) based on the signal.

8. A mobile access control method comprises:

sending, by a mobile device (200) of a mobile access
control system (1000), an access credential request
message for a user to a credential management server
(100);

receiving, by the mobile device (200) of the mobile access
control system (1000), credential data and a wireless
communication range of a plurality of wireless com-
munication ranges based on the user from the credential
management server (100), wherein the credential man-
agement server (100) stores credential data of a plu-
rality of users to provide access to a secured area, and
the plurality of wireless communication ranges to share
credential data of the user to an access control device
(300);

veritying, by the mobile device (200) of the mobile access
control system (1000), the user based on a match
between the credential data received from the creden-
tial management server (100) and the credential data of
the user stored in the mobile device (200);

activating, by the mobile device (200) of the mobile
access control system (1000), an access control appli-
cation stored in the mobile device (200) upon success-
ful verification of the user;
encrypting, by the mobile device (200) of the mobile
access control system (1000), the credential data
received from the credential management server (100);

establishing, by the access control device (300) of the
mobile access control system (1000), a connection with
the mobile device (200) based on the wireless commu-
nication range using a short range wireless communi-
cation, wherein the short range wireless communica-
tion comprises at least one of Bluetooth Low Energy
(BLE), Near Field Communication (NFC), and Wire-
less Fidelity (WI-FI); and

receiving, by the access control device (300) of the mobile

access control system (1000), the encrypted credential
data from the mobile device (200) using the short range
wireless communication, decrypting the encrypted cre-
dential data, notifying the mobile device (200) about
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successiul verification of the decrypted credential data,
and controlling the access to the secured area.

9. The mobile access control method as claimed 1n claim
8, wherein the access control device (300) 1s deployed 1n the
secured area.

10. The mobile access control method as claimed 1n claim
8, wheremn the mobile device (200) 1s communicatively
coupled to the credential management server (100).

11. The mobile access control method as claimed 1n claim
8, wherein the method comprises configuring the credential
management server (100) for:

recerving the access credential request message for the

user from the mobile device (200); determining an
identity of the user based on the received access
credential request message for the user;

determiming a distance between the mobile device (200)

and the access control device (300) deployed in the
secured area;

selecting the wireless communication range of the plu-

rality of the wireless communication ranges based on
the 1dentity of the user and the distance between the
mobile device (200) and the access control device
(300), wherein the wireless communication range 1s
used by the mobile device (200) to establish the con-
nection with the access control device (300); and
sending the credential data and the selected wireless
communication range to the mobile device (200).
12. The mobile access control method as claimed 1n claim
8, wherein the method comprises configuring the mobile
device (200) for:
displaying an administration application stored in the
mobile device (200);

recerving an nput to configure at least one parameter of
the access control device (300) using the administration
application, wherein the at least one parameter of the
access control device (300) comprises a firmware
update/upgrade, access distance setting, lighting set-
ting, and a timer alarm setting;

generating an access control device configuration based

on the mput; and

sending the access control device configuration to the

access control device.
13. The mobile access control method as claimed 1n claim
8, wherein controlling the access to the secured area by the
access control device (300) comprises:
sending the access request message for the user to the
credential management server (100) upon decryption of
the encrypted credential data received from the mobile
device (200);

recerving the credential data of the user from the creden-
t1al management server (100);

veritying the user by comparing the decrypted credential
data and the credential data received from the creden-
t1al management server (100); and

allowing access to the secured area when the user 1s

successiully verified.

14. The mobile access control method as claimed 1n claim
8, wherein establishing the connection with the access
control device (300) using the wireless communication
range of the short range wireless communication comprises:

displaying a graphical user interface on a display (250) of

the mobile device (200), wherein the graphical user
interface comprises an item to remotely establish the
connection between the mobile device (200) and the
access control device (300);

recerving an mput on the displayed item from the user of

the mobile device (200) to establish the connection; and
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establishing the connection with the access control device
(300) based on the wireless communication range using
the short range wireless communication when the input
1s recerved by the mobile device (200).
15. The mobile access control method as claimed 1n claim
8, wherein establishing the connection with the access
control device (300) using the wireless communication
range of the short range wireless communication comprises:
displaying a unique code on the display (250) of the
mobile device (200), wherein the unique code com-
prises information of the mobile device (200) to estab-
lish the connection between the mobile device (200)
and the access control device (300);
scanning the unique code display on the screen of the
mobile device (200) using the short range wireless
communication, wherein the mobile device (200) is
placed at a distance of the wireless commumnication

range from the access control device (300); and
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establishing the connection with the access control device
(300) based on the scan.

16. The mobile access control method as claimed 1n claim
8, wherein establishing the connection with the access
control device (300) using the wireless communication
range of the short range wireless communication comprises:

detecting whether the mobile device (200) 1s at a distance
of the wireless communication range from the access
control device (300);

automatically sending a signal from the mobile device
(200) to the access control device (300) to establish
contactless connection with the access control device

(300); and

establishing the connection with the access control device
(300) based on the signal.
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